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Executive Summary

Deliverable AD3.1 Early Smart CLI DE | DE Designo i
ofTask 3.1 fAiDesign, devel opmentTaasnkd 3u.nZ tfi Deessitgm,g
and unit testing of dTa&k Ded&8p AiDeasiginng dEvgil n@dne na
Backend Jleermain omestive. of WP3 is to design, develop, and unit test the three main
SmartCLIDE framework components, namely User Interface (Ul), Deep Learning Engine (DLE), and the
Backend Corponents. The purpose of this deliverable is to report the early design approach and technical
progress that has been conducted until M20. The emphasis is given on the front and backend of the
SmartCLIDE Integrated Development Environment (IDE). This dedivie is based on the outcome of

previous WP1 deliverabl es, namely fAD1.4 the Smar
Architectureo. Besi des, there is a strong |ink
researckoriented tasks, woih have been documented in AD2.1 Smar

Features on Services Discovery, ThSisdhe first ansion i€ 0o mp o s
deliverable, which is going to be updated in M30.
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1 Introduction

1.1 Document Purpose

Deliverable AD3.1 Early Smart CLI DE | DE d&ukaeriegno i
of:

A T as k 3Zignldevelbpment and unit testing of the User Inteéface
A Task 3.2 inADesign, development and unit test.i
A Task 3.3 fiDesign, development and unit test.i

The main objectiveef WP3 is to design, develop, and unit test the three main SmartCLIDE framework
components, namely User Interface (Ul), Deep Learning Engine (DLE), and the Backend Components. The
purpose of this deliverable is to report the early design approach amicétgirogress that has been
conducted until M20. The emphasis is given on the front and backend of the SmartCLIDE Integrated
Development Environment (IDE). This deliverable is based on the outcome of previous WP1 deliverables,
namely AD1. 4 Cohrc@madt SDLDE Design of [Z.nBasidesCLI DE
there is a strong link with WP2, where technology providers have performed reggantéd tasks, which

have been documented in AD2. 1 RaaasonGervidcedDistomeryo v at i
Creation, Composi[8ion, and Deploymentd

1.2 Approach

The early design of SmartCLIDE components presented in this deliverable is a resutirot&ss already
startedint ask AT1.4 Design of SmartCLIDE System Conce
Architectureé asillustrated inFigurel below.

Consortium ICT Extra Consortium Consortium RTD
Vendors Companies Partners
Business Case™ . Expertise and Visions &
f.\\ “Scenarios Vi i\ Vl?iqulrem ent/sf Qwn Solutions Requirements SIA InnovItlons

GENERIC REQUIREMENTS {D1.2)

i L

Concept (D1.4) Architecture (D1.5)

\E‘alrw SmartCLIDE Design (MZO)/-

S __——

Final SmartCLIDE Design (M30)

Figure 1: Approach applied for early SmartCLIDE design
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The approach we followed in this documerbased on the foundation laid out in Dardthe introduced

agile development approaf#]. Following a SCRUMike process, we have organized regulawbekly
Sprintsbetween all developers to discuss the most important ongoing research and implementation issues.
The scope of each Sprint walanned prioritizing the most critical issseaccording to the initial timeline

and microplanning performed at the beginning of the WP3MX0). Initial microplanning was performed

in collaboration withthe WP2 leader to synchronize researelated tasks and efforts in WP2 and
complementary dégn and implementation activity in WPRegular monthly WP2VP3 calls were held

to closelytrackthe progress.

Following the good practice applied .2, D1.3, D1.4, and D1.5, this document has been structured
according tahe concept and terms of teO/IEC/IEEE 42010:201[5] . The overview of architectural
views which are addressed in D1.2, D1.3, D1.4, and D1.5 is preseftail&l.

Table 1: SmartCLIDE Architectural Views

Architectural Views Corresponding Deliverable

1 Functional Requirements View| Functional Requirements have been documented in D1.
mapped to SmartCLIDE system use cases in D1.3

2 Component$pecification View | This view presents the detailed description of €
component of the systerhis view has beepresented in
D1.4 for each individual componefuicusing ondescription
of core functionalities

3 Operational Environment View| This view describes the conceptuahy the system operats
in its context, components that describe the system ang
groups with which they interact. These topics have |
discussed in D1.3 and D1.4. Besides, the Compg
Architecture Diagram of the overall Sm@LIDE system ig
included in D1.5.

4 Information Flow View This view defines information entitiesnd correspondin
relationships between them. This view is one of the
outputs of the D1.5.

5 System Deployment View This view will present the deployment view of the integra
system.

Keeping in mind that various design and architecture speiiifitsahave already been presented in WP1
SmartCLIDE deliverables, we foad on the detailed elaboration dfomponents Specificatipn
Operational environmengandInformation Flow viewsThe starting point of our analysis was the overall
SmartCLIDE compor& diagramdocumented in th®1.5 The SmartCLIDE Architectugee page 12,
figure 2) [2]. Considering specific WP3 objectives, we hgwerformed thefollowing stepsfor the
SmartCLIDEconcept elaboration and early design specification:

A Stepl: Ul Design
0 Step 11: Detailed analysis dfJl Mock-upsfrom D1.4
0 Step 12: Specification othe endto-end demonstration use cdgeterms of Mockups)
o0 Step 1.3:Analysis of the requiredxternal tools and plugins
o0 Step 1.4:Theia design and smadkale preotype implementation (proof of concept)
A Step2: Detailed Specification of theFrontend & Backend Components
0 Step 2.1:Detailed analysis of the D1.5 with particular focus on overall component and
information flow diagrams
0 Step 2.2:Creation of thenstructions and templates for the elaboration and design of
individual components
0 Step 2.3:Collection of the relevant contributions from flalowing component providers
A Runtime Simulation and Monitoring Console (WT)
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Smart Assistant (AIR)

DeepLearning Engine (AIR)

Context Handling (ATB)

Source Code Repository (INTRA)

Discovery of Services and Resources (AIR)
Service Creation, Composition and Testing (UoM)
Runtime Monitoring and Verification (TOG)
Security (CERTH)
MessageOrientedMiddleware(CERTH)

Service Deployment (WT)

CI/CD Component (INTRA)

0 Step 2.4:Design of the overall SmartCLIDE detailed component diagram.

To I I I I D I > D I D

1.3 Document Structure

The document consists of the following sections:
A Section lincludes a concise overview of the overall content of the document

A Section 2presents User Interface design approach and gives an overview of tH@mBun
Simulation and Monitoring Console and Smart Assistant frontend components

A Section 3outlinesDeep Larning Engine design approasith a particular focus on presentation
of machine learning and deep learning algorithms and support for service classification. Besides,
it presentsipdated design approach for the Context Handling component.

A Section 4presats the design approach and key features on the SmartCLIDE backend components.
A Section 5describes the overall unit testing approach

A Section 6provides the concluding remarks and outlines future steps.

1.4 Relation to other deliverables

The present deliverablcompletes the design and specification of the SmartCLIDE system together with
D1.2,D1.3, D1.4, and D1.5. It receives input from all these deliverables and primarily from D1.5 using the
overall SmartCLIDE component and information flow diagrams as @nstqnoint for the analysis. One of

the key outputs of the present deliverable is elaborat@dponentdiagramsbased SmartCLIDE
architecture, including the specification of provided/required interf8assdes, this deliverabig strongly

linked to D2.1 where underlying research approaches for relevant components are discussed.

1.5 Contributors

All project partners have substantially contributed to this deliverable. In particular, the RTD partners and
technology providers have provided detailed desigintheir components and underlying services. UNP

has led the overall Ul design, while KAIROS has performed the Theia analysis and implemented a small
scale prototype. AIR has led the design effort of the DLE together with ATB, who supported the Context
Handling part. CERTH has acted as overall editor in preparing each version of the document using a
collaborative and iterative approach.
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2 User Interface

This section describes the design progress of the main components of the User Int&Sfaag@EIDE
IDE integrating all the functionalities provided by SmartCLIDE technologies and exposing them as a
development experience to developers.

2.1 Frontend User Interface

The specification and development of IDE Frémd is composed 2 process&esign Lifecycleand
Project Implementation.

The Design Lifecycle corresponds to the steps followed for the design of User Interfacdssignéfe
cyclestarted with the specification of the graphical elements thatSraantCLIDEtechnolog will require

to interact with users, which resulted in a set of wirefraf@etgiled description of the wireframes produced

in this analysis are provided in Annex.A)he purposeof the wireframess to communicate the order,
structure, layout, navigation, and orgaation of contentather than defining the final the graphical aspects

The next steps will consist of enhancing the wireframes with more detailed graphical elements to create the
mockups. Mock-ups communicate the visual design aspects that wireframe®tdorhese include
imagery, colour, and typography, giving a sense of what the design will looc&rik@rovide guidelines

for the implementation of the visual aspeetsrepresented ifrigure2.

m—b Implementation

Figure 2: Design approach procedure

The Project Implementation process corresponds to the creation of the software project that will be used
for the implementation of the IDE fromind and will be used by SmartCLIDE partners for the
implementation of the base infrastructure of the IDE ahtthalfunctionalities that will be provided by the
SmartCLIDE tools on the backenibhi s process al so includes the def
graphical tools used on the project were configured to present the defined image.

2.1.1 Design

2.1.1.1Layout

The mges of SmartCLIDE IDE follow a common structure as representéigne 3. On the top of the

page there are some graphical elements to provide a quick accessfio ipedunctionalities. From left

to right are presented the Logo of the IDE that redirects to the Dashboard, the Settings icon that provides
access IDE settings and the User icon to provide access tspasdfic settings.
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@00

Logo, Settings User

Context Bar Working Area

Figure 3: SmartCLIDE IDE base page

Below those elements, we can find 2 main aréhs:Context Bar and the Working Area. Those elements

are related in the sense that the Working Area presents the main content of the different pages of the
SmartCLIDE IDE andhe Context Bar adapts to the content presented in the Working area, showing a set
of options that allow to navigate/initiate operations over the content shown.

On specific cases an extended view of this structure can be used. This structure, repreBapssidin
add a new areathe Auxiliary Toolsi that can be used to provide the user with specific user interfaces that
allow to execute operations related with tbatent on the Working Area.

@00

Logo Settings User

Context Bar Working Area Ausxiliary Tools

Figure 4: SmartCLIDE IDE base pagewith auxiliary tools

The concept of Workbench initial defined matches the mainly the concept of Working Area of the layouts,
as it is the main area where developeesexpected to develop their applications. The concept of Toolbox,

in the sense that it provides to the user the resources and main functionalities of the SmartCLIDE tools, is
spread across several areas, resulting from the integration of SmartCLIDE db&aketionalities on
different areas and element of the IDE frontend.
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2.1.1.2Wireframes

The frontend user interface was structured considering the three main pillars for the SmartCLIDE IDE
front-end which represent the main types of projects that carebéed:

A
A

A

Serviced applications with a weltlefined interface developed independently of external entities
(e.g., other services).

Workflows i consist of the graphical representation of a system through diagrams, where each
node of the diagram represeattask than can be performed by a service.

Deploymentsi configurations of deployments of services or workflows that run on remote
environments (e.g., Amazon Web Services).

Aside these 3 pillars, SmartCLIDE IDE must also provide other functionalitiesniiasupport the
activities and experience to the users. Those functionalities correspond to the:

A

A

A

Dashboard’ Customizable welcome page that the IDE user can organise to show him/her
relevant information.

IDE settingg Set of options to customize the IBEttings and to monitor the runtime conditions

of the SmartCLIDE IDE

User settingsSet of option to defined usepecific settings and configuration of aspects of the
user development space.

An overview of wireframes associated to the previous functibeslare shown ifable2. More details
about each wireframe can be found in Annex A.

Table 2:

An overview on the wireframes ofthe SmartCLIDE IDE

Workflows

The main pageof the Workflow An instance of the Adding a new
workflows configuration page diagram editor shortcut to " Quick
Access"
: E—(:r b = : I — =
= E = == —

An instance of the Task Functionality Task Properties Servicediscovery
Theia codeeditor within the diagram within the diagram configuration page
editor editor

E =T ke |{EED®EE |V pmte
- - = o ® -
No results found by Workflow Security analysis Vulnerability
the servicediscovery integration in the page assessment page

diagram editor
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Services

The main page of the
services

Smart Assistant
services: Comments
generation

The main

configuration page of

aservice

Smart Assistant
services: Code
autocompletion

Smart Assistant
services: Live
template
recommendation

Deployments

firi [;

The main page of the
deployments

The main
configuration page of
a deployment

The deployment
configuration page

The deployment
configuration
suggestions

Runtime metrics
selection page

Runtime metrics
monitoring and
visualization page

Main page of the cost
comparisonservice

Dashboard

The main page of he
SmartCLIDE
platform

The content
configuration page of
the dashboard
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IDE Settings

Settings Page

User Settings

= = z B L} =
The user profile page The team Sources for services User credentials
configuration page management page

As part of the validation process of the behaviour and navigation described on the wireframes, a potential
usage scenario in which the user (a developer) takes advantage of a wgjdeofaBmartCLIDE
functionalities to implement test and deploy a workflow was defined and analysed against the wireframes.
This potential usage scenario is detailed in Annex B.

2.1.2 Technical approach

In this section are identified the technical approaches acdkintlogies selected for to start of the
development of the SmartCLIDE IDE frontend.

2.1.2.1Modular Development Approach

The functionalities will be added to SmartCLIDE IDE using a pliii@ approach, enabling functionalities

to be developedhdependently. With this modular, each plugin will use specific interfaces provided by
SmartCLIDE IDE, as well as implement interfaces defined by SmartCLIDE IDE to support the correct
integration of the development functionalities into the IDE.

Themain irterfaces that the developed modules have access to expose their functionalities are:

1 Working Area interfaces interface to render the specific content on the working area and listen to
user input events.

1 Interfaces Context bar integrationExpose endpois that are connected to the options on the
context bar defining the behaviour of the options listed.

1 Interface for Auxiliary tool$ Define the user interfaces for the extra tools that will be used by the
IDE users.

1 Interface for Home Dashboard card inm&gpni Interface the describe the widgets/cards that can
be visualised in the Dashboard.

1 Interfacewith Quick Access shortcdit Interface to describe the commands that can be inserted in

the Quick Access menu, providing shortcuts that the developesedn aptimise his development
flow.

All the functionalities that require the definition of the User Interfatesild have darmonisedstyle to

provide the IDE user with a smother experience. To achieving this goal, developers of modules that provide
use interfaces are recommended to use SmartCLIDE style theme.

2.1.2.2Support Technologies

The objective for SmartCLIDE Cloud IDE is to create a websiigtive for any userregardless his/her
experience and roleThe IDE should also present an appealouk and feel anéxtensible to support the
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usage and integratiomith externalframeworks and librariethat can enhance the IDE functionalities and
performanceAs a cloud IDE, SmartCLIDE IDE must allow multiplesers to use it on their preferred
internet browsers, allowing users to use remotly the typical IDE functionalities, supported and enhanced by
SmartCLIDE toolsWith that in mind, the architecture froRrigure5 was designed.

SmartCLIDE IDE Frontend

A A A

User A User B
[ Client | [ Client | [ Client | [Client]  [Client] [ Ctient
t [ T A

Server

SmartCLIDE
IDE Backend

Figure 5: The architecture of the SmartCLIDE ID E

This diagram focuses on the frontend of the SmartCLIDE IDE, which needs to support the management
several user authenticattis simultaneously (e.g., User A, User B, etc.). Moreover, each user may access
the IDE in more than one browser tab at the same time, as represented in the cases of User A and User B
where these users may be working multiple projects at the same tinteegdIclients are connected to the

same server, requiring the server to be able to associate each client instance (each browser tab) to different
sessions and allowing to separate the context across the different client instances to provide them with the
required independency. From a higlevrel perspective, the frontend directly communicates with the
backend of the IDE, which consists of all the SmartCLIDE tools that support the functionalities of the IDE
and are deployed somewhere in the Cloud.

For theimplementation of the Server component of the Frontend it was decided to use the! Meteor
framework. This fullstack framework provides mechanisms that runs on the Gliéatand on Serveide

of a Web application that supports the management of authtoti process of multiple users, and
automatically creates contextualised sessions for each client instance where the same user is authenticated.

Moreover, Meteor also allow to expose a set of methods to the clients that are executed on ibielserver
This mechanism can be used on expose an API to all clients for the interactions with the SmartCLIDE IDE
backend. This mechanism supports development of a modular approach by providing a common API that
all the modules can use for providing their functiciesdi o the IDE frontend, while abstracting their code

from the management of the users and sessions.

Meteor can be complemented with the usage of frontend framework to increase the power on
implementation of the User Interface. The framework Véevas selected to assume the role. Vue.js
provides many modern concepts like code encapsulation and reuse thought the usage of components and a
reactivity system to optimise the-rendering of objects. Vue.js distinguish between most of its peers by
allowing sipporting the creation of Vue components using mostly technologies commonly used on Web
development: HTML, CSS and JavaScript. This reduces learning curve to start developing components
using Vue.js, which is an important requirement for ensuring a smewsttiagppment on a team where
members have different backgrounds.

SmartCLIDE IDE will require a code editor to support the activities to the developers. Eclipse Theia was
select to play this role, providing not only a modern text editor but also an ecosygtieigins that can be

1 https://www.neteor.com
2 https://vuejs.org
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used to improve the whole developing lifecycle. In annex C is presented a study about Eclipse Theia main
features and approaches to develop plugins and extensions.

To support the development of responsive and visual harmonisethdetera Bootstrdptheme was
configured and added to tHeE project.

2.1.3Image

The SmartCLIDE project image was the inspiration for the identification the IDE image. The colour scheme
used in the logo and project website and the cloud icon with the rouknevmused to define the colour
and graphical aspect of the element in the IDE.

2.1.3.1IDE style

2.1.3.1.1 Colours

The SmartCLIDE font colour (blue) and the second colour in the icon (aqua) were the starter in the theme
building. They were stablished as the main and one of the secondary colours. We added some more colour
pallet so it can be used as the functions neéeled red for delete, orange for warning, etc.).

To test, we implemented the theme style inBitelub Project Dem6 where we can sé@wthe behaviours
and colourf the several elements play aloii@pe aspect is shown Figure6.

© ssaomin? B o .o

Dashboard

¢

Color Utilities

p's defaul y classes can be found on the official Bootstrap Documentation page. The custom utilities below were created to exter

Custom Text Color Utilities Custom Background Gradient Utilities Custom Grayscale Background Utilities

text-gray-100

bg-gradient-primary
text-gray-200

.bg-gradient-secondary

-bg-gray-600

text-gray-700 \bg-gray-700

text-gray-800 1 bg-gray-800

text-gray-900 bg-gray-900

Custom Font Size Utilities

Figure 6: The color pallet of the SmartCLIDE IDE

3 https://getbootstrap.com
4 https://github.com/StartBootstrap/startbootstsbmdmin-2
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For the fontthe Open Sans familyas selecto harmonise with the font us@dthe project website. The

default font sizesvere kept.

Typography
Heading 1
Heading 2
Heading 3
Heading 4

Heading 5
Heading 6

Heading with muted text

Vivamus sagittis lacus vel augue laoreet rutrum
faucibus dolor auctor.

Blockquotes

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer posuere erat a ante.
— Someone famous in Source Title

Example body text

Nullam quis risus eget urna mollis ornare vel eu leo. Cum
sociis natoque penatibus et magnis dis parturient montes,
nascetur ridiculus mus. Nullam id dolor id nibh ultricies
vehicula.

This line of text is meant to be treated as fine print.
The following is rendered as bold text.
The following is rendered as italicized text.

An abbreviation of the word attribute is attr.

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer posuere erat a ante.

— Someone famous in Source Title

Emphasis classes

Fusce dapibus, tellus ac cursus commodo, tortor mauris
nibh

Nullam id dolor id nibh ultricies vehicula ut id elit

Pellentesque ornare sem lacinia quam venenatis

Donec ullamcorper nulla non metus auctor fringilla.

Lorem ipsum dolor sit amet, consectetur

adipiscing elit. Integer posuere erat a ante.
— Someone famous in Source Title

Figure 7: Fonts of theSmartCLIDE IDE

2.1.3.1.3 Buttons

The overall aspect of the buttons are aligned with the default settings however, a customisation was made

to increase the tmd aspect in the corners of the buttons.

‘ acondary Success Info ~ Warning BGISN Active Radic Radio

[ Primary H Secondary } Success ” Info H Warning H Danger I

Crinay — [EEST o -
Large button | Default button | Small button

Figure 8: Buttons of the SmartCLIDE IDE

2.1.3.1.4 Guidelines for Graphs & Charts

In the graphs and chartbe recommended colours dve colours present in the logo (blue and aglia)
the chart needs more colours, the secondary colours can beSmud examples are presentedtigure

0.
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hird party plugin that is used to generate the charts in this theme. The charts below have been customized - for further customization

visit the official Chart.js documentation.

Area Chart Donut Chart

’

Styling for the

in the /js/demo/ch:
Styling for the area chart can be found in the /js/demo/chart-area-demo. js file

Bar Chart

Styling for the bar chart can be found in the /js/demo/chart-bar-demo. js file.

Figure 9: Graphs and charts of theSmartCLIDE IDE

2.1.3.2Integrated Codeeditor

The same image concept was applied to the Theia editor through the definition of a Theia theme. Since
Theia themes are compatible with the themes of VS Code, a VS Code themteveditosedo define the

SmartCLIDE Theia theme.

The colours of All Visual Studio Code sections (e.g., General, Activity Bar, Side Bar, Status Bar, Buttons,
Widgets, etc.) where customised to align with the colours defined in the Bootstrap theme. The result of the
SmartCLIDE Theia theme is presentedrigurel0.

5 https://themes.vscode.one
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Figure 10: Theia theme of theSmartCLIDE |
2.2 Run-time Simulation and Monitoring Console

2.2.1 DesignApproach

Developing,deploying,andmonitoringcomplex systems such as the fexale
communicatiorplatformwe previously describeasing containerss atough task, but thanks
to SmartCLIDE, developerwill be ablenot only to deploy it, but alsio get:

A A better comprehension of reine QoS constraints.

A A deeper insight into QoS, by providing monitoring tools that will allow the developer to track
quality of service and quality of experience.

A Easier management of deployed services.

In conclusionSmartCLIDEwill aid the developer throughout all the phases, such as development, testing,
and deployment. Then, once deployed, |Die (Integrated Development
Environmentwill supplyvisualmonitoring tools tananage and extend running
capabiities, alsoprovidinga detailed analysis about QoS.

The fdARuwe Simulation & Monitoring / Vi endafori zat i
monitoring any of the containers, services and complex systems deployed with SmartCLIDE. Notice that a
complex system may be composed by several containersaend@ntainer might include more than one
services that cooperate to solve a greater problem.

This interface will allow the developer to explore and visualize the status of deployed services through
visual and texbased elements by using a console thttferm part of the SmartCLIDE Ul. To do so, it
retrieves the monitoring data from the Rime Monitoring & Verification component by using a P8bb
paradigm.
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Front-end : Back-end
S —wgu ]
Run-time Simulation & : Run-time Monitoring &
Monitoring / Visualization : Verification
4 <« 3

Figure 11: UML Run -Time Simulation & Monitoring / Visualization Co mponent Diagram

For example, the figure in the slide represents a generic use case for this component:

A First, the developer selects t hetimeMonitodngner he
and Simulation / ViS$nartCLDEXJARt i ono modul e in th

A Then, tthiemedAd RMionni t or i ng and Simul ation [/ Vi su
ARdn me Monitoring & VerifARLati ondo component

A Then, tthiemeiRMoni toring & Verificationd compor
container.

A Finally, -t itnmee MoRwint oring and Simulation / Vi
received rurtime monitoring data using both, visual and teased techniques.

SmartCLIDE provides the capability for ngnogrammers to construct apg@ltmns and new services using

smart automation. Quality assurance of the constructed applications involves both design time and runtime
assurance. Assurance of the runtime behaviour is addressed by validating that the application exhibits
behaviour consient with its specifications, and that the assumptions made about the runtime environment,
made at the time of the design of the construction approach, and thus built into the construction of the
application, continue to be valid as the application executes

The intended behaviour of the application may involve both functional antunotional properties. Key
characteristics of the application, such as security, safety, privacy, resilience and reliability are general
categories of runtime quality attrilagt that may be required.

Validity of environmental assumptions involves necessary conditions, under which the construction and
execution of the application are expected to be correct. The assumptions made by individual components
or services from which aapplication is composed, and the consequent assumptions of their composition,
need to be established and maintained during the execution of the application.

These concerns occur in statically constructed applications as well as those that are dyramitalgted

and executed on demand. However, in the dynamic case some runtime quality attributes arise that do not
exist in the static case. For example, in the dynamic case the identification of the components or services
to be composed, the correctnesshe service composition, and testing of the composition arise during
construction runtime rather than during a conventional design, implementation, test and deployment cycle.

When an application is dynamically composed for a specific purpose, knowerismf the component
services can be used to find composition solutions that yield a final property that suits the purpose.
However, because the dynamic case does not afford the same opportunity to apply the conventional
disciplines for assurance durirdesign and implementation, or for conventional testthg,defining
property of the application as well as the assumptions should continue to hold during runtime.

The Runtime Monitoring and Verification (RMV) framework is intended to provide the céapdioit

constructed applications to be automatically monitored at runtime for their validity of their properties. If

the SmartCLIDE services creation, services discovery, services composition, and services deployment
functionaliti es rammegformapurgdgr aonimearss ofi prtohgen t he r ul
verification features provide -pnbggammedsdrunt i me

Though there is some technical risk of falling short of the most ambitious objectives due to these
uncetainties, the resulting monitoring framework will nonetheless provide several useful benefits:
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A The Runtime monitoring and verification components are used by the Context Handling system
to subscribe to get monitored data about runtime values and evanilsrteeds to accomplish
its purpose.

A Developers using the service composition capabilities of SmartCLIDE will be able to develop
monitoring applications using the monitoring and sensor services that can detect sequences of
events specified by pattersgecified by the monitoring application. These may be used to detect
exceptional conditions or may be integrated into the design of the application to enable a response
to monitored conditions external to the application.

A The security component can caunst a monitoring application to monitor security relevant
events thabther application services are designed to generate. These may be stored in the Log
as an audit trail for postxecution forensic investigations.

A Other subsystems can construct momigmapplications to assist with instrumentation, testing,
or debugging of applications or the SmartCLIDE platform itself.

The Runtime Monitoring and Verification (RMV) framework provides a flexible and configurable
framework with programmable interfaces permit the construction of a monitoring application, using
standard or bespoke monitoring components and sensors, in parallel with the construction of-a service
oriented application. The framework will also provide for the capture and retention ofadla¢segl by
sensors and monitoring applications in a log according to configurable criteria. The technical elements of
the approach include:

A library of monitoring logic components for constructing monitoring applications.

A library of sensor types thaan be instantiated and installed within composed SOA applications
and infrastructure components to gather the data/events needed by monitoring applications.

A mechanism for composing monitoring applications in parallel with the SOA application.

An SOA execution framework for executing SOA applications, monitoring applications, the
monitorframework,and the agents.

A notification mechanism that can transmit alerts to registered participants when monitored
events meet a specified condition.

A method and mechanism for selecting monitoring components and sensors and constructing
appropriate monitoring applications according to the construction of a corresponding SOA
application.

A mechanism for the collection and persistent storage of the Logooftered data and
notifications.

A A mechanism for the configuration of log collection and storage, including where the Log is to
be stored, how large logs should be archived, etc.

> > > P>

>

The starting point for definindetrhdicandoemtd a«fomtptl
requirements analysis document. Smart CLIDE ARunt.
able to support:

A A flexible and configurable framework for the construction and deployment of diverse
monitoring applicatios.

A Programmable responses according to the findings of the monitoring applications, including

notifications to the application execution framework and activation of predefined responses.

Programmedirected explicit construction of customised monitor@pglications.

Cooperative monitoring, that is, passive monitors that are called by the application and/or the

execution framework to report various predefined conditions.

A
A

Smart CLI DE ARunti me Monitoring and Verificationbo

A Capture and storage and/or forwarding, according to configurable filters, of monitoring data to
other components.

Smart CLI DE ARunti me Moni tnentrmagloe aldetad Veri ficationbo

A Leverage the SmartCLIDE application service composition to automatically construct
monitoring applications to run in tandem with the composed applications and to detect in the
applications® behavi ourecifications.ati ons of the ap
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2.2.2 Cost-analysis Tool

The functionality of the CosAnalysis tool is that of a predictor of the real costs of the facilities where the
developer's application is deployed. They will be able to use the methods described in the tool to replicate
the cost study in different server options (AWS, AZURE, GC, etc.) and reach their own conclusions about
the various alternatives and their potential use in the CI / CD stages.

2.3 Smart Assistant

The main goal of SmartCLIDE is to increase development speadieredrors, and improve the accuracy

of the programming process. In general, most IDEs include several tools to cover most aspects of software
development like analysing, designing, implementing, testing, and deploying. However, IDEs could have
more automion and intelligence to help developers. These features can be obtained by using the Smart
Assistant component, which uses artificial intelligence functionalities through the Deep Learning Engine
(DLE) component for its purposes. In this section smaistass, functionality will be discussed. The Smart
Assistant and DLE have been specified as distinct components in previous versions of SmartCLIDE
documentgl] [2]. However, the linkage of both components is high and can lead to remarkatdg.ove

Many smart functionalities can be found in extension marketplfgledike Kite [7] extension for
completion during source code writing. However,a&@LIDE needs more guarantees to maintain and
version smart extensions in its own models. This is why SmartCLIDE proposed that the responsibility for
the Smart Assistant's intelligebehavioursshould reside with the DLE. In this way, the Smart Assistant
component is simplified as a simple gateway between the DLE's internal models and the clients that will
use thoséehaviourghrough theRestful API.

The intelligentbehaviourghat the Smart Assistant provides to assist and guide the user while desiopm
in different phases of software development are:

- One line code generation

- Context monitoring specification to provide suggestions.

1 Code repository suggestions
1 Recommender system for the sizing of the deployment environment

- Getsuggestions for workflow autocompletion as Items recommender in a BPMN workflow

- Get a set of suggestions for acceptance test based on Gherkin

2.3.1 Design Approach

The UML diagram inFigure 12 shows the five responsibilities of the SmAdsistant. The different
subcomponents of the SmAsgsistant are intimately related to the IA models of the DLE component, which
is why some subcomponents are singateways to the IA models.
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Visual Paradigm Online Free <domponent>> a <<component>> g]
DLE SmartAssistant
<<component>> <<component>> <<component>> =]
Code Generation 8 —[]—© One Line Code Generation g =) @ SmartCLIDE
Auto-complete Model it IDE Editor
<<component>> <<component>>
Code Repository @ —[]—@ Code Repo Suggestions E] = @ ~
Suggestions Model Ciiii miﬁione
N
£ @) S
File changed <<component>> g]
Context Handling
<<component>> @ A <<component>> @ N
Deployment envir t = Environment Suggestions = J
Suggestions Model Q . i R OJ d
esource use:
o )
Start Deploy
<<component>> 8] N <<component>> g] A
Test Acceptance = Acceptance Suggestions =
Suggestions Model T Q = 99 T . Q
\ Gherkin templates used
with BPMN
o
BPMN Context W
<<component>> 8] <<component>> g] <<component>>
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Model 2/ 99 & OJ & Composition
BPMN + selected node
Visual Paradigm Online Free Editior

Figure 12: Smart Assistant Component Diagram as DLE interface
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The key functionalities of the subcomponents of the Smart Assistant are presentedTiable 3 -

Table7.

Table 3:Smart Assistant One Line Wde Generation

Name ‘ One Line Code Generation

Functionality One Line Code Generation API subcomponent is an Reétful

interface to the Code Generation Awomplete Mode
subcomponent of the DLE component and is defined in the
section.

Relevant Use Cases (D1.3) UC-0006

Functional Requirements D85, D88, D89, D90, D105

Table 4: Smart Assistant Code Repository

Name ‘ Code Repository

Functionalit L : . . .
y This wizard is responsible for generating suggestions to the u

facilitate commits to the git repository. Receiving information
the monitoring system and with the help of the DLE, it
determine the best time to commit to the git repository.

Relevant Use Cases (D1.3) UC-0006.UC-0015

Functional Requirements

D85,D88,D89,D90,D105

Table 5: Smart Assistant Environment Component
Name ‘ Environment

Functionality Responsible for generatinguggestions forthe metrics of thg

deployment environment

Relevant Use Cases (D1.3) UC-0006.UC-0009

Functional Requirements

D85,D89,D90,D105

Table 6: Smart Assistant Acceptance Test Suggestions Subcomponent
Name ‘ Acceptance tesSuggestions

Functionalit .
y The acceptance test set suggestion system, based on collab

filtering techniques, is responsible for providing the user with
of tests defined in Gherkin format to be applied towlekflow
defined in the BPMN and help verify if the expectasi@me met

Relevant Use Cases (D1.3) UC-0006.UC-0008

Functional Requirements D85, D87,D88. DO
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Table 7: Smart AssistantBPMN Items Suggestions Subcomponent

Name ‘ BPMN Items suggestions

Functionality The BPMN Items suggestion system consists of automati
selecting the next node/item in the workflow bemngdelledduring
service composition in BPMN format.

Relevant Use Cases (D1.3) | ;- 5006 Cc-0007,UC-0011,UC-0012

Functional Requirements D84, D85, D86, D88, DO

2.3.2 Interface Specification

The communication interfaces provided and required by Smart Assistant and skiguméd2are detailed
in Table8.

Table 8: Smart Assistant Interface Specification

Interface (/API) Description Type

Provided Required

1 | One line Code _ _ *
Generation AP| | The Code generation API is a subcomponent of

DLE module. This subcomponent is responsible
generating code based on the user search query
API requires the user's queries to be passed it.

9 code_input A sequence of chars or words
in text format.

9 Method: this parameter can include the
"Default" or "GPT2" value which specifies
the DL algorithms in the backend for
generating code. If developers don't pass
arguments into the function, this paramets
will have the "Default" value.

1 Language: thisg@rameter specifies the
target programming language.

9 code_sugg_len: This parameter specifies
length of code that will be generated, whi
can accept a numeric value.

9 code_sugg_lines: This parameter specifig
the lines of codes suggested by the code
gererator, which can accept a numeric
value.

The API returns related code snippets based on
usage history and quality parameters in the colle
dataset. The first version of this API is designed
finding Java codes.

2 | Code Repository| The Code Repository API component offers an *
API File | endpoint in order to accept requests from the Cor
changed Handling component to make suggestions to the
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Interface (/API) Description Type

Provided Required

when determining the best time to commit to the
repository.

It needs as input mowiting information each time
change is saved to a file locally:

- user. To be able to make custom suggestions

- branch. In order to be able to make cust
suggestions

- pending files. The number of modified fil¢
pending upload to the code reposjtor

- compilation errors. The number of compilati
errors. It is a recommended data to have in orde
to make suggestions of commits having compilal
errors.

This event will trigger a hint about the need
commit to the code repository if appliia based of
the context data and the suggestion model.

3 | Code The Code Repository API commit component off *
Repository API | an API endpoint in order to accept requests from
Commit Context Handling component to determine the |

time to commit to the git repository.

It needs as input monitoring information each tim
commit is madéo the code repository:

- user. To be able to make custom suggestions

- branch. In order to be able to make cust
suggestions

- number of files. The number of files uploaded
the code repository.

4 | Environment The Environment API component offers Al *
APl Resource| endpoints to accept requests from the Con
used Handling component to make suggestions to the

about the sizing of the deployment environment.

It needs as input tracking information each tim
workflow execution iperformed:

- Unique identifier of the workflow that allows 1
relate it to the tracking sizing information provid
through the Environment APl Resource used.

- maximum resources used, such:
- Mb of ram
-CPU Hz
- Concurrent threasl
- Execution time duration
- disk space
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Description

Type

Environment
API Start
Deploy

The Environment APl component offers A
endpoints in order to accept requests from
Context Handling component to make suggestior
the user about sizing tfie deployment environme

This API is the entry point of the recommendat
model. Context handling should use this APl to g
recommendation when the user wants it (typic
when all tests have passed successfully). It nee
input tracking informaon each time a workflov
execution is performed:

- Unique identifier of the workflow that allows t
relate it to the previous sizing information provid
through the Environment API Resource used.

This event will trigger a deployment environmg
sizing hnt.

Provided Required

Acceptance API
Gherkin
templates +
BPMN

The Acceptance API component provides A/
endpoints for the purpose of accepting requests
providing the user with a set of tests defined
Gherkin format to be applied to the workflow defin
in the BPMN and help verify if the expectations
met.

This is the entry point for improving th
recommender system. Here are the gherkin temp
that have been used as an acceptance test for a B
workflow.

- Finalised BPMN

- Set of gherkins useds acceptance test of t
BPMN

Acceptance API
BPMN Context

The Acceptance APl component provides 4/
endpoints for the purpose of accepting requests
providing the user with a set of tests defined
Gherkin format to be applied to therkflow defined
in the BPMN and help verify if the expectations

met.

In this API, you receive the BPMN finalized wh
the user wants to get recommended acceptance
The input data is:

- Finalised BPMN
The response is:

- Set of gherkins isacommended as acceptar
tests for the BPMN.
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Interface (/API) Description Type

Provided Required

g8 | BPMN ltems | The BPMN Items API suggestion system consist *
API automatically selecting the next nodefitem in
workflow  being modelled during servid
composition in BPMN format.

When the user wantsracommendation during th
editing of the BPMN, user should indicate:

- BPMN in XML format in edit
- selected node of the BPMN

And the output of the recommender system will
- New item/task to be included in the XML of tf

BPMN
9 |One Line code| The One Line code generation APl use D *
Generation 10| sybcomponent Code Generation Ad@omplete
DLE Model Model as recommendation engine
1 | Code repo 10| The Environment API subcomponent use D *
0 | DLE Model Deployment environment Suggestions  Mode
subcomponent as recommendation engine
1 | Environment The Environment API subcomponent use D &
1 [API to  DLE | peployment environment Suggestions Mo
Model subcomponent as recommendation engine
1 | Acceptance API| The Acceptance API subcomponent uses the [ *
2 |to DLE Model | Test Acceptance suggestions model subcompd
as a recommendation engine.
1 | BPMN  items | The BPMN Items API subcomponent uses the [0 *
3 |APl to DLE [ BPMN Items Model subcomponent in order to
Model recommendations results.

2.3.2.1Smart assistantfunctionalities

Smart assistant needs provide functionality which facilitates the development process. Most of this
functionality is the result of merging artificial intelligence with existing IDE functionality. this section
reviewsthe available smart assistant functilitya

One line code generation

In IDEs, code completion can suggest lists of API/function/Class/variable. Several studies are focused on
codecompletion tools that can improve the list of APl suggesii8hf®] have presented a learning model

for API parameter suggestions in IDEs. Besid&8] proposed the statistical learning models that learn

from code changes. They believe the code changes are accrued for one method; their dataset is based on
code changes gipets. Also, in some practical work$7] Languagemodelling has been utilized for
autocompletion tasks that have successful resaitsordngly, the DLE subcomponent has provided
automatic code generation based on the generative models. Smart assistant subcomponent is responsible
for provide interface of DLEutocompletenodel. This interface needs to use context awareness of what
developers areriting and provide proper inputs for the DLE model.

Context monitoring

The context monitor is designed to solve two responsibilities of the Smart Assistant.
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A Guidance through the process of pushing changes into a version control repository.
A Suggestions gguidance in the deployment stage on the sizing of the deployment environment

We have defined two operating scenarios that will allow the Smart Assistant, with the help of the DLE, to
make suggestions that will facilitate the SmartCLIDE user's work.

For the commitbased recommender system, a model based on a combination of statistical methods and
computational techniques has been employed. The fundamental idea of the method is that the conditional
probability density of random variables such as the nunfbelianges between commits is approximated

using numerical methods. There is a number of changes made for a programmer with the characteristics of
such a random variable. Based on this information, the system calculates how common or infrequent that
situation is with respect to the approximate distribution, thus producing a suggestion.

The resource estimation system has been designed within the formal framework of fuzzy inference systems
(FIS). In this case, the aim is to capture the common relationshigex;steindable to human experts in this

field, in rules of a mathematical nature that consider the uncertainty intrinsic to the natural language. The
mathematical realization of these rules is done with functional forms commonly used in the domain of fuzzy
logic, thus allowing the operation of the system to be understandable to human experts, as well as allowing
fine tuning in the case that a dataset with metrics on the resource allocation problem becomes available in
the future.

Acceptance test based on Ghkin

The model for acceptance test recommendation is based on the construction of a history that relates the
BPNM diagrams available in the database to the existing acceptance test cases to which they have been
linked. the subcomponent of smart assistaptiedo link user and Al based model in DLE.

This subcomponent is responsible for receiving two types of requests:

A Model feedbackBPMN file in XML format and a set of acceptance test templates in Gherkins
format that the user has decided to use for tesiing data will help the model explained in the
DLE section to progress by learning in order to be able to make better recommendations.

A Context BPMN fileThis is the acceptance test set request. The BPMN file is used by the CBR
model (detailed in the DLEas input. The response is the acceptance test suite in gherkin format.

In both types of requests, the subcomponent in the Smart Assistant is in charge of communicating the user
context with the |IA model of the DLE subcomponent. It performs the validatidrchecking of the input

on the different fields, both in terms of format and required fields. And managing the result of the model to
make the most efficient recommendation to the user.

Items recommender in a BPMN workflow

Service composition needs eféintly exploring for services from service repositories. SmartCLIDE aims
to provide suggestions for the next node/item in the BPMN workflow. Accordingly, THagdd model
has been proposed to make service suggestions while service composition. Thisassisaant
subcomponent tries to provide a user interface for interacting with the DLE model.

The goal of the proposed model is to suggest a list of candidate Web services while developers are
composting services in BPMN workflows. The adopted solutioenibedded in a DLE subcomponent
which provides the suggestions using API. The input of the model is a suggestion request which can be a
oneoff signal from the SmartCLIDE monitoring system. SmartCLIDE has several monitoring modules
which are continuously @rking in the background. For example, while developers are building services
workflow, when a step in the workflow diagram drawing is completed, SmartCLIDE creates a signal to the
backend to receive service suggestions for the next step. The signabmtasgt the identification of the

last node so that suggestions are made based on it. The output signal, in JSON format, will contain the
recommended service to link to the node indicated in the request. The resulting list may have no
recommendations for lalequests which depend on the DLE decision.

The actual BPMN context has a significant role in providing smart suggestions which provide required
information for proposed models. The service suggestions module in the BPMN has been exposed as a web
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API andwill be implemented in Python. Both request and response are in Json format. The module has four
main steps which are: 1) Query Compositor 2) Current BPMN Extractor 3) BPMN semantic identifier 4)
Numerical vector transformer.

Current BPMN

+
Selected Node

BPMN Parser

Numerical vector transformer

TSSS Model

Output compositor

Service Suggestion as item

Figure 13: BPMN Suggestions Architecture

The different stages of the recommendation model are detailed below:

A

A

BPMN Parser This stage is responsible for extracting information from the incomplete XML

file that is received as input. Theroent study introduces semantic BPMN identifiers based on
network techniques to transform the incomplete BPMN into a text sequence.

Numerical vector TransformeiThis stage has been designed based on NLP technigques which
use word embedding text represeiotat The main idea is to transform the incomplete BPMN

into a numerical vector. The wethown Python libraries for implementing this submodule have
been utilized including Spacy and Gensim.

Transformed space similarity search (TSSBased on similarity mirics defined in the
transformed vector space created in the previous stage, tools are designed to locate the most
suitable services for the BPMN design context in which the user is located. The last nodes
introduced determine a textual pattern to whichr&sponds a representation in the transformed
space that can be used for recommendation. This stage is at the heart of the success and failure
of the recommendations. The aim is to suggest services from the internal SmartCLIDE registry
during the compositn of the workflow in BPMN, so as to avoid having to do a search to
complete each node individually.

Output compositor.The output compositois responsiblefor defining, validating service
suggestions. Based on differeatjuest, servicsuggestion caaoffer 3 types of JISON response:

o0 Toimprove the results obtained from the model by applying a system of penalties
on the recommendation rating to services already present in the BPMN diagram to
avoid making recommendations of nodes already present.

o Decide whether the results obtained from the model allow a recommendation
to be made. The transformed vector similarity model results in the  ordered list
of services most similar to the context.

0 Compose theecommendation in JSON format
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3 Deeplearning Engine

3.1 DLE Problem Specification

The rapid rate of technological and digital advancement requires the building of related software, which is
a timeconsuming process. SmartCLIDE includes the advantages of Atrtificial Intelligence (Al) and Cloud
Computing. These technologies can help the developer overcome the complexities associated with multi
platform software products Concerning Intelligent softwarengineering,theoretical[11] [12] and
empirical[13] [14] works have shown that software intelligence has widely used in software development.
Accordingly, SmartCLIDE has proposed the DLE component, which is responsible for feeding smart
Assistants by intelligent modelBLE subcomponent responsibylcan fall into the following categories:

A Context monitoring specification in order to provide suggestions

A Al code completion for generating cfiee code using languageodelling

A The acceptance test set suggestion for giving the user a set of tewstd defsherkin format.

A Classification of Web services based on their rotia in order to reduce service selection
search space

A Code repository suggestion is responsible for making suggestions for the user to facilitate
commits to the git repository.

A Savice deployment environment recommendations in order to produce suggestions for the sizing
of the deployment environment.

A BPMN ltems suggestions aim to help automation in selecting the next node/item in the BPMN

workflow

3.1.1 Design Approach

DLE subcomponentsare responsible for supporting -Bhsed smart assistant featur&sgure 14
demonstrates the DLE component diagram, including components, subcomponents, intertacesidpor
their relationships. The DLE component of SmartCLIDE aims to provide some intelligent features directly
in the service classification, code generation and predictive modelling wizard subcomponents. But in
addition, it also contains subcomponentspansible for Al models to service the Smart Assistant
responsibilities.

The key functionalities of the subcomponents of the DLE are presentadli® - Table16.

Table 9: Service Classification Model

Name ‘ Service Classification Model

Functionality The Service classification subcomponent is responsible
classifying new serees. There are two important resources for
services. First, the newly created services are create
SmartCLIDE users using the service creation module. Secon
new observation by service discovery module.

Relevant Use Cases (D1.3) UC-0006. UG0012. UG0028

Functional Requirements

D85, D88, D89, D105
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Table 10: Template based agent Code Generation

NET[E

Functionality

‘ Template based agent Code Generation

This subcomponent is responsible for generating code bas
internaltemplates. The API returns related code snippets bas
templates to implement the workflow represented in BPMN in
code. The first version of this API is designed for finding J
codes.

Relevant Use Cases (D1.3)

UC-0006

Functional Requirements

D103

Table 11: Code Generation Autecomplete Model

NET[E

Functionality

‘ Code Generation Autecomplete Model

This subcomponent is responsible for one line automatic
generation based on DL learning model whéctnainedby external
and internal available source codes

Relevant Use Cases (D1.3)

UC-0006

Functional Requirements

D85,D88,D89,D105

Table 12 Code Repository Suggestions Model

Name

Functionality

‘ Code Repository Suggestions Model

This wizard is in responsible for generating suggestions to the
to facilitate commits to the git repository. Receiving informat
from the monitoring system, and with the help of the DLE, it
determine the best time to commit to the git repogitor

Relevant Use Cases (D1.3)

UC-0006,UC-0015

Functional Requirements

D85,D88,D89,D105

Table 13: Deployment environment suggestions Model

Name

Functionality

‘ Deployment environment suggestions Model

This subcomponent igsponsible for generate suggestions for
sizing of the deployment environment

Relevant Use Cases (D1.3)

UC-0006,UC-0009

Functional Requirements

D85,D89,D90,D105
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Table 14: Acceptance test Suggestions Model

Name ‘ Acceptance test Suggestions Model

Functionality The acceptance test set suggestion system, based on collab
filtering techniques, is responsible for providing the user with
of tests defined in Gherkin format to be applied towekflow
defined in the BPMN and help verify if the expectasi@me met
Relevant Use Cases (D1.3) | uc-0006,UC-0009

Functional Requirements D85, D87,D88, D90

Table 15 BPMN Items suggestions

Name ‘ BPMN Items suggestions

Functionality The BPMN Items suggestion system consistsaofomatically
selecting the next node/item in the workflow being modelled dy
service composition in BPMN format.

Relevant Use Cases (D1.3) | yc-0006,UC-0009

Functional Requirements D85, D87,D88,D90

Table 16; Predictive Model tool API

Name ‘ Predictive Model tool API

Functionality This wizard, as a subcomponent of the DLE in SmartCLIDH
accessible through a RESTful API in several stages, structur
an ideally linear flow that in practice alloutsrative backtracking
Its objective is to guide the user in the creation of a predi
model.

Relevant Use Cases (D1.3) | Uc-0006 (P65 associated requirements)

Functional Requirements D70,D100,D101,D102

3.1.2 Interface Specification

No Interface (/API) Description Type

Provided Required

1 | Service The Service classification API is *
Classification APl | subcomponent of the DLE module. T}
subcomponent is  responsible 1
classifying new services. There are t
important resources for new services. Fi
the newly created services are createg
SmartCLIDE users using h¢ service
creation module. Second, the n
observation by service discovery modu
Both services need to have required fig
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Interface (/API) Description Type

Provided Required

that are defined in the service specificat
schema. The following parameter
mandatory to route the requests to f
implemented API:

1 Service NameA string including
web service name.

1 Service Descriptiona service
description in string format.

1 service_id Service Id in numerig
format.

This APl determines one poefined
category in an available dataset and rett
a JSONile containing the service class.

The API has the ability of batch servic
classification.

2 | Template  Codd The Code generation API is a interface
GenerationAPI the subcomponent Template Cd
Generation of the DLE module. Th
subcomponent is  responsible 1
generating code based on inter
templates. The API requires the BPMN
XML format.

Current BPMN workflow : A xml format.

The API returns related code snipp
based on templates to implement in |
code the workflow repsented in BPMN
The first version of this APl is designed f
finding Java codes.

3 | Predictive Model This wizard, as a subcomponent of *
tool API DLE in SmartCLIDE, is accessible throu
a RESTful APl in several stages, structu
in anideally linear flow that in practic
allows iterative backtracking. Its objecti
is to guide the user in the creation o
predictive model
The stages of the wizard are:

1) Functionality related to dataset analy
It receives as input the dataset inv
format, analyses it and returns in JS(
format the names of the columr
suggested types and an example of ta
so that the wuser can modify th
configuration ifnecessaryin later stages.
2) Optionally, simple graphica
representations of the attriles in the|
dataset can be obtained, considering
type (quantitative, qualitative, ordinal.
assigned to them. This can be used for
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Interface (/API) Description Type

Provided Required

user to decide which attributes to consi
or ignore in the construction of the modjg
3) Having as input the JSOIe
information with the chosen attribute
their assigned data types, the target colt
(in the case of supervised algorithms),
algorithm and its configuration selected
training and the configuration of the poli
to split between training andding, the
model is adjusted and trained.

4) The metrics and data of the result
model can be checked with dedica
endpoints. The status of the traini
process can be monitored

5) The final model is exported, includir
example code to allow it to beeployed as
a stanealone service.
4 | One Line codg Provide a generateoheline code by DL *
Generation td model for Smart Assistant
Smart Assistant

5 | Code repo to DLH Provide a generatesheline code by DL *

Model model for Smart Assistant

6 | Environment API| Provide service deployment environmg *
to DLE Model recommendations for Smart Assistant

7 | Acceptance API td Provide acceptance test recommendal *
DLE Model results for Smart Assistant

g | BPMN items API| Provides suggestions for new items dur| *
to DLE Model workflow editing in BPMN format.

3.1.3 Service Classification

Web services include a wide rangesoftware, applications, or cloud technologies that use standardized
protocols to communicate and exchange data messaging. Therefore, service has different meanings based
on its applications. Since some service classification approaches tend to be roem @ffsome service
applications, it is necessary to first define the terms before reviewing the technical architecture.

Online services are mostly a marketing expression that can fall into three main categories: 1) Infrastructure
as a Service (laaS), Platform as a servicfPaaS), 3)SaaS Software as a Service (SaaS). laaS offers
services such as virtual hosts, networking, and virtualization like Amazon Web Services (AWS) for systems
administrators. PaaS can offer tools or some Web servicegvetopers, which are available on a cloud
structure. SaaS platforms make software available to evedeva@toper users on the Internet. Given these
categories, our work focuses on classifying web services or APIs (PAAS).

The service classification subcponent of the DLE attempts to categorize discovered service data into a
predefined number of classes. First, the component discovers services from different resources and
repositories. Most of the web service repositories have a category field to itleitiservice functionality.

To this end, the component has used the category field as a dataset label. However, the main problem is
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that those categories have too much variety, which provides class diversity and decreases classification
performance. Forhis reason, the service classification component has used a hybrid Al model by
combining unsupervised and supervised learning techniques. In particular, clustering approaches are
employed to cluster service categories. Afterward, ML and DL learning moaeésbeen examined for
service classification on clustered service data. A Long Short Term Network (LSTM) was trained, with the
text processed using FasttEb], which is an extension of the word2\j@6] modelfor text representation.

Also, machine learning (ML) algorithms such as MultinomialNB classifier, GradientBoosting, and Support
Vector Classifier (SVC) use the TIBF vectorizer to process the text. This work evaluates the mentioned
algorithms basi# on accuracy, precision, recall, and f1 score metrics.

3.1.4 Code Generation

Automatic code generation is a solution that accelerates software development. The code generation sub
component tries to provide code autocompletion which can offer a line of dodeg programming.
Autocomplete IDE functionality through Al can be divided into two groups: 1) API/function/Class/variable
suggestions were improved by recommender systems 2) Autocomplete approaches applied language
modelling[17] [18]. The first category can improve the accuracy of suggestions and provide an efficient
list of API/function/variable suggestions. The second group is for the code completion approach in which
Al can be used, suclsd\LP technigues for languageodelling These suggestions can consider local
codes and external features in the current IDE tab.

The Code generation subcomponent needs to develop a promising approach. In practice, there are
successful efforts such as Tama[19] [20], Kite [21], which provide ondine code generation using
language models. Consequently, this subcomponent, which needs to develop a promising approach, has
proposed automatic code generation based on LSTM and pretrained GPT2 models for generating one line
code.

3.1.5 Datasets

Service classification and code generation needs a dataset for providing learning models. This section will
describe the dataset resources and processing data steps.

3.1.5.1Dataset for Code Autocompletion

In traditional templatdbased code generation, the focwss mostly been on user input and available
designed code template. However, automatic code generator generation approaches that used Al models
need users' input and require training datasets. These datasets can have different representations of code
(e.g, code snippets, images, abstract syntax trees, etc.).

Preprocessingdataset depends on the level of code like function, class levels that the automatic code
generator will generate. SmartCLIDE code generation aims to assist developers while writiig code
Therefore, the provided dataset includes lines of codes in text format. Although the local project codes or
codes in the running IDE tab can provide valuable code corpus for training a deep learning algorithm,
external public datasets can be utilizeitHab Java corpuf2?] is a collection of Java code on a large
scale divided into training and test datasets. The training dataset includes 10,968 java projects and
264,225,189 lines of codes. Also, the test dataset consists of 3,817 java projects and 88i0&83 &0

codes. However, the model is under development, and selecting the right dataset is investigating, as well.

SmartCLIDEautocompletiormimsto assistievelorswhile programmingwith oneline code completion

To this end, dataseiscludelines of codes in text format. Although, the local project codes or codes in the
running IDE tab can provide valuable code corpus, in order to train deep learning algorithm, external public
datasets have utilized, as well.

3.1.5.2Dataset for Web Service

Several public service registrig&3] [24] have collected web services. Current work uses a dataset that is
collected from Programmableeb [23]. This public service dataset includes thousands of services from
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popular providers. ProgrammableWeb was established in 200%, laasl collected 24100 web APIs by
September 2021. The collected data includes detailed information such as description, category, versions,
and response formats. The category field of this public dataset is assumed as a service data label. However,
servie categories have more than 500 different values. In general, class diversity is a challenging issue in
building successful classifiers. Therefore, DLE provides a pipeline for clustering datasets before
classification. Moreover, a significant part of welngce API is Web/Internet, which is network APIs that

are uniquely addressable across the Internet.

3.1.5.3Dataset for Acceptance Test

The model for acceptance test recommendation is based on the construction of a history that relates the
BPNM diagrams availdé in the database to the existing acceptance test cases to which they have been
linked. In order to design the Al model to achieve the desired recommendation system, two datasets have
been obtained:

1 A total of 3479 .feature files in Gherkin format.
1 Atotd of 2268 .bpmn files with the XML

The fact that the collected Gherkins datasets contain a large number of examples of a purely didactic nature
and in several languages means that one cannot expect any kind of modeling around them to result in a tool
that is applicable to real projects. To solve this problem, a -BasedReasoning ¢BR) approach is
proposed that allows the incremental construction of a set of Gherkins associated with realistic projects,
with the prior consent of the users, who, by grantingill be able to benefit from the recommendation
system. As a basis for the algorithm, it is proposed that, based on a correspondence of BPNMs and Gherkins
associated with them, for a new BPMN in the context of the IDE, the most similar BPMNs ivttiedape

base are searched (using notions of textual similarity as a criterion for this search) and then retrieving the
Gherkins associated with them, offering them to the user for possible incorporation.

In order to allow the system to be put into opergtibe establishment of a pilot case is considered using

the dataset collected which, although due to the nature introduced above, it is not possible to generate a
model that can be extrapolated to real scenarios, it will allowdhaviourof the recommeder system to

be validated qualitatively.

3.1.6 Data Processing

In Al-based models, the results are highly dependent on the data quality. Therefore, data processing can
impact the adequate performance of any algorithm. The majority of the collected data iGLSDEr
especially in service classification and code generation, is text. Given that the majority of the data is text,
text pre-processings required prior to clustering and classification. In fpot;processindgext transforms

text from human language machinereadable format. Texre-processingncludes some weknown

NLP techniques: tokenization, normalization, stop words removal, and lemmatization/stemming.
Tokenization splits a sequence of text into units with semantic meaning. Normalizatlodem
introductory textpre-processing including removing punctuations, transforming to lower case, and
removing humbers from the document. Stop words removal is responsible for removing generic words of
the English language such as determiners, congursitand other parts. Lemmatization or stemming is a
process that reduces each word tolf2bts root (e.g.

SmartCLIDEtext processing tries to cover levels of linguistic processing which includes syntax, semantics
and pragmaticsanalysist.Moreover data preprocessing class diagrams aims to support both NL and
structured codes pigrocessing.Figure 16 demonstrates data ppeocessing class diagrams that support
both NL and structured codes gcessing.

3.1.6.1Data Preprocessing for source code dataset

Regarding source code preprocessing, NLP suffers from ignoring the concept of code structure. However,
recently researchers provide learnable probabilistic models of source code that consstencine[26].
Hence, there is a strong need for a tool that helps develop quality software by autonpaEqaithgessing
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source codes. SmartCLIDE preprocessing uses the Codghfepool. Table 17 demonstrates some
functions which Codeprep supports.

Table 17 Example of functions for preprocessing source code corpora

Function Name ‘ Desc

RemoveComments This functionreplacessomments with specified character

CamelCaseSpeliting Function names such as fise
function naming

LineLevelSpliting This function splits lines of codes in a file

FunctionLevelSplitting One of important code minintgsk is, the Tokenization of code
an important stage, the common method for tokenizing source
during data mining can be tokenizing based functi
SmartCLIDE preprocessing use Tts#ter for function leve
Tokenization

However, most of the ming approaches are based on weelnmented, welhaming functions, variables,
and classes. Thus, these approaches may provide weak results in samogldesburce codes

3.1.6.2Web Service Data Processing

The Service classification stdmmponentutilizes realworld web service API. Collected datasets suffer

from a famous classification problem, which is imbalanced classes. Therefore, we have conducted possible
solutions for learning from imbalanced data, including dkexal and algorithrevel mehods. Moreover,

the collected dataset has higlass diversity, which impacts classification accuracy. To address this issue,
our approach applied some filtering and HAC clustering to the service categories.

In order to cluster service data, two popudlurstering algorithms have been investigated: 1Yl&ans
clustering, 2) Agglomerative hierarchical clusteringMéans clustering attempts to partition the dataset

into K predefined groups, which do not have overlap. However, agglomerative hierarclstaimjudoes

not need a predefined number of groups. Instead, it uses a recursive concept, which can be applied bottom
up or topdown. Both the KMeans and hierarchical agglomerative clustering have been implemented.
Finally, hierarchical agglomerative aliering has shown better results; for this reason, it has been selected.
Afterward, two methods for dealing with imbalanced data have been utilized. First, the synthetic minority
oversampling techniguMOTE) has been applied to the clustedathset. SMOTE is an oversampling
technique selecting examples that are close in the feature space. The results demonstrate that using the
SMOTE technique provides some improvements; however, synebgsesl augmentation offers a
significant improvement. slws Each of the stages for data processing.

Table 18 Process Stage Details for Providing Training Dataset for Web Service Classification

Records Rows ReprocessSteps

Row Dataset ~24000 -

Clustered Datas ~21000 Selectcategories with more than 41
rows data

cluster data by hierarchical clusterin

Augmented ~30000 Augment categories less than 4
Dataset services
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3.2 Machine Learning and Deep Learning Algorithms

Nowadays, Artificial intelligence (Al) is aell-known research area that builds intelligent programs and
machines that can improve automation tasks. This section will discuss service classification and code
generation, which mainly includes Ahsed text processing techniques.

3.2.1 Service classificatio

Over the past decades, several approaches have been adopted to determine the category of a web service
from several pralefined categorig@8] [29] [30] [31] [32] [33] [34] [35] [21]. The early approaches used

manual defining services and keywdrdsed service discovery. Afterwards, semalpdisel approaches

[28] [29] were introduced to overcome keyword search limitations. In recent years, studies have mostly
focused on using Abased techniqud80] [31] [32]. SmartCLIDE service classification needs to identify
challenges and solutions in both practical and theoretical aspects.

Two major evolutions have had a sifigant impact on the service classification research area. First, the
evolution of service implementation, which is transformed from traditional SOAP services to RESTful
services. Second, the evolution oftéxt processing by switching from traditionalgbaf words (BOW)
feature engineering to utilizing wombedding text representation and deep learning.

Although most earlier approaches have used information extraction for extracting service features from
WSDL [33] [34] [35] [21], these dayRRESTHul is the prevalent solution forgviding web services/APIs.

In fact, RESTful service descriptions are merely in the free text, which is less mezdiladble than
structured WSDL. Consequently, some automatic processes, such as automatic data collection, service
specification and discowg are facing some challenges.

Considering RESTful services evolution, service description has become a significant feature in service
classification. Accordingly, most of the text classification approaches have been applied in this research
area. The enrgence of woreembedding techniques has improved keywmaded feature engineering.
Additionally, the increasing word embedding ofsemrce projects such as Gloj@6] or word2vec
[15](fixed embedding) helps the fastdhefficient lowdimensional representation of web service data.
These features has led to better results in service classifi280i80] [32]. Thereforea series of recent
studies in text processing has indicated that the combination of feature engineering and learning model was
switched from traditional BOW/ML algorithms to woesinbedding/deep learning. Consequently, the
service classification approachbave impacted the mentioned text processing evolution. The earlier
approaches mostly combined BOW and traditional ML. Up to now, LSTM and BiLSTM models have
shown proper accuracy in service classificati®2] [28]. BiLSTM-based modeling offers better
predictions than regular LSTidased models. However, BILSTM modslgfer from high computational
processes, which can be challenging in practice.

3.2.2 Code Generation

Automatic code generation has important applications in software development tools, the most famous of
which are integrated development environments (IDEsgs&htools have features such as template
suggestion and automatic code completion, which can use automatic code generation techniques. Moreover,
merging artificial intelligence (Al) can bring new opportunities in most of the mentioned research areas.
Al offers the ability to predidB7] [38] [39] [40], recognizd41] [42], and generatgl3] [44] on the basis

of existing data; this ability can be used for automatic code generation.

The literature has shown thattamnatic code generation methods can be categorized into 1) software
engineering45], 2) combination of softare engineering and AB7] [46], and 3) sole Al approachfl]

[41]. The selection of automatic code generation methods depends on factors like outgetgscdig!
software code, function, one line of code) or automation level. The first category includes promising
techniques for both partial or full software source code generation, which can helpveoper users.

The major topics in the first categoinclude modelriven, templatédbased code generation, and visual
programming. The second category has mostly improved code generation applications (e.g., code
completion) in tools (e.g., IDES) that have recently been proven to behave more intellfyeditipnally,
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recommender systems are extensively used in this category. In the third category, most methods are driven
by text mining or image textual representation techniques. GUI2code Al approaches show promising results
for fully automated code geration from an imagg31]. However, fully automated mullines code
generation through generative Al models still needs human super{dsiprRecently, attentiofrasel

neural networks have been investigated to solve this issue. Besides, some works used code search instead
of writing the program directly. Fully automated code generation through generative Al models is still an
unpromising approach since it cannot kaegk of structural code dependendi®]. Balog, Matej, et al.
in[43lhave introduced the ADeepCoder d model, which <c
It resorts to inductive programming and search techniques to generate codes in itsspeciitmlanguage

(DSL). However, their approach is limited to writing programs in just five lines of code. Regarding this
limitation, some works used Al models to search existing code instead of directly writing limited code by
deep learning. The hierarchy of automatic coeleegation categories is illustrated in Figure 36.

Automatic Code Generation Related Approaches and Techniques

Combination of

Software Engineering Software engineering and Al Artificial Intelligence
_| Translators | Automatic Code Completion | |—| Data mining |
L Lexical and Semantic Analysis Template Suggestion | |— Clustering/Classify Codes
| Model Driven Architecture ‘ Code Search | Language Modeling |

Template Based Code Generation Sequence Generators

CASE Tools

Machine Vision |

*— Image to Code
,—{ Visual programing

_[ Dimension Reduction |

Programming by Example

Low-code/No-Code \_‘ Machine Translation |

\_{ Other Approaches NL To Code Tools

Program Translation

Figure 15 Automatic Code Generation Related Approaches Classification iSE and Al

Literature have shown merging artificial intelligence with existing IDE functionality carg brgw
opportunities in most involved area in software development(se@Table 19). In general, the most
promising approaches have improved current functionalities as code autocomplete, code search in
IDEs. These functionalities have been improved extensively by Al algorithms, especially through
recommendation system models. To this end, SmartCLIDE aim to provide semantic cectapl&gion
powered by Al whichsggest more relative code snippets for users while programming.

Table 19: Literature Review

Category Research area Application
... | Recommendation CodeSuggestion
Comt(ajlfnatlon model+ Code search NL-to-code search {4312% [ 4[3]7 ]
Codeto-code search
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Category Research area Application Ref
Software | Recommendation modg API parametesuggestion in IDEs
Eng?nederlng + Code completion API method recommendation [50] [51]
Al Recommendation modg 52]
Approaches| + Template based coq Template Suggestion
generation
Lan%uagg hﬂgﬂigng Code Completion
Ge%erative Automatically write code [53] [41]
Model(e.g.RNN) API Method Recommendation
Machine Vision Model | GUI2Code
1 CNN Neural| Visual programming [38][42]
Al network Automatically Handwrite to code
Approaches D'm‘l? ns;\?,:: Rg?nubcégcﬂn Contextual Embedding @ource Code [54] [54]
9 Source Code Representation
feature
Machine Translation:
1 lan Natural language to code
guage Generate code summarize
modelling T lat | i th [55] [42]
(e.g.RNN) ranslate one language to another
e Abstract Syntax Tree

3.3 Implementation

SmartCLIDE aims to provide some intelligent features for developers usiBg#dd techniquesgigure
16 shows the class diagramssefvice classification and code geagon pipeline.

Visual Paradigm Online Free Edition

AlPipeiineConfiguration

TextClustering TextCl
I A
T | |
' )

o !
I ServiceClustering | ||[_ServiceChassification | | [ CodeGeneration |

Figure 16 The scheme of Classes and used package DLE component

3.3.1 Service Classification

A hybrid unsupervised and supervised model was proposed for service classification. This model has
trained based on realorld web services. The recent studi@g8] [31] have shown that Programableweb
[23] is the most popular resource for training the service classification models. This public service registry
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includes thousands of services from popular providers like Google[2BIsTo this end, the model has
been trained based on this public dataset, facilitating a cosopasf the results.

The proposed model includes the following steps: 1) Providing dataset;pydesssing data by NLP
techniques, 3)Text representation by Distilbert transformer 4) Clustering dataset, 5) Dealing with
imbalanced using data augmentatiop,Téxt representation by BOW/Fast text 7) Classification using
ML/DL algorithms 8)Save trained models.

—_— ua - 3 - - - —_— —
< EeR
4 .

Cleaning Data

ProgrammableWeb DistilBERT

5 dat tati
Hierarchical clustering ynonym ajaugmentation
8 LT 6
. (11
| 1 1]
ML algorithms
BOW
4 “
/o (T T )
Service Class Trained Model . - ...
| 1 1]
LSTM Model FastText
] ]
NN
[ ] ]
FastText/BOW

&

User Input

NLP PreProcessing

Figure 17 Hybrid supervised/unsupervised approach to classify web services

In this work, service classification takadvantage of text classification trends and deep learning methods.
After processing the collected dataset, techniques and algorithms have been applied to solve the service
classification problem. A long shetdrm network (LSTM) was trained by the proasbtext using Fasttext

[16], which is an extension of the word2\d&]. Additionally, Machine Learning (ML) algorithms such

as MultinomialNB classifier, GradientBoosting, and Support Vector Classifier YS€ the THDF
vectorizer to process the text. This work evaluates the mentioned algorithms based on accuracy, precision,
recall, and f1 score metrics. Regarding individual classifiers, results show that weighted SVM has better
accuracy and performancihe model is deployed as a REST API, in which a sample request and response

is shown inFigurel8.
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Figure 18 HTTP request andresponse example for service classification stdbmponent API

3.3.2 Code Generation

Generative models and language modeling present a powerful role in some IDE features; for gHmple,
[41] have shown promising results in practice by using language models. SmartCLIDE tries to use a
language modeling pipeline to generate-tine codes based on existimgernal and external source codes.

Language modeling is an active area in NLP, which uses different neural network architectures and
Transformer$56]. In thistechnique, the language model is built first, and then the sample is generated with
the help of learned models.

In this regard, a large amount of research has been conducted on the use of generative models for generating
texts, voices, and images. In otlhesrds, a sequence generator can get large text files as an input and can
train a model to predict the next character in a sequence. For example, The set of textbooks by an author
(e.g.shakespeare) can be used as asd#atalhen, generative models caoduce a text similar to the

author's writing style.Since recurrent neural networks RNNs (e.g., LSTMs) such as LSTM have hidden
states which remember sequence information, they can be useful in language modeling. These hidden states
allow LSTM to generatdext by character or word to the original training data. However, lack of
dependency and parallel computation lead to researchers use transformers. Receonflyhstate text
generation uses popular auggressive models like Generative faned Tansformer (GPT) models,
GPT-2[57] and GPTJ58] by OpenAl.

The proposed model is trained to generate code suggestions while developers are writing codes. Also,
latency while suggesting codes is an issue in this component. Con$gghergroposed pipeline has used
DistilGPT2 [59], which is two times faster than GPT2. In terms of trairdata The best scenario is to

learn from the internal SmartCLIDE codes project. However, deep learning algorithms train well with large
data. Therefore, the proposed model needs to use external source codes. The collected source code has been
filtered basd on quality parameters such as forks and stars in GitHub.

DL algorithms can learn better by massive data, which includes repetitive patterns. Therefore, source codes
that have a variety of programmed tasks can decrease the perfef@&nc
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3.3.3 Acceptance test based on Gherkin

One of SmartAssistantodéos purposes is to invite th
this purpose, the Smartsistant will provide a set of acceptance tests in GhdB®h specifications.
Acceptance tests are those designed to determine whether the requirements of the defined functionalities
have been met for the emder without having to woy about the details of the implementation. They are
usually performed in the final phases of the test stage to verify compliance with the requirements. Gherkin

is a logical language with a BDD approach that allows defining behaviours in a way that csistame
understand. In this way, Gherkin does not specify how to test software uciasses butefines the
behaviour of the software in order to fulfil the proposed scenarios.

SmartCLIDE has defined the model to ask the user to define behaviors kidbemat. This definition
assumes as an initial phase to define the workflow programmed in BPMN format. Such a workflow in
BPMN format defines the information flows through the different tasks of the diagram it represents.

The model for acceptance testommendation is based on the construction of a history that relates the
BPNM diagrams available in the database to the existing acceptance test cases to which they have been
linked. This interrelation is done through their history itself, combined wittuaé similarity techniques

and semantic content extraction mechanisms in the case of BPNMs.

Gherkin templates used BPMN
with BPMN Context

BPMN Parser

I
I
I
I
I
|
I

BPMN + Gherkins
Repository

Gherkins suggestions
Model

Gherkin templates set

Figure 19 Acceptance Test Suggestion Model
The different stages of the model are:

>~

BPMN Context. (Input). The BPMN file in XMlformat that you are working with in the
SmartCLIDE workspace is the starting point of this process. This process should start when the
BPMN is completed to avoid making suggestions on how to test an incomplete BPMN.

BPMN Parser. It extracts the relevarfbimation from the XML format of the different tasks.
Normalizer. Transforms the information extracted from the BPMN and normalises it so that it
can be used as input to the Al model.

BPMN + Gherkins Repository. This repository stores the history of Gisefltés associated

with the BPMNSs in which they have been used as acceptance tests.

Gherkin templates used with BPMN. (Input). This point allows the repository to be continuously
fed with the gherkins files that have finally been used as acceptancedesrtain BPMN and

that can be used later to improve the recommender system.

A Gherkins suggestions Model. Based on the repository of historical BPMNs + Gherkins, the Al
model will obtain as a result a list of Gherkin templates that have been used aupf®@RMNSs.

> >

>
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A Gherkin templates set. This is the result of the process. This list of gherkins will be offered to the
user so that he/she can decide whether to use it as an acceptance test of the flow defined in the
BPMN he/she is working with. And here itiecessary to collect the user's feedback so that the
Ghekins that are used as acceptance test can be returned as input to the process of acceptance
test suggestions in Gherkin format.

As previously indicated, a Ca@ased Reasoning approach will bged. This approach is composed of
four stages:

A Retrieve: Given a target problem, retrieve from memory the relevant cases to solve it. A case
consists of a problem, its solution and, usually, annotations on how the solution was obtained. In
our problem, @ase consists of a BPMN (XML file) and the acceptance test used for it in Gherkin
notation. A Gherkin is retrieved from the database using the KNN algof@tan each training
algorithm (x, f(x)) and xq as query instances that need to be classifiedifAdssume x1,...,xk
stands for k neareaeighbourof xq, if discretevalued target function:

‘)E(.’Eq) — argmax Y (v, f(z;))
veV
ki=1
Where G(a,b) =1 if a=b and where UG(a, b)
neighbours, if the target function is realued.

k

A Reu®: Adapting the solution of the previous case to the target problem. This may involve
adapting the solution as necessary to fit the new situation. The user will receive a Gherkin and
will be able to modify it for use.

A Revise: Once the previous solutiont(i@ved Gherkin) has been adapted to the target situation
(input BPMN), test the new solution (modified Gherkin) and, if necessary, revise it.

A Retain: Once the solution has been successfully adapted to the target problem, save the resulting
case as a newease in the database. The input BPMN and the acceptance tees that have been used
(Gherkin) are stored.

1
o

ot

=
% BPMN  Gherkin Gherkin associated ?
[ aa IZD |:D X
= =
Preprocessing

BPMN input

RETRIEVE REUSE

g

BPMN2

BPMN5

= E) o
- <:|
t ) Solution v

Case memory- updated
RETAIN REVISE

Figure 20 CBR cycle to obtain the acceptance test for an input BPMN
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3.3.4 1tems Recommender in a BPMN Workflow

This Al-based approach provides recommendations during service composition. The suggestions are based
on a selected service composition approach by (BRidded worklow) data representation,
existing/history BPMN workKlows, and provided service specificatimiormation.

During the composition of the user's workflow in SmartCLIDE represented in BPMN format, the user can
receive suggestions for new items to be included next. The adopted solution is executedessl back
component in SmartCLIDE. It receives apuha recommendation request. This request can be-affone
signal from the SmartCLIDE monitoring system when a step in the workflow diagram drawing is
completed. The signal must contain the identification of the last node so that suggestions are rdade base
on it. The output signal, in JSON format, will contain the recommended service to link to the node indicated
in the request.

3.3.5Tools and Infrastructure

The following frameworks have been used for the implementation of the service classification and code
generationcomponenbdf the DLE:

Scikit-learn/TensorFlow/Keras: Scikit-learn[61] has a rich history in the official Python general machine
learning framework. Also, TensorFloj62] is a weltknown library for deep learng, which Google
introduced. . TensorFlow is an opsaurce library that has both hidgwvel and lowlevel APIs. Also, Keras

[63] provides higHevel APIs based on TensorFlow. This can help developers to achieve their goals by less
progamming.

NLTK/spaCy: The Natural Language Toolkit called NLT}4] is a library for working with Natural
languages in Python. spa{®p] is another natural language processing library. One of the main differences
between NLTK and spaCy is that spaCy uses an ebjemtted approach.

Pre-trained word embeddingis an example of transfer learning, which helps to use public embeddings.
Therefore, it can aid in leverage training quality and also decrease time. Some of the positdangule
models are listed below:

A Word2Vec [16]: (by Google): This model is provided by Google which is trained on Google
News data.

A GloVe[36]: (by Stanford)This model is provided by Standford, which is called Global Vectors
(GloVe). This model includes various models from 25, 50, 100, 200, to 300 dimensions based
on 2, 6, 42, 840 billion tokens.

Pretraining transformers for language understanding:

A DistiiBERT [66]: DistiiBERT is a fast and light Transformer model trained by distilling
BERT[65] (Bidirectional Encoder Representations from Transformers). Bert is a transformer that
Google hasntroduced. The significant feature of BERT is using BiLSTM, which is the most
promising model for learning lorgrm dependencies.

A DistilGPT2 [59]: DistilGPT2is a Transformer that is two times faster than GPT2.

A Tree-sitter [67] : The tokenization of code is a critical stage that can be based on functions
(method, API). Treesitter is a library for tokenizing source codes that can parsst m
programming languages.
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3.4 Context Handling

Context Handling UML Component diagram is presentedrigure 21. The Context Monitoring and
Context Extraction subcomponents are documentédlite20 andTable21, respectively.

Msual Paradigm Online Free Edition <<component>> g]
Context Handling
<<component>> gl p g] <<component>> &] <<component>> 8]
RMV O) g Context Monitoring Context Extraction O DLE
RMV API DLE API
‘isual Paradigm Online Free Edition

Figure 21: Context Handling Component

Table 20: Context Monitoring Subcomponent

Name ‘ Context Monitoring

Functionality See Section.4.1.1

Relevant Use Cases (D1.3 . . .
( ) This module has no direct reference to D1.3. It provides backg

functionality to support the DLE.

Functional Requirements .
a See Sectio3.4.1.2

Table 21: Context Extraction Subcomponent

Name Context Extraction

Functionality See Sectio’.4.2.1

Relevant Use Cases (D1.3 . . .
( ) This module has no direct reference to D1.3. It provides backgf

functionality to support the DLE.

Functional Requirements .
See SectioB.4.2.2

3.4.1 Context Monitoring Specification

The objective of the Context Monitor service is to receive raw data and provide aggregated context data. It
is a generic solution for monitoring data sources, which is customizable for different communication
protocols and data structures. It enables gdagg@rocessing or data aggregation.

3.4.1.1Design Approach

The main objective of the Context Monitoring component is to receive raw sensor data and provide
aggregated context data. To this end, it allows monitoring of legacy systems in enterpresiactd via

different interfaces from the Data Access Layer. Therefore, it is able to standardize and correlate data from
distinct systems (e.g., map actions from file systems and web services), which later serve as a basis for
identification and extraatn of context. The main component of the Context Monitoring is the modular
monitoring process, used for all monitoring features with an extendable and configurable standardized
process (seEigure22).

Version 1.0 55
Confidentiality. Public



) .
SmanCLIDE D3.1 Early SmartCLIDE Cloud IDE Design

AMI SYSTEM/SENSORS

5_‘\%/

\: Data Access Layer_ ",
[r——— Monnortng

Monitoring
Repository

t

Monnofﬁng Dlu

Figure 22: Recurrent monitoring process

The process consists of three parts:

A Monitoring system/sensor/behavioursservice, which contains all features to monitor legacy
systems and devices interprises via the Data Access Layer. The distributed monitoring
services also call back to this module with their gathered information. The monitoring features
can be extended and configured for different systems and do not need to comply with other
modules.

A Parser module which contains content parser for the different possible data captured by the
monitoring module. The parser offers access to the diverse data possible interacted and therefore
monitored with. It provides access to thealyser andmay pase available environment
properties.

A Analyzer / Monitoring Data Builder module, which correlates the monitored content (and
maybe environment properties) and constructs the standardized monitoring data to be stored and
handed over to the Context Monitagith Determination service or any other service that needs
this information.

For each data source to be monitored an index can be specified, which will hold the environment properties
of the resources monitored. Depending on the actual resources to be parsed and analyzed (e.g., XML data
from web services), several resource spegiliegins can used by the generic Context Monitoring
framework. Each of these plugins allows inclusion of parsers and analyzers, which are specified for
additional external and legacy systems.

3.4.1.2Technical Specification

The following section describes the sifie technical specifications of the Context Monitoring component.

3.4.1.2.1 Context Monitoring Service

The main classes of the Context Monitoring ServicgRigure24):

A 1AmIMo nitoringService: The interface defining the System Monitor web service and its public
classes. The type of the web service (i.e., SOAP) is defined via Java annotations.

A AmIMonitoringService: The main class of the System Monitor. Each configured Monitor is
started in a separate thread to allow parallel continuous monitoring of configured data sources.
Monitored information is stored in the monitoring data repository, which is made accessible via
this service for each monitor.

A IAmIMonitoringDataRepositorySer vice: The interface defining the monitoring repository
service. A reference to this service is hold in the System Monitor to allow access to the concrete
implementation of the monitoring repository.
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A MonitoringConfiguration: It holds the configuration of ¢hsystem monitor during runtime.
This configuration object reads the XML configuration file that configures the system monitor.

<?xml version="1.8" oding="utf-8"2>

<config .atb-bremen.de"
13 .0rg/ 2081/ XMLSchema-instance™

xsi:schemalocation="http://www.atb-bremen.de monitoring-config.xsd">

<indexes>
<index id="index-git" locaticn="target/indexes/git"/>

</indexes>

<datasources>
<datasource id="datasource-git" type="messagebroker"”

menitor="de.atb.context.monitoring.monitors.GitMonitor"

uri

optio

"server=localhost&amp; port=5672&amp;exchange=smartclide-monitoring&amp; topic=monitoring.git.commits.*"
class="de.atb.context.monitoring. config.models . detasources.MessageBrokerDataSource” />

<fdatasources>

<interpreterss
<interpreter id="interpreter-git"»

<configuration t

e.atb.context.monitoring.parser.GitParser”

analys "de.ath.context.monitoring. analyser.Githnalyser"/>
</interpreter:
</interpreters>
<monitors>
<monitor id="monitor-git" datascurce="datasource-git" interpreter="interpreter-git" index="index-git"/>

</monitors:
<fconfig>
Figure 23 Example of Monitoring Configuration

A ThreadedMonitor: The ThreadedMonitor object is responsible for starting and stopping all
configured monitoring plugins (Monitors). During runtime, it holds a list of all defined monitors
and manages their states.

&% ThreadedMonitor<P, A>

IAmIManitoringDataRepositoryService < Type>
& “ MonitoringConfiguration

3

299948

¥ = 1AmIMonitoringService

% getReposData)  Senvicelnfo

EEEEER

woid
void
void

id
woid
void
void
void
woid
void
void
void

Figure 24: Class diagram ofthe Context Monitoring Service

3.4.1.2.2 Monitoring Repository Service

The main classes tifie Servicare:

A IAmIMonitoringDataRepositoryService: Interface defining the monitoring repository service.
The type of the web service (i.e., SOAP) is defined via Java diomsta

A AmIMonitoringDataRepositoryService: The main class of the Monitoring Repository service.
Each configured Monitor is started in a separate thread to allow parallel continuous monitoring
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of configured data sources. Monitored information are storéokeirmonitoring data repository
that is made accessible via this service for each monitor.

A PersistenceUnitService An abstract class, where functionalities related to persistence are
implemented.

A MonitoringDataRepository: This class implements all requiréahctionalities to persist and
load data to and from the monitoring repository.The data is stored in adhr§Riitory.

MoniteringDataRepository<Type>

= executeSpargiSelectQuery(BusinessCase, String) ResultSet
m = executeSparglUpdateQueries(BusinessCase, String...) void
m = executeSparqlUpdateQuery(BusinessCase, String) void
i getlnstance() MonitoringDataRepository<? extends Type>
% getls , Class<Types, List<String>
m = getlastids(ApplicationScenario, Class<Type>, int) List<String>
m = getlastlds(BusinessCase, Class<Type>, TimeFrame) List<String> .
m i getlastlds(BusinessCase, Class<Type>, int) List<String>
M % getMonit (Applications Class<Type>, String) Type ™ = AmiMonitoringDstaRepository Service()
% getManitoringDsta(ApplicationScenario, Class< Type>, TimeFrame) List<Typex m & configureService(T) boolean
m = getMonitoringData(ApplicationScenarie, Class<Type>, int) List<Type» m = executeSparglSelectQuery(BusinessCase, String) String
% getMonitoringData(BusinessCase, Class<Type>, String) Type m = executeSparglUpdateQueries(BusinessCase, String...) woid
m ase, Class<Types, List<Type> m = executeSparglUpdateQuery(BusinessCase, String) woid
% getManitoringData(BusinessCaze, Class<Type>, int) List<Typer m = getlastids(Applicati List<String>
= p Class<Type>, Applicati veid m % getlestids(ApplicationSc List<String=
'k persist(Type) void ™ = getlastids(BusinessCase, String, List<String>
i prepareSparqlQuery(BusinessCase, String) String m = getlastlds(BusinessCase, String, in) List<String>
m = gethonitoringData(ApplicationScenario, String, String) String
m String, TimeFrame) List<String=
IAmIMonitoringDataRepositoryService <Type> m i getMonitaringData(ApplicationScenario, String, int) List«Strings
% executeSpargiSelectQuery(BusinessCase, String) String ™ = getMoitoringData(BusinessCase, String, String) String
m = executeSparqlUpdateQueries(BusinessCase, String...) vaid m = getMonitoringData(BusinessCase, String, TimeFrame) List<String>
)% executeSparqlUpdateQuery (BusinessCase, String) void m % getMonitoringData(BusinessCase, String, int) List<String=
™ getls  String, List<Strings ™ invokeA(Input) Output
% getlastids(ApplicationScenario, String, int) List<String> m & invekeAAsync(input) Response<invokeResponse>
i getLastids(BusinessCase, String, TimeFrame) List<String> m % invokeAAsyne(input, AsyncHandler<InvokeResponse>) Future<?>
% getlastids(BusinessCase, String, int) List<String> ™ = invokeForData(String) String
il getMonitoringData(ApplicationScenario, String, String) String €~ m = invokeS(input) Output
= getMonitoringData(ApplicationScenario, String, TimeFrame) List<String> m = persist{String, String, ApplicationScenaric) void
= getMonitoringData(ApplicationScenario, String, int) List<String> m = ping() String
il getMonitoringData(BusinessCase, String, String) String m = remove(Object) boolean
i getMonitoringData(BusinessCase, String, TimeFrame) List<String> M = reset(BusinessCase) boolean
= getMonitoringData(BusinessCase, String, int) List<String> m = restart() woid
% persist(String, String, ApplicationScenario) woid m = setOutputlds(ArrayList<String>) veid
% reset(BusinessCase) boolean D% sei0 OutputDateModel) void
% shutdown() void m = setupRepos(String, int, String, String, OutputDataMode), ArrayList<String>, String) boolean
m = shutdown() woid
m e start() woid
L PersistenceUnitService<Type, Repos> m e startPES() boolean
m String, String)  boolean m & stop() wvoid
m , String, String)  boolean m & store(Object) String
m , String) boolean
m io, String, String) boolean €
m String) boolean
m , String, String)  boolean
m % triggerPostProcessors(ApplicationScenario, String, String) void
m = triggerPreProcessors(ApplicationScenario, String, String) woid

Figure 25 Class diagram of the Monitoring Repository Service

3.4.1.2.3 Monitors

The System Monitor has several generic monitors that were implemented in the current prototype. Each of
the monitors is implemented as a software service. These monitors are:

a Monitoring Servicdor the SmartCLIDE message broker
a Monitoring Service for SOABased web services,

a Monitoring Service for legacy filgystemsand

a Monitoring Service for relational databases

oI 3> D

These monitors were implementedhe Early Prototype

>

ThreadedMonitor: The ThreadedMonitor object is responsible for starting and stopping all
configured monitoring plugins (Monitors). During runtime, it holds a list of all defined monitors
and manages their states.

A FileSystemMonitor: This genericmonitor cheks files in a specific folder of a filesystem for
changes. For examplesaurce code files in a file system

5 SDB Triple Store https://jena.apache.org/docuntaiion/sdb/
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DatabaseMonitor: Thisgenericmonitor allows to observe a database for changes in its schema.
This monitor was not used in a validation scendbiat, for some unit test cases during the
development.

MessageBrokeMonitor: This genericmonitor checks for events coming from a message
broker. For example, a monitor of the RMV sends information about new monitored information
via a message broker to tBentext Handling.

WebServiceMonitor: This genericmonitor retrieves data from a system that makes observable
data available via a web servidédnis monitor was not used in a validation scenario, but for some
unit test cases during the development.

€= AbstractMonitor<P>
AbstractMenitor()
lysed(List<IMenitoringDataModel<?, 7>, P, Document) void

documen tindexed(String, Document ) void

documentParsed(P, Document) void

58883

void

MessageBrokerMonitor ThreadedMonitor<P, A>

addProgressListener(MonitoringProgressListener<P, A>)  void
getDataSource() DetaSource
getindex() Index?

= MessageBrokerMonitor(DataSource, Interpreter, Monitor, Indexer, AmIMoniteringConfiguration)

WebServiceMonitor getindexer( Indexer

getinterpreter() Interpreter
™ . WebServiceMonitor(DataSource, Interpreter, Manitor, Indexer, AmIManitoringCenfiguration)
isRunning() boolean

3 ause void
FileSystemMonitor pauseQ
remavePragressListener(MonitaringProgressListener<P, Ax) void

FileSystemMenitor(DataSource, Interpreter, Monitor, Indexer, AmiMenitoringConfiguration) restart) void

isRunning() boolean
moritor() void
pause() void
restart() vaid
run() void
shutdown() void

start() void
stop() void

)% monitor() void

‘X EX K

DatabaseMonitor

™ = DatabaseMonitor(DataSource, Interpreter, Monitor, Indexer, AmIManitoringConfiguration)

Figure 26: Class diagram of the System Monitors

3.4.1.2.4 Parser

The main class for all parsers is the IndexingParser. The following briefly describes the implemented

parsers:

A

IndexingParser: This is an abstract monitoring parser. The corresponding analyzer for each
parser is created during initialization. The IndexingParser holds a reference to the corresponding
analyzer, which is executed after successful parsing of data.

FileParser: Abstrad parser that parses data from flat fild$is class contains the generic
functionality of the parser for files located in a file syst@ime parsing process itself has to be
implemented by each concrete implementation.

DatabaseParser: Abstract parser thaparses data from a databa3tis class contains the
generic functionality of the parser for data sets located in a database that can be accessed via
jdbc. The parsing process itself has to be implemented by each concrete implementation.
MessageBrokeParser: Abstract parser that parses data received from a message broker. This
class contains the generic functionality of the parser for data sets received via a message broker.
In the current implementation the message broker is based JRabbitMQ (see8ebtjofhe

parsing process itself has to be implemented by each concrete implementation.
WebServiceParser:Abstract parser that parses data from a web sefliig class contains the
generic functionality of the parser for data set accessible via SOAB baeservicesThe

parsing process itself has to be implemented by each concrete implementation.
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€% DatabaseParser

0 <? extends DataModel<2, 7>, [Database>
i = parse(Database) boolean

E)

€ IndexingParser<T>

m % createNewDocument() Document t
L 0 7 extends DataModel<?, 7, T>
€= FilePairParser

M = getDocumen ) Document t

m 0 <? extends DataMedel<?, ?», Pair<File, Files > % getindex) Index
m = getPairsFromFilestFile[], String, String) List<Pair<Filg, File>> i getindexer) Indexer
™ = parse(Pair<File, File>) boolean ’—> ' getindexerVersion( Version
| m = getMonitoringDataVersion() Version

m = isDuplicateCheckEnabled() boolean

M isindexUpToDate(String, long) boolean

= parse(T) boolean

™ setDuplicateCheckEnabled(boolean) void

L MessageBrokerParser

m 0 ? extends DatsModel<?, 7>, String>

™ parse(String) baolean

€= WebServiceParser

E)

0 ? extends DataMedel<?, ?», IWebService>

m % parse(|WebService) boolean

Figure 27: Class Diagram of the Parsers

3.4.1.2.5 Analyzer

The main class for alinalyserss the IndexingAnalyser. The following brieflescribes the implemented
analysers

A
A

IndexingAnalyser: This is an abstract monitoriramalyser

FileAnalyser: Abstractanalysetthat processes files from a file systefhis class contains the
generic functionality for analysing ddtkes located in a file systeritheanalysingprocess itself

has to be implemented by each concrete implementation.

DatabaseAnalyser: Abstractanalyserthat processes data from a datababés class contains

the generic functionality for analysing datdsskcated in a database that can be accessed via
jdbc. Theanalysingprocess itself has to be implemented by each concrete implementation.
MessageBrokeAnalyser: Abstract analyser that processes data from a databaseclass
contains the generic funotiality for analysing data received from a message brdkee.
analysing process itself has to be implemented by each concrete implementation.
WebServiceAnalyser: Abstractanalyserthat processes data from a web servidgs class
contains the generic fationality for analysing data sets that can be accessed via SOAP based
web services.The analysing process itself has to be implemented by each concrete
implementation.

€= DatabaseAnalyser <OutputType >

Mm% analyseObject(iDatabase) List<OutputType>
m % analyseObject(IDatabase, Document) List<OutputType> l

€= IndexingAnalyser<OutputType, InputType>

o 'm % analyse(lnputType) List<OutputType>
; >
€= FileAnalyser<OutputType> m = getDocument( Document
m % analyseObject(File) List<OutputType> A
m ‘% analyseObject(File, Document] List<OutputType»

€= MessageBrokerAnalyser<OutputType>
m % analyseObject(String) List<OutputType>
m % analyseObject(String, Document) List<OutputType>

€= WebServiceAnalyser<QutputType>

i analyseObject(IWebService) List<OutputTypes
m % analyseObject(WebService, Document) List<OutputType>

Figure 28: Class Diagram of the Analysers
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3.4.1.2.6 Monitoring Data Models

The main class for all monitoring data models is the MonitoringDataModel. The following briefly describes
the monitoring data models:

A IMonitoringDataModel: Interface defining the data model for monitored data. The monitoring
data moel will be created by the analyzer and persisted into the monitoring repository.

A IMonitoringData: Interface defining which methods have to be implemented for a concrete
implementation of monitoring data.

£ % IMonitoringData<T>

fromRdfModel(Model) T
fromRdfModel(String) T
toRdfModel() Model
toRdfString() String

T

: IMonitoringDataModel<T, D>

35 2 & 8

getApplicationScenario()  ApplicationScenario

m

m getBusinessCase() BusinessCase
L getContextldentifierClassName() String
m getDataSource() D
m getDocumentindexld() String
m getDocumentUri() String
m getldentifier() String
L getlmplementingClassName() String
m getMonitoredAt() Date
m getMonitoringDataVersion() String
m initialize() void
m setDataSource(D) void
m setldentifier(String) void
m triggersContextChange() boolean

Figure 29: Class Diagrami Monitoring Data Model

3.4.1.3Interface Specification

Table 22 Context Monitoring Interface

No Interface (/API) Description Type

Provided Required

1 | MonitoringRequest/ | |nterface provided bRMV to obtaina list of
list_available_monito | a| available monitors

rs
2 | MonitoringRequest/ | |nterface provided bRMV to subscribe to
register_for_notificat | the monitored values for a given monitor al
lon sensor

3 ContextMonitor / Notification invoked by MoM about new
listen_to_notification | data available for Context Monitoring

4 ContextMonitoring/ | Notifies the ContexExtraction about new
notifyExtraction data available in the monitoring repository
be processed by Context Extraction
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3.4.2 Context Extraction Specification

The objective of the Context Extractor service is to identify the context of development processes or
specified systems and to provide it for further use within the SmartCLIDE solution to other modules or
external systems.

3.4.2.1Design Approach

This section provides the specification of the parts of which the Context Extraction component consists.
The service uss a context model for an integrated representation of the observed environment (e.g.,
products, systems, machinpspcessesyr users).

The Context Extraction component consists of the following services:

A Context identification: It determines the curresbntext of products, machines and production
processes using monitored raw data from the Context Monitoring component and historic context
information stored in a context repository, based on the context model.

A Context reasoning It uses reasoning rules the context provided by the context identification
part, and determines more accurate context, which cannot be directly identified during the
process in the context identification péitily elaborated specification of the context reasoning
will be provided in D3.2.

A Context provision: It provides detected context to the other services.

As shown in the figure above, the Context Extraction component identifies context based on monitoring
data, provided by the monitoring module, enhances it through different types of reasoning techniques (i.e.,
context reasoning), and provides the refined context for further exploitation to modules (or external

systems).

The Context Extraction module isged on the services developed within the projectsL8aling and
SAFIREE. The module will be extended to address the specific needs of the SmartCLIDE solution, as well
as the particularities of the three business cases. The collection of inputiltdda conducted by the
monitoring module, and the Context Extraction part ailalysestructured and unstructured data in order

to specify the current context and identify the parameters of the product/machine or process environment
could affect its pdormance. The identification of the respective context is carried out based on the context
models, which define each time what information is relevant to the observed context. The identified context
information is being stored in the context repositorgrasotation to the content that is used in the observed
context.

3.4.2.2 Technical Specification
The following section describes the specific technical specifications of the CBrteattioncomponent.

3.4.2.2.1 Context Extraction Service
The main classes of ti@ontext Extraction are:

A IContextExtractionService: The interface defining th€ontext Extractoservice and its public
classes. The type of the web service (i.e., SOAP) is defined via Java annotations.

A ContextExtractionService: The main class of the ComteExtraction component.

A IMonitoringDataModel: A reference to the monitoring data model, which contains the current
monitoring data to be used for Context Extraction.

" https://cordis.europa.eu/project/id/228857
8 https://www.safirefactories.org/
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- IContextExtractionService - IMonitoringDataModel <T, D=

m s extractContext(String, String, ApplicationScenario) ContextContainerWrapper mi W getApplicationScenaric() ApplicationScenario

m ' getlastContextslds{ApplicationScenario, TimeFrame) List=String> m ' getBusinessCase() BusinessCase

mi s getlastContextslds{ApplicationScenario, int) List<String= mi s getContextldentifierClassNarme() String

m = getReposData() Servicelnfo ml w getDataSource() D

mi s informAboutAdaptation(ApplicationScenario, String) void mi s getDocumentindexId() String

4 m w getDocumentUri() String

i mi s getldentifier() String

! m  getlmplementingClassName() String

< ContextExtractionService W getMonitoredAt( Date

m ‘= ContextExtractionService() m = getMonitoringDataVersion() String

m & configureService(Configuration) boolean m = initialize() void

m ' extractContext(String, String, ApplicationScenario) ContextContainerWrapper m = setDataSource(D) void

m % getlastContextslds{ApplicationScenaric, TimeFrame) List<String= mi = setldentifier(String) void

m ' getlastContextslds{ApplicationScenario, int) List=String> mi = triggersContextChange() boolean
m ‘= getReposData() Servicelnfo
m % informAboutAdaptation(ApplicationScenario, String) void
m initializeServices() void
m = ping() String
m restart() void
m runtimelnvoke(String) boolean
m setMotifierClient{String, int, String) boolean
m start() void
m stop(] void

Figure 30: Class diagram of the Context Extraction Service

3.4.2.2.2 Context Repository Service
The main classes of tl@ontextRepository Service are:

A IContextRepositoryService: An interface defining theontextrepository service. The type of
the web service (i.e., SOAP) is defined via Java annotations.

A ContextRepositoryService: The main class of theontextrepository service. The identified
contextare stored in theontextrepository. Via the configuration of the Context Extraction
service, the usage of a reasoner can be configured. Reasoning fuigtisnacluded in this
object, because it is responsible to query tdomtext repository. In thefull prototype
implementation, the Pelfeteasoner will be used.

9 https://github.com/stardegnion/pellet
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¥ = |ContextRepositoryService
m W executeSparglAskQuery(BusinessCase, String)
m executeSparglAskQuery(BusinessCase, String, boolean)
m executeSparqlCenstructQuery(BusinessCase, String)

m 'k executeSparglConstructQuery(BusinessCase, String, boolean)

M = exceuteSparglDescribeQuery(BusinessCase, String)

m W executeSparglDescribeQuery(BusinessCase, String, boolean)

m W executeSparqlSelectQuery(BusinessCase, String)

W i executeSparqlSelectQuery(BusinessCase, String, boolean)

m getContext{ApplicationScenario, String)
m getContext{BusinessCase, String)

m & getDefaultModel (BusinessCase)

m = getlastContextslds(ApplicationScenario, TimeFrame)
m % getlastContextslds{ApplicationScenario, int)

m i getl astContextslds(BusinessCase, TimeFrame)

m % getlastContextslds(BusinessCase, int)

m getRawContext(ApplicationScenario, String) ContextContainerWrapper

m getRawContext(BusinessCase, String)
ml & initializeRepository(BusinessCase, String)
m = persistContext{ContextContainerWrapper)

Boolean m

Boolean m

String m

String o

String &

String m

String m

String m

ContextContainerWrapper .

ContextContainerWrapper

String o

List<String> G

List<String> m

List<String> m

List<String> m
ContextContainerWrapper

void m

void m
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B ContextRepositoryService

ContextRepositaryService()
configureService(T)
executeSparqlAskQuery(BusinessCase, String)
executeSparglAskQuery(BusinessCase, String, boolean)
executeSparglConstructQuery(BusinessCase, String)

executeSparglConstructQuery(BusinessCase, String, boolean)

executeSparglDescribeQuery(BusinessCase, String)

executeSparglDescribeQuery(BusinessCase, String, boclean)

executeSparglSelectQuery(BusinessCase, String)
executeSparglSelectQuery(BusinessCase, String, boolean)
getCantext{ApplicationScenario, String)
getContext(BusinessCase, String)
getDefaultModel(BusinessCase)
getlLastContextslds(ApplicationScenario, TimeFrame)
getlastContextslds(ApplicationScenario, int)
getlastContextslds(BusinessCase, TimeFrame)
getlastContextslds(BusinessCase, int)
getModelAsString(Model, BusinessCase)
getRawContext(ApplicationScenario, String)
getRawContext(BusinessCase, String)
initizlizeRepository(BusinessCase, String)
invokeA(Input)

invokeAAsync(input]

invokeAfsync(Input, AsyncHandler<InvokeRespanse>)
invokeForData(String)

invokeS(Input)
persistContext(ContextContainerWrapper)

ping()

remove(Object)

restart()

setOutputlds(ArrayList<String>)

setOutputhodel (OutputDataModel)

boolean

Boolean

Boolean

String

String

String

String

String

String
ContextContainerWrapper?
ContextContainerWrapper?
String

List<String>

List<String>

List<String>

List<String>

String
ContextContainerWrapper?
ContextContainerWrapper?
void

Output
Response<InvokeResponses
Future<?>

String

Output

void

String

boolean

void

void

void

setupRepos{String, int, String, String, OutputDataModel, ArrayList<String>, String) boolean

start()
startPES()
stopl)
store{Object)

Figure 31: Class diagram of theContext Repository Service

3.4.2.2.3 Context Identifiers

The main classes of ti@ontextldentifiers are:

A IContextldentifier: The interface defining eontextidentifier. A contextidentifier is a wrapper
used to identifythe contextbased on monitored data and tumtextmodel. In each concret

void
boolean
void

String?

implementation of @ontextidentifier the usage of a reasoner can be defined.
A ContextContainer: This class is a wrapper object that holds an identifiedtext during

runtime.
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B ContextContainer I IContextldentifier<Context, MonitoringData >

m ContextContainer() m identifyContext(Context, MonitoringData) Context
m ContextContainer(ApplicationScenario)

m % ContextContainer(ApplicationScenario, OnthModel)

m % ContextContainer(ApplicationScenario, OntMadel, boolean)

m % ContextContainer(ApplicationScenario, boolean)

m ContextContainer(OntModel)

m ContextContainer(OntModel, boolean)

m ‘= ContextContainer(boolean)

m add(Resource, |0ntPropertyProvider<DatatypeProperty>, Literal) void
m add(Resource, I0ntPropertyProvider< ObjectProperty>) void
m % add(Resource, IOntPropertyProvider< ObjectPraperty>, Resaurce) void
m % addBelonging(Resource) void
m addDefaultModel (BusinessCase) void
m addDefaultMamespaces() void
m addldentifier(Resource, String) void
m createNewContextinstance() Resource
m deserializeTeModel(String) OntModel
m executeSelectSparglQuery(String) ResultSet
m = fromContextContainerWrapper(ContextContainerWrapper) ContextContainer
m ‘s getdpplicationScenario() ApplicationScenario
m getBusinessCase() BusinessCase
m . getCapturedAt() Date
m getContextinstance(] Resource
m ' getldentifier() String
m u getlogger() Logger
m W getMonitoringDatald() String
m % inferApplicationScenario() ApplicationScenario?
m 7 inferBucineccCacell BusinessCase?
m inferCapturedAt() Date?
m inferContextldentifier() String?
m inferMenitoringDatald() String?
m listindividuals(lOntologyResource) ExtendedIterator<Individual>

m b listResourcesWithProperty(IOntPropertyProvider<T>, Object) Reslterator

m readFrompFile(String) ContextContainer
m readFromFile(UR) ContextContainer
m serializeToString () String
m u setApplicationScenariofApplicationScenaric) void
m % setCopturedAt(Date) void
m ' setContextinstonce(Resource) void
m w setldentifier(String) void
m & setMonitoringDatald(String) void
m = toContextContainerWrapper() ContextContainerWrapper
m = toContextContainerWrapper(ContextContainer)  ContextContainerWrapper
m writeToFile(String) void
m ‘& writeToFile(String, MedelOutputlanguage) woid

Figure 32 Class Diagrami Context Identifiers

3.4.2.3Interface Specification
Table 23: Context Extraction Subcomponent Interface

No Interface (/API) Description Type

Provided Required

1 | ContextMonitoring/ | Notification invoked by Contextlonitoring
listen_to_notification | ghout new data available for Context
Extraction

2 ContextExtraction/ Notifies the DLE about new identified
notifyDLE context. The Context Monitoring send a
notification including the identified context
to the MoM.
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4 BackendServices

This sectiompresents the early design approach of the core backend components. All technology providers
have described their individual design approadh@m the technological perspectiv&.complimentary
descriptionof theresearckorientedapp r o ac h e s i D2.HSmartCLIDElrmavativerAppiioaches

and Features on Services Discovery, Creation, Composition and DeplaymenfT he f ol | owi ng a
been specified for each component:

A Component diagram using UML 2.5 Class diagratation

A Specification table for each subcomponiectuding a brief description of its functionality and
links to the functional requirements (from D1.2) and corresponding use case (from D1.3)

A Interface Specification tabldescribing provided and requiréaterfacesas illustrated on the
component diagram.

The overall SmartCLIDE component diagram is present&ibure33. The diagram irfFigure33includes
only highlevel components. Detailed component diagranmeluding sipcomponents and their
relationshipsare presented and discussethi®ubsection 4.14.9.
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Figure 33: Component- based SmartCLIDE architecture update
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4.1 Source code repository

4.1.1 Technology Choice

At the time of writingthis documentthe predominant version control system used for both-sperce

and proprietary software is @it Git is a distributed version control system where the complete version
history of a codebase residesemery copy, or clone, of a git repository. The convenience of this approach

is that a developer may make changes to a local copy of the codebase, create new branches, commit changes,
and alter the local commit history without being connected to a ceapasitory. Once satisfied with the

|l ocal changes, the developer can synchronise the
while changes made by other devel opers can be o
mechanism. The reote repository is usually hosted on a central git server, shared by a team-who co
ordinate their development effort by pushing and pulling project updates to and from the central server.

A consequence of the dominance of Git in the market is that the majority of development tools have
excellent support for it as a version control system, either-ibudt available as a plugiiRegardinghe

tools selectedo be reused bgmartCLIDE, Elgpse Theia includes buiih git support, while workflows
defined in jBPM! are stored internally in git and can be synchronised to an external git repository.

While Git on its own provides excellent support for version control, there are several séaiqasvide
additional functionality on top, including GitHtd GitLab*® and Atlassian Bitbuck& Some common
additional features are:

A A web-based user interface to support git repository configuration as well as otheasdke
services

A Support for code review

A Support for CI/CD pipelines

For SmartCLIDE, the consortium has chosen to use GitLab since it is available gsaakarged Docker
image that can be deployed eitherpyemises or in the cloud and has a number of other featuresakat
it useful for integration in the SmartCLIDE environment, such as:

A Integration with external security providers for access management, and Ké&jicipakticular,
which is the chosen User Access Management platform

RESTul and GraphQL APIs that cdre used by other components of SmartCLIDE

Native support for CI/CD

Hierarchical organisation oBit repositories usingiGroup® and fiSubgroupg, as shown in
Figure34.

>

10 https://gitscm.com/

I https://www.jbpm.org/

12 https://github.com/

B https://about.gitlab.com/
1 https://bitbucket.org/

15 https://lwww.keycloak.org/
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op Projects v More v [+ I Q D I~
Groups

Last created

Your groups  Explore public groups

B S SmartCLIDE-public @  Cwner 2 Bo Q1 &

v B3 S SmartCLIDE () Owner 2 B Qo &
B S Services (  Owner < 2 mo R1 &2

0O W Workflows & Ownes & 2 Bbo R &2

B3 G Gitlab Instance @  Owner # B0 Q1 81

Figure 34: Hierarchical Group Structure in GitLab

As a proposed structure, the tigwel SmartCLIDE group contains sgor oups named fiServ
AWor kfl ows o, each of whi ch c¢ onRepmository pa$ dtheradbta fprr o j e c
handling additional features such as merge requests and CI/CD.

4.1.2 Items to be Stored in Source Code Repository

There are a number of sourcede artifacts required to implement a workflow in the SmartCLIDE
environment, which shadd all be versiorcontrolled:

A Workflow definitions and metadata: Each workflow definition has its own repository on the
GitLab server. Depending on the use case for the environment, the workflow repositories may
be grouped according to different critef@r instance, laworkflow repositories may belong to
a single group if the SmartCLIDE environment is used for just one project, or they may be further
divided into subgroups to allow more refined access control by multiple project teams. Data
stored in 'ersion control for the workflow includes:

0 Metadata regarding the workflow (e.g, name, descriptiorgndservice dependencies)

0 Gherkin description of the workflow

o BPMN model of the workflow. Note that the selected workflow engine, jBPM, contains
its own embedded git server. There @ve options proposed for the SmartCLIDE IDE:

A Synchronize the workflow definition between the jBPM embedded git instance
and GitLab
A Use only the embedded Git inst® in the jBPM server
A Service Source Codein cases where a service is written from scratch, assembled using a

template, or otherwise modified from existing source code, the service should have its own Git
repository on the GitLab server. It is proposedbtild a library of service definitions, grouped
separately from the workflow definitions, since each service has the potential tasedran
different workflows.

4.1.3 Branching Strategies

The flexibility of Git as a version control system, the ease witiclwhranches can be created and merged,

and its use in many different contexts has led to the existence of many branching and release strategies.
Suitability of a strategy depends on many factors, including the size of a team, the complexity of the
softwae, whether multiple releases need to be maintained concurrently, etc.
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While there is nothing to prevent a team choosing from any of the strategies, in the context of SmartCLIDE
the simplest strategy for the circumstances is probably the best. This cairapbeusing the master (or

main) branch directly or, if code review practices are to be used, usindigbdfeature branches branched

off master and the Merge Request feature of GitLab.

4.1.4 GitLab APIs

Aside from direct access to a git repository viaubeal git HTTP(S) or SSH protocol, GitLab also provides
APIs that can be used to obtain and update information on the GitLab server. The most useful for the
SmartCLIDE are:

A REST API [68]
A GraphQL API [69]

At the time of writingthis documentthe RESTul API has more complete functionality and documentation
than the GraphQL, although the aim of the GitLab developers is to move over to GraphQL for the additional
benefits of being abl® specify exactly what is required in response to a request and being able to request
multiple data items in a single request.

Some examples of tasks that can be performed over thefRESI are:

A List the projects that the user has access to, in #isgaoject group/namespace
A Create a new project in a given group/namespace

These API endpoints are particularly useful for listing and creation of workflows and services by various
components of SmartCLIDE, so thaistnot necessary for a user to lagto the GitLab Ul to be able to

use the valuadded features of GitLab. An example of creating a new project from the REST API is shown
in Figure35.

curl  -- request POST \
- url http://gitlab.localhost.private:20080/api/v4/projects \
-- header 'Authorization: Bearer E2Mr_rz3WCsDE_WabYBz' \
-- header 'Content - Type: application/json' \
-- data {
"name": "new - workflow -example2",
"namespace_id": 5

y
{
"id": 4,
"description”: null,
"name": "created - with - api”,
"name_with_namespace": "SmartCLIDE / workflows / created - with - api”,
"path": "created - with - api”,
"path_with_namespace": "smartclide/workflows/created - with - api”,
"created_at"; "2021 -07-12T15:02:13.929Z",
"default_branch": null,
"tag_list": [],
€

Figure 35: Example request to GitLab REST API to create a new Project

The token used in the authori zat ipoofieviateaGiteabUlh a s
The response output is truncated for brevity.
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4.2 Discovery of Services and Resources

The Discovery of Services and Resources backend module is responsible for collecting data on services

discovered through the use of crawlers, raining an internal registry of services, as well as serving
gueries/requests for services based on service usage details and service code requests. This component

communicates with the DLE to classify services and receive updates.

4.2.1 Design Approach

The Serice Discovery component will have five sabmponents that will implement the described logic,
depicted in light yellow in th&igure 36.

The workflow for a searcfor services request would be:

1. An internal service registry/database (implemented using the Elasticd@@ichtechnology)

containing classified services will be in place.

2. Query search input: Aervice description, along with its tags and category (optional).

3. If category is not in user input, we need to classify user input based in the description using the
DLE Service Classification API.

4. The search is established through the Internal SemaexIManager subomponent, first it will
search in the service registry, if it does not find any candidate to return, the crawdengutmnent

will perform a search of the online repositories for the user input and store new repositories if any

in the sevice registry.

5. All services in a category if any, will be ranked based on downloads, followers, stars and other

additional information
6. Those serv

ices if any with all availab

will be a returnedo the user.

Table 24: Discovery of Services & Resources Crawlers

Name Crawlers

Functionality

Collect information from web service listings, service c
repositories, service registries and provide data ready $tobed
in the registry.

Relevant Use Cases (D1.3)

UC-0002, UG0004, UG0028,

Functional Requirements

D1, D2, D3,D4,D5,D06,D7

Table 25: Discovery of Services & Resources Internal Services Index

Name ‘ Internal Services IndexManager

Functionality

Allows to store, search and classify both discovered and
created services. This component communicates with the
classifier and uses the Elasticsearch API to perform searches,
with its internal SQL service registry.

Relevant Use Cases (D1.3)

UC-0002, UG0004, UCG0028

Functional Requirements

D3, D4, D6
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Figure 36: Discovery of Services and Resources Component Diagram
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Table 26: Discovery of Services & ResourcesRepository of discovered services

Name ‘ Repository of discovered services

Functionality Store the records discovered by the crawler tool in .csv files |
executing the retrievalequests, serving as a backup of
discovered services until they are uploaded to the internal data

UC-0002, UG0004,UC-0028

Relevant Use Cases (D1.3)

Functional Requirements

D1, D2, B8,D4

Table 27: Discovery of Services & Resources New Services Creation

Name New service Creation

Functionality Allows new services, created from the Service, Composition
Testing componenb be stored and classified in the service regi
index.

Relevant UseCases (D1.3) UC-0002. UG0004. UG0028

Functional Requirements

D3, D4, Db

Table 28 Discovery of Services & Resources Search Services

Name ‘ Search Services

Functionality Using an internal SQL record and tii#asticsearch API, thi
component will accept search requests that it will delegate t
internal registry and then to Elasticsearch, returning the ral
services to the user based on the search.

Relevant Use Cases (D1.3)| - 0002, UG0004, UG000S, UG0011, UG0012, UG0028

Functional Requirements D4, D5, D6, I

4.2.2 Interface Specification

Table 29: Discovery of Services and Resources Interface Specification
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Interface Description Type
(/API) : :
Provi Requi
ded red
1 | Crawlers | The Crawlers API, which is a subcomponent of Discover| *
API Services and Resources, provides a system of search re

with two parameters, where one at a time is mandatory.
9 from_url: a plaintext URL of agithub//gitlab/bitbuckei
organization or user.
9 from_keywords: one or a series of keywords separa
by comma related to what topics of services to searc

Returns the number of repositories found added to the inde
the delay in search.

2 | search Although this functionality has been delegated to *
API Elasticsearch AHFI71] as it has been decided to use a Heylel
solution, the component will expose a custom API to cate
different types of searches.

By making use of an internal SQL registry and the Elasticsg
API this component will accept search requests whichilit
delegate to the internal registry and then to Elasticse|
returning to the user the ranked services.

9 service to_search: a JSON file containing th
minimum data to search: keyword (optional), name
description. The more parameters the bettersdach
will be. See Fig X, for more parameters.

Returns a JSON containing the services ranked accordil
search criteria.

3 | service Used for storing new services created from the Ser| =«
Definition | composition and testing componeftcepts a parameter:
API

i service_to_adda JSON file containing the servit
minimum required fields as described in Figure X

Returns a JSON containing the response message froj
request to insert that service into the index.

4 | Service This component is used to classify the discovered service| *
Classificati | API is called with the following parameters:
on API

Y Service Name

9 Service Description

1 Tags
Gets the returned JSON file containing service class to be s
in the serviceegistry.

5 | Service . . . . &
Registry This component uses Fhe Elast_lcsearch sta_ck,_lts APl wi
API exposed71] to communicate the internal service index mang

subcomponent with the service registry
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4.2.3 Crawlers

The main objective of the crawlers is to create an internal database of services and resources for the Service
Discovery component. It supervises collecting the information generated from the crawlers that generate
lists of services from webervice listings, service code repositories and service registries, either using
scraping in the first case or through an APl in the rest.

The creation of the data frames will be detailed below based on the information that can be obtained from
each methodThe main workflow is shown iRigure37.

i=0
| CSV 1 | -
Tokcn | csv 2 ]
Creation of . DataFrame per csv
i DataFrames Repository search keyword .
F\c ni .
USER Tokcns ) |
CsVn |

Figure 37: Pipeline of the data extraction process

A user provides a set of tokens adrgrut, the crawler logic sets up a Dataframe for the search, the search
in performed iteratively, for each keyword a CSV file is exported to have a copy of the process. When all
the keywords have been collected, the data is merged and exported underettitesd his file is stored

in the internal SQL registry then it will be automatically synchronised with the Elastic registry.

It also provides service extraction and several file collection components to meet the needs of the code
generation and recommagr component, and for other sources, such as web Programmableweb. On a
recurring basis, the content of the websites will be crawled to gather new information which will be updated
in the Service Register. In this way, the entire content of the websipesiaglically downloaded and
processed.

4.2 .4 Internal Services Index

To manage the internal index, several requirements must be considered given the type of response expected
to cover the following needs:

1. Fastreacting a system that allows fast tesgarch, insertions, deletions, and updates is needed to
improve the user experience.

2. Stable and scalablea system that is consistent, where backups are frequent, as well as a system
that allows the insertion of new data in an efficient way is needed.

3. Simple but effective it is required that the system allows quick search, allowing for a multitude
of filters to refine searches while maintaining a simple complexity.

For the internal registration of the services, it has been decided to use Elascticsemgehgadqrch server
hosting a dataset of services with an intermediate register detailignaiie38the fields marked as required
will be the minimum required infornian about a service to be classified.

Elascticsearch is an opsource distributed search engine and serves as an analysis database, it was
developed in Apache Lucene using Java. It allows to store, search, and analyse a large volume of data in a
matter & seconds and to get fast search answers through search indexes.

In contrast to SQL, a relational model, Elascticsearch is based on a search engine system, making it easier
to ingest new data by scaling horizontally. It therefore fulfils the need of rapadion and scalability,
resulting easily optimise it on various servers.

The most important point is that it serves as a REST API for data updates, builds and searches. Allowing
highly customized searches [40], for example, if we search for a ternardhes all fields until it finds
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exactly that term. Additionally, we can do fuzzy searctséwilar-, prefixes, ranges of values, regular
expressions, data type, wildcard searches with * and match seantizsh certain terms and not-all

among others. Arough the Service Discovery Component this Elascticsearch index will receive Service
gueries as well as new Services to be saved and respond with services that meet the query. With its AP, it
meets the need to be simple but effective.

The required attrilite in the service specification schema (Figure 63) is essential to perform sdarches.
should be noted that this component is perfectly extensible and easy to add new attributes to the services.
However, it does not support ACID properties (Elasticseseanch engine model constraint). New data

will be attached with a version number, it will increase monotonically, but when two write calls come, both
will write concurrently and keep only the latest version.

An internal SQL registry will be maintained serve as a database for the Crawlercuinponent, this
database will be synchronised with Elasticsearch to provide the types of searches described above.
Therefore, the internal registry will have two databases, one to support the crawler (SQL) and one fo
searches (Elasticsearch).

Its function is mainly to be an intermediary between searches and data insertions into the Elasticsearch
registry, when a new service is created its data will be collected by the New Service Creation sub
component then passedthis module, the data is sorted using the DLE and then uploaded to the registry.

On the other hand, it also accepts insertions, when the crawler performs service searches the output data
will be passed to this submodule which will again use the DLE $3ifyethe new services and insert them

into Elasticsearch. The duplicate control is done in the internal SQL record, when a component is newly
discovered and already exists in the SQL record no further action will be taken, if it is new, it will execute
the flow as described.

It also accepts search parameters from the Search Services component, implements the search logic
described in the Design Approach.
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Figure 38: Required Attributes

4.2.5New service creation

This subcomponent is limited to collect and check the new services created by the tool. The information
about the service will be passed on to the Internal Index Services Manager to be classified and stored in the
register.

4.2.6 Search services

This sulbbcomponent is limited to collecting search information from the Service, composition and testing
component, creates the query requests to be passed to the Internal Services Index Manager submodule to
execute the search in Elasticsearch or to searcheferservices if there are no records for it, the search

logic is delegated to that component
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4.3 Service Creation, Composition and Testing

4.3.1 Design Approach

The Service Creation subcomponewtll be responsible for handling the creation of a new service. The
component will create the required infrastructure for the development process by automatically creating
and configuring functions such as version control and continuous integration. The above will be achieved
by leveraging the already existing GitLab APIl.akpfrom aiding with the creation process, the component

will accompany the user through it by providing useful functionalities through interaction with other
components and external tools. The user will have the ability to request functionalities yingndtdep
Learning Engineor Software Security. Furthermore, the user will be able to fetch analysis data from the
Reusability Index and TD Principal and Interest subcomponents. Finally, an API will be exposed, that will
allow the usage of certain functalities when called by either the Eclipse Theia extension, JBPM
Workbench or any other type of Ul. The overall purpose of the component is to aid during the development
process and ultimately lead to a better implemented final result.

The functionality pregided by the Service Creation backend service, is accessible via a REST API. The
service, as of now, offers an endpoint that accepts request containing the appropriate parameters. For testing
and presentation purposes, POSTMAN was used to make requésisplio evaluate their response.

projectName exampleProjectName
projVisibility 2

projDescription Hello world

gitLabServerURL https://gitlab.dev.smartclide.eu/
gitlabToken UQU7GHST-vnG_eLySPUf

Figure 39: Service Creation end point
The endpoint (/createStructure) requires four parameters:

projectName: The name for the new GitLab project.

proj Visibility: Th eublicelunteqmal, @:prieate). 6s vi si bil ity
projDescription: A description for the new project.

gitLabServerURL: The url of the hosted GitLab instance.

gitlabToken: The access token of the user that will own the project.

T v > >

The service recei v e parametersdoqgnule snmpty and mhvalid katueskAssuringd s
everything is in order, a new GitLab project is created and the appropriate response is returned, containing
a status of 0 and a new project url. In case there is any sort of error, the respotise aatdtus of 1 and

a message explaining the error.

The TD Principal and Interest subcomponeig responsible for calculating the main aspects of the TD
concept and it consists of two separate subcomponents. These subcomponents are responsible for the
asessment of the two main pillars of TD, namel vy

TD Interest Component

The results of the TD Interest Component are provided via REST API, through multiple endpoints. In this
section, we will demonstrate three API requests byighog each time the appropriate query parameters
and we wil|l present the exact form of the requesH

Cumulative Interest

A screenshot of the POSTMAN request is shown in the following Figure. The client basically asks for the
pr oj ect drgerest gatua(in mdn&ary & time units) in each revision.
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Figure 40: The Cumulative Interest Service Request
As it can be observed, the client mu s t provide or

[

: "9423d7dc927d7d449580b08b5%b2212718f26a299",

sha”: "6b4f468cf9cis2ae4difd3c43£1798732dcbe3be”,

Figure 41 Cumulative Interest Service Response

Once the request is settig service delivers a JSON filwhose form is shown in the above Figure. The

API response consists of a JSON array, within of which there are JSON ojdtt4 attributes: (a) the
commit id (SHA), (b) the incrementing revision nt
interest in euros and (d) the value of the proje
calcdated with the reported methodology.

Interest Change

A screenshot of the POSTMAN request is shown in the Figure below. The client asks for the change in a

projectdés total interest compared to the previ ou:

Figure 42: Interest Change Request

I n this case, the client must provide two mandat c
commit id (SHA).

Figure 43: Interest Change Response
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The API responseonsists of a JSON array, within of which there are multiple JSON objects, with 5
attributes: (a) the commit id (SHA), (b) the incrementing revision number (revisionCount),(c) the change

of projectds tot al i ntereste iwmf tpgemromse otf 6 smotneetya I( e
time (hours) and (e) the change percentage of pr

Files with High Interest

Using this endpointhie client asks for the files with the highest TD intevadtie, in a specific revision.

Figure 44: Files and High Interest Request

As it can be observed, the client must provide two mandatory query parameters and one optional: (a) the
repositoryds URL and (chthe ntakireum nunbem(init) of rdturnedsresdlts a n d
(optional).

s a1 ED

Figure 45: Files and High Interest Response

Once the request is setite service responds with a JSON filat includes JSON array. The arreay consists

of multiple JISON objects, with 6 attributes: (a) the commit id (SHA), (b) the incrementing revision number
(revisionCount), (c) the filebs path, (d) the val
the projectds totavouialeaedt(in teembi oédsi met ¢ he
total interest (percentage).

The TD Principal subcomponeris going to be in charge of the assessment of the time or money needed

to bring an individual component or even the whole systemgan optimum structural quality state.
Moreover, this component has the intention to provide the developer with ways in which the system can
become better in the aforementioned respect. To achieve these goals an external tool named SonarQube is
going to ke used which quantifies the TD Principal through the number of code inefficiencies according to
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a set of rules. The connection of this tool with our component is going to be established through
Sonar Qubebds API

The TD Interest subcomponelid responsibledr measuring the interest both of the system as a whole and

its software components individually. TD Interest component is able to measure interest both in time unit
(minutes, hours etc.) and as a monetary unit (euros or dollars). This component hastibe o provide

the developer a clear perspective of the evoluti
the measurements of interest mentioned, the component will produce a set of basic software quality metrics,

in order to compreherdh e systemds size, complexity, cohesion
be used as input by tiReusability Index subcomponent

Reusability Index Component

The results of the Reusability Index Component are provided via REST API. Igetttion, we will
demonstrate two API requests by providing each time the appropriate query parameters and we will present
the exact form of requestédés response.

Reusability Index by Commit

The client makes a r equ e svalueina spedifitirevisipnt oj ect 6 s r e u

Figure 46. Reusability Index by Commit Request

As it can be observed, the client mu st provide 2
(b) the commit id (SHA).

sha™: "fhded7f2fda3bbBa3fd2daf@sba312582f40=3£a3",
revisionCount™: 2976,
index": -8.27545537643541346

Figure 47: Reusability Index by Commi Response

The API response consists of a JSON array, within of which there is a JSON object, with 3 attributes: (a)
the commit id (SHA), (b) the incrementing revision number (revisionCount) and (c) the valbe of t
Reusability Index, calculated with the reported methodology.

Reusability Index per Commit

Using this endpointhte cl i ent asks for the projectds reusabi

Figure 48: Reusability Index by Commi Request
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As it can be observed, the client must provide one mandatory query parameter and one optional: (a) the
repositoryds URL (mandatory) and (b) the maxi mum

I

sha”: "b38cf52694f97a511adebb@cBs8fchd478%cafes”,
revisionCount™: 3176,
index": -@.2721750728866231

I
sha”: "f98df72385d91175f223d0459a652f1667212f4",
revisionCount™: 3177,
index": -@.27217650728866231

sha”: "8a49feb58efe48ded763ddeld@ba32adbal8cE15",
revisionCount™: 3178,

index"! -8.2721750728866231

Figure 49: Reusability Index per Commit Response

The API response consists of a JSON array, within of which there are multiple JSON objects, with 3
attributes: (a) the commit id (SHA), (b) the incrementing revision number (revisionCount) and (c) the value
of the Reusability Idex, calculated with the reported methodology.

Both theTD Principal and Interest subcomponentsill be accessible through RESTful web servides,
facilitate the process of integrating and invokingaf@ementioned components both from the inside and
ot si de of SmartCLI DEGs ecosystem.

The analysis results of both components will be presented to the developer in an individual panel inside the
Eclipse Theianstance, along with the computed results of Reeisability Index componentwhich is
closely relagd to theTD Interest subcomponents we already mentioned.

Visual Faradign Online Froe Evilen <<components> £
Service Creation, Compositien & Testing

P 1 - <<component>> a | o
& Service Creation | L
SG API SC API GitLab API GitLab

<<gcomponent>>
Eclipse Theia Extension

<<component>> | ~
——@—Df TD Principal and Interest A A
TD API N
<<component>> TD APl : SonarQube AP SonarQube
Service Creation, Composition and ! - Ve
Testing Ul ' A
—L il New Code API New Code

<<components> 4]
—Q0———0 4{ Reusability Index ‘
RI API Rl APl

. oem b

N
QSAAPI ? Wcﬁpl Consume API Publ%t)\ APl Code G-n?mion API

<<component>> <<gomponent>> <<component>>
Security Component Message-Oriented- Middelware Deep Learning Engine
{MOM}

sl Paradign Snlite “ree Lo

Figure 50: Service Creation, Composition and Testing Component Diagram

Table 30: Service Creation, Composition & Testing Subcomponent

Service Creation

Functionalit : . . , :
y The Service Creation subcomponeistresponsible for creating t

required infrastructure for the creation of a new service and a
the user in ités i mplementat
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Relevant Use Cases (D1.3) UC-0001, UG0003 UC-0014

Functional Requirements

D9

Table 31: TD Principal and Interest Subcomponent

Name TD Principal and Interest

Functionalit . . .
y The TD Interest subcomponeris responsible for measuring t

interest of a systen.D Interestis able to measure interest both
time unit (minutes, hours etc.) and as a monetary unit (eur

dollars).
Relevant Use Cases (D1.3) UC-0001
Functional Requirements D22, D24

Table 32 Reusability Index Subcomponent

Name ‘ Reusability Index

Functionality Reusability Index components responsible for calculating ar
providing the reusability index, which describes the degree to W
a software component can be reused in different systems.

Relevant Use Cases (D1.3) UC-0001

Functional Requirements D24

4.3.2 Interface Specification

Table 33: Service Creation, Composition and Testing Subcomponent

No Interface (/API) Description Type
Provided ‘ Required
1 | Service Creation| The Service Creatiorcomponent offers *
(SC) API API endpoints, in order to accept reque

for creating the structure for th
development of a new service. E4
request should contain:

1 projectName: a name for the
new repository.

1 ogitLabServerURL: a URL
defining the location of th
GitLab server, that is going f{
host the repository.

1 gitlabToken: the access token ¢
the User that is going to own tf
repository.

1 Additional configuration
optionsfor the GitLab repository
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Description

Type

‘ Provided ‘ Required

Service Creatiorreturns a JSON strin
containing the exit code dhe request
along with an appropriate error messa
(in case of failure) or a GitLab proje
URL (in case of success).

2 | TD Principal and
Interest (TD) API

The TD Interest APl is a softwarg
component that provides a web servi
whosefunctionality is invoked via AP
and is responsible for providing tf
interest both of the system as a whole
its software components individually
time & monetary units. Each reque
should contain:

1 repository: a URL referring to
pr oj e adpdsitory (e.g.
GitHub, GitLab, Bitbucket, etc.)

1 ogitLabServerURL: a URL
defining the location of th
GitLab server, that is going t
host the repository.

1 gitlabToken: the access token
the User that owns the repositg

The TD Interest APIreturns a JSI file
containing the measurements of inter
mentioned above, along with a set
basic software quality metrics, such
size, complexity, cohesion and couplir
The | evel of the
granularity will stop at file level.

The TD Principal API will provide a web
service which will be exposed via Al
calls.Each request will have the followii
mandatory parameters:

I sonarqube: the information of
the SonarQube instance whe
the project is analyzed.

1 repository: a URL referring to
projectds repo

The TD Principal API will return a
JSON file containing the measureme

of Principal.
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No Interface (/API) Description Type
‘ Provided Required
3 | Reusability Index | The Reusability APl is a software *
(RI) API component that provides a web servi

whose functionality is invoked via AR
and is responsible for calculating a
providing the reusability index, whig
describes the degree to which a softw
component can be reused iother
systems. Each request should contain

1 repository: a URL referring to
projectaos re
GitHub, GitLab, Bitbucket, etc.)

1 ogittabServerURL: a URL
defining the location of th
GitLab server, that is going t
host the repository.

1 qgitlabToken: the access token
the User tha owns the repositof

The Reusability APIreturns a JSON filg
containing the measurements of f{
reusability index. The level of th
aforementioned index granularity wi
stop at file level.

4 | GitLab API GitLabis used as the source repository *
newly developed services. Other th
storing the code of a service, it al
provides version control and continug
integration capabilities. It provides 4
API, through which its functionalities a
accessible.We use GitlL
create, configure and update the sol
code repositories.

5 | New Code API New Code is an external softwar, *
component that provides a web servi
whose functionality is invoked via AP
New Code provides historical data ab
the projectéds sou
modifications, whose presence

mandatory in order theTD Interest
submmponentto be able to calculate ar
export its results. Each request has {
mandatory parameters:

1 repository: a URL referring to
projectos re
GitHub, GitLab, Bitbucket, etc.)

 commitld: a string value
indicating the distinct SHA valu
ofap oj ectds co
file changes occurred and must
taken into consideration withi
the analysis
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No Interface (/API) Description Type

‘ Provided Required

The New Code API returns a JSON f
containing all the metdata (name o
file(s) modified, start line o
modification(s), etc.) of file changes th
occurred in the commit, whose |
(commitld) was passed as a parametg
the request.

6 | SonarQube API SonarQube is an external tool thg &
analyzes a source code and its ablg
return itds resul
results of the API are in &SON format
and for the request we will need:

1 For the end poin
api/issues/searchs required thg
component key along with th
parameter type=CODE_SMELI
in order to retrieve the issues tk
the developer needs to resolve

For the end poin
api/measures/component we will need
component along with the metric name
order to get metrics or even the T
Principal of a file or the whole system.

7 | QSA API Interface provided by Software Secur *
to request a security assessment
providing either a GitLab URL or
projectobés fil es.

8 | VP API Interface provided by Software Secur *
to request a vulnerability assessment
providing either a GitLab URL or

projectos files.

9 [ Code Generation| Interface provided by Deepearning *
API Engine to request code suggestions.

10 | Consume API Service Creation, Composition a &

Testing component will use Consur
API to send asynchronous message
Service Discovery, Security, DLE, af
Smart Assistant components.

11 | Publish API Service Creation, Composition a ks
Testing component will use the Publi
API to receive messages from Serv
Discovery, Security, DLE, and Smg
Assistant components.
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4.4 Run-time Monitoring & Verification

4.4.1 Support for servicesdeveloped with SmartCLIDE

When services are created in SmartCLIDE the RMV may be employed to generate a runtime monitor for
the service. Runtime monitors supplement, at run time, other quality assurance measures such as testing
and verification that are guoyed at development time. Particularly in SmartCLIDE, when automated
methods used to generate, or assist in the generation of, code for applications with minimal human

i nterventi on, it i s possible for t h eanent serdcesbhe s e
composed to create the new service, or unexpected interactions of features of the components, resulting in
unexpected and undesirable behaviours. Runtime verification may be able to quickly intercept misbehaving
services and take a predetaned defensive or remedial action.

The monitors created for a service may be reviewed by the user and disabled or additional monitors
specified and generated to be run with the serliicaddition, custom monitoring services may be created
as SmartCLIDE gnerated services, to serve other user applications or SmartCLIDE components.

4.4.2 Support to other SmartCLIDE components

Runtime monitoring and Verification (RMV) has explicit support for security and cosémsitivity
SmartCLIDE component in addition to $kasized monitoring for created services and the creation of
bespoke monitoring services.

4.4.2.1Support for Security

I n support of SmartCLI DE®ds Security component t he
Audit module can generate its own auditdagpnsisting of audit records generated at the request of any
component in the system that possesses a valid audit token. The audit service can add audit records to a file
created by the audgtervice,or it can be directed to an interface to an existingitaor logging service

provided by the underlying platformAuditing is configured through the Audit API, which also provides

APIs to generate audit records.

4.4.2.2Support for Context Handling
For contextsensitivity the RMV system provides contegporting services comprising of the abilities to:

A Collect events from any service that incorporates an RMV monitor
A Create bespoke monitoring applications to monitor and report on conditions of interest to the
context system

The Context Handling componenteracts with RMV through the Monitoring Request and Configuration
APl and may also interact to create bespoke monitoring applications through the Monitor Creation API.

4.4.3 Design Approach

4.4.3.10verview

The architecture of the Runtime Monitoring & Verification (R\system is shown ifigure2. The RMV
will incorporate and build upon several existing technologies as well as implementing new features and
integrating them in a novel way to support the runtime quality assurance goal of SmartCLIDE.
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Figure 51: Run-time Monitoring and Verification Component Diagram
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RMV works handin-hand with SmartCLIDE Service Creation and is dependent upon the information used

by Service Creation to compose foactionality needed for a specified purpose. RMV creates a monitor

to run alongside and share certain variablewith the created service. These variables provide the
fiobser ORb Ineeded for the function of the monitors. While running the mmiteport their
output to the Monitoring Framework (MF) as a moni
MF is initialized with EverfResponse Packages (ERP) that associate a sequence of actions with an event
pattern. The set of potentialtaams is customizable and may include both internal actions and actions
outside of RMV. The most common actions are to log and/or notify other components of the event match.

A flexible and configurable Audit Agent (AA) receives notice of secuglgvantevents from RMV and
other SmartCLIDE components. The set of sagtlitable events customizable. The AA is configurable

to select a subset of the auditable events, the cawéittselectionto process through the Logging Agent
(LA) to create a persistt record of the event, and/or through the Notification Agent (NA) to send
notification of the event to other SmartCLIDE components.

4.4.3.2Technology
Among the incorporated extant technologies are:

A the overall architectural framework of command processor, issineture RESTul APIs, and
testing from an implementation of the Next Generation Access Control stdi@hrthy The
Open Groug73].

A the Event Processing Point (EPP) from TIGAC anadaptation and extension of the EPP will
form the core of the Monitoring Framework component

A the runtime erification extensioffi74] to the symbolic model checkft5] will form the core of
the Monitor Creation component

A arecent audit API addition to TOBGAC will be adapted for the Audit Agent

The RMV will include newly developed components SmartCLIDE including:

A Create SMV modeK for the service to be monitored from service specifications used by
SmartCLIDE service creation

Create property specifications in Linear Temporal Logic (LTL) from service specifications
Logging Agent fofflexible and configurable logging

Notification Agent to provide flexible and configurable notification to SmartCLIDE components
Monitor Library to hold various facts and rules needed by other components and modules of
RMV

Thetop-level module of the Runtim Monitoring and Verification component is RMV. The namethef
subcomponennodul es and their constituents ar-eorstbor med
submodule. We provide a brief description of the function of each of the main subcongpamdin
following tables and a more detailecompositioncorresponding td-igure 51, of the modules and
submodules irsection4.4.3

I > >

Table 34 RMV subcomponent Monitor Creation (RMV -MC)

Name Monitor Creation

Functionality Monitor creation utilizes service specifications of the service tmdaeitored to build
a behavioral modednd a set of essential properties. These artifacts are built
service specification information obtained from the Service Registry and from S
Creation, and become input to NuRV, an implementation of an agdamonitor
synthesis algorithm that operates within a framework for Assumpiased Runtime
Verification (ABRV) with Partial Observability and Resgi§]. NURV is an extensio
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of the model checker nuXmv4] [75] 6. This technique allows monitoring even
situations in which not all of the desired variables may be vabkker. It uses the mod
of the system being monitored as an assumption on its behavior that enables re
about the norobservables. The model serves as an assumption of how the serv
behave; it can be detailed, providing a presumably accpratction, or it can bg
coarse and still provide benefit; it can even be empty, except for a declaration
variables in terms of which the properties are specified. In addition to si
monitoring for the specified properties, the monitor willpde a distinct output if thg
observed behavior deviates from the model.

Service specifications used by SmartCLIDE Service Creation to create services
user are also passed to Monitor Creation as coordinated by an interaction b
Service Creatio and Monitor Creation. For the created service the Monitor Cre
creates a monitor to run as part of

variables with the service. The monitor is a combination of individual monitor
properties ofnterest. To create a monitor, first the service specifications are ug
construct a behavioral mod€lof the service and the shared variablesn SMV
notation, to be used as an assumption by the monitor. The properties that the
is to verify are constructed as LTL formulag, e 2, ..., *n (). The resultingK
ande 1, ¢ 2, ..., * nare submitted to NuRV/nuXmv for the synthesis of the monitors

Internally, RMV-MC uses NuRV (with nuXmv) for monitor synthesis. MC provic
the resulting monitors to Service Creation and Deployment to be run with
associated service.

Relevant Use

Cases (D1.3) UC-0025

Functional

Requirements Using patterns and tactics stored in the Monitor Library (RMD), the Create Mode

and Create Properties modules use SmartCLIDE service specifications to prepa
to NuRV andprovides the resulting monitors to SmartCLIDE Service Deploymer

RMV-MC exposes a Monitor Creation APl (MCAPI) outside of the RMV subsys
This API is a subset of the MC control functions used by RMI to control and
coordinate the operation of MC. The internal API includes:

load_service_spec( service_spec)
service_spec2smwervice_spec_id, SMV_model )
service_spec?2ltl( service_spec_id, LTL_ properties)
service_spec2nurv( service_spec_id, NuRVcmds)
create_monitor( model, properties )

graph_monitor( model, properties )

export_monitor( monitor_id )

=4 =4 =8 =8 -8 -89

External MCAPI exposes functions to control the building of an SMV m#ég¢
selection of the shared variables the specification of LTL propertiess, » o, ...,
(" ), and the creation of monitors;. Certain NuRV and nuXmv functions, whic
are dso used internally within RMMMC are also exposed in the MCAPI, including

add_property
show_property
build_monitor
generate_monitor

= =4 =4 =9

¥ nuXmv work carried out within EU Framework Programme -MILS Project; ABRV and NURV work
received funding from EU Horizon 2020, CITADEL Project
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These may be used by a Ul that allows a user to examine, enable/disable, i
properties to be monitorg®60).

Table 35: RMV subcomponent Monitor Library (RMV -ML)

Name Monitor Library

)Ijunctlonallt The RMV-ML is a database of various facts and rules used by other modules of thg
system. Information contained in the ML includes:
1 SMV specification patterns
1 LTL property patterns
Relevant
Use Caseq JC0025
(D1.3)
Elégz?roer:ﬁ:en The Monitor Library provides functions to retrieve information contained in the lik
ts and to update information in the library. Thégactions are exposed through an RN
internal API(D60, D61)

Table 36: RMV subcomponent Monitoring Framework (RMV -MF)

Name Monitoring Framework

Functionalit RMV-MF is the hub and control system of RMV. It containsBEkient Processing Poir

y (EPP) which receives events and current property verdicts from the monitors r
with their associated services. Received events are processed according
Monitoring Framework Configuration Data which includes ExMRasponsd’ackages
(ERP) that define event patterns and associated responses. Received events are
against cached event patterns. When a pattern match occurs the associated resp
the event response cache is executed by the Event Response Execation.fun

Relevant

Use Caseq JC0025

(D1.3)

Elég%til:)eﬁ:an The _RMV—MF provides a Monitor I_Event AI_DI (MEAPI) that is used by the runt

ts monitors to report events and monitor verdicts. Users of the AAAPI must auther
with an EPP token.
The RMV-MF also provides a Monitoring Request and Administration APl (MRAA
that is used by other SmartCLIDE subsystems and components to configure
request monitoring servicgp62, D63)

Table 37: RMV subcomponent Audit Agent (RMV-AA)
Audit Agent

Functionalit
y

Security auditing services comprising the abilities to:

9 Define a set of auditable events
1 Select a subset of the auditable events to be collected in the audit log
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1 Define the format of the audit logcord
1 Generate an audit log record in response to a reported event
1 Store audit records in a persistent audit log file through the Logging Agen
I Manage the audit service and audit log files
1 Generate audit alarms to be delivered througiNibidfication Agent
Relevant
Use Caseq UJCG0025
(D1.3)
Eigitilrcg:ﬁ:an RMV-AA provides an API (AAAPI) visible outside of the RMV to be used to admin
ts operations of the AA and to report audit events. Users of the AAAPI anitisénticate

with an audit token.

Auditing is configured through the Audit API, which also provides APIs to provide
abilities listed above. The APIs provide that ability to control audit functions, su
establishing the set of auditable events, #redformat of audit records; select the
auditable events to subsequently audit; manipulate audit log files; and generat
recordgD60, D61)

Table 38 RMV subcomponent Logging Agent (RM\ALA)

Name Logging Agent

Functionalit . . . .
y Filter and store log messages in a persistent log storage according to the L
Configuration Data

Relevant

Use Caseq JC0025

(D1.3)

Functional . . .

Requi The RMV-LA provides an API (LAAPI) visible outside of the RMV to be used
equiremen A 2 : .

ts admi nister the LAO6s configuration da

RMV-LA may be called by RMMMF as part of an event response, or by RKNA to
commit log entries to the Persistent Log Storage. The logging is done according
Logging Configuration BAta which may be modified by calls to the Log/Not
Administration API. According to the configuration, part of the handling of a log
operation can be to forward the logged event to the Notification Agent for
notification to SmartCLIDE compon&n(D60, D61)

Table 39: RMV subcomponent Notification Agent (RMV-NA)

Notification Agent

Functionalit Send direct notifications to SmartCLIDE components according to the Notifig
y Configuration Data

Relevant

Use Cases| JC0025

(D1.3)
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Functional
Requiremen
ts

The RMV-NA provides an APl (NAAPI) visible outside of the RMV to be usec
administer the NAOGs configuration dag

RMV-NA may be called by RMM_A as part of a logging operation; by RMV-AA to

raise audit alarms to subscribed SmartCLIDE components. The notification is
directly over a committed link to another SmartCLIDE component or over the

according to the Logging Configuration Data which is modified by calls to
Log/Notify Administration API. According to the Notification Configuration Data

manner of the notification is determin@261).

The Logging Agent is concerned with creating persistent stores of log entries, while the Notification Agent
is concerned with communicating directly to SmartCLIDE components the occurrence of events of interest
to those components (such events may aldodged and/or entered in an audit trail).

4.4.4 Interface Specification

Table 40: Run-time Monitoring and Verification Subcomponent Interface

Interface (/API) Description Type
Provided Required

1 | Servicelnfo(Creation)/| |nterface provided by Service Creation to *

getServiceSpec obtain information about a new service to

created

2 | Servicelnfo(Registry)/| |nterface provided by Service Registry to *

getServicelnfo obtain information about an existing servics
3 | NuRV Commands | |nterface to use NuRV functionsicluding: *

(accessed via the

. A NuRV/ build_monitor
NuURYV Interaction ) X i .
module) Build the symbolic monitor for a given LTL
property

A NuRV/ generate_monitor
Generate standalone monitor
A NuRV/ heartbeat

Verify one input state in the symbolic
monitor

A NuRV/ read_model
Reads SMV model file

A NuRV/atten_hierarchy
Flattens hierarchy of modules
A NuRV/ encode_variables

Builds the BDD variables necessary to
compile the model into a BDD

A NuRV/ build_flat_model

Compiles flattened hierarchy into a Scalar
FSM

A NuRV/ build_model
Compiles thdlattened hierarchy into a BDD
A NuRV/ add_property
Adds an LTL property to the list of properti
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A NuRV/ read_trace
Loads a previously saved trace

4 | Monitor Creation API | Monitor creation functions, including: *
9 MonitorCreation/ createMonitor

Monitor Creation invoked by Service
Creation or SmartCLIDE orchestration.

1 MonitorCreation/graphMonitor

Provide a visual graph of the monitor for
display by the Ul

5 Monitor Event API Use monitoring functions, including:
1 MonitorEventireportEvent

Used by monitors (and potentially other
SmartCLIDE components) to incrementally
submit events for processing

6 Monitoring Request | Control Monitoring functions, including:

and Admin API 1 MonitoringRequest/
listAvailableMonitors

Used by SmartCLIDE components to
discover available monitoring data channel|

1 MonitoringRequest/
registerForNotification

Register for naotification of monitoring data
1 MonitoringRequest/ loadiERP

Load immediate EverRResponse Package
(E-R package expressed in Ev@asponse
Language) without activating it

1 MonitoringRequest /unloadERP

Delete and ERP. Deactivate the ERP first i
the ERP is currently active

1 MonitoringRequest/ activateERP

Activate a loaded ER¥ begin looking for
eventpatterns specified in the ERP

1 MonitoringRequest/ deactivateERP

Deactivate an ERP but do not unload it. It
can be reactivated without reloading

1 MonitoringRequest/ currentERP

Get name(s) of currently active ER
package(s)

7 Log Admin API ControlLogging functions, including:
1 LogAdmin/ logControl

Name and location of the log file(Ppen a
new log file

8 Notify Admin API Control Notification functions, including:
1 NotifyAdmin/ notifyControl
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Change Notify Configuration Data to add o
remove notifications and to change
notification parameters

9 Audit API Control auditing functions, including:
9 Audit/ auditControl

Set audit record format; Get/Set list of all
auditable events; Choose whether audit
records are stored insgparate audit log file
or in the regular log

9 Audit/ auditSelect

Select among auditable events to log; The
current audit selection may have the provic
selection added to it or it may be reset to tf
provided selection

1 Audit/ auditLogdfile

Manipulate auditog files; create a new audi
log file; safely close previous file

I Audit/ auditGen

Generate and Audit Record with the specif
audit event identifier and audit data
according to the format specified in the Auj
Configuration Data

10 | MOM API MOM provides asynchronous *
communication by the Monitoring
Framework and the Natification Agent with
other SmartCLIDE components. The
Monitoring Framework will publish lists of
subscribeable monitor information and
monitoring results to subscribing
SmartCLIDEcomponents, will accept
subscriptions, and provide notifications to
subscribers

4.4.5 RMV Component, Modules and Submodules

Runti me Monitoring & Verification is considered
The subcomponents that make itagr e desi gnated-x&s amad ulhes r i RMW m
designatxydd AiiRiIMVdocument ati on. The source -lewadde mo
component , Airmv_xo0 for modules, and Armv_x_yo f ol

module and submodule labels. Following are the currently defined modules:

U rmv_mc- monitor creation

A rmv_mc_cnt create model
rmv_mc_cps create property specs
rmv_mc_nuk interface to NURV/nuXmv/NuSMV
rmv_mc_iss import servicespecification
rmv_mcapi monitor creation API
U rmv_mf- monitoring framework
A rmv_mf_ctl- monitoring framework control module
rmv_mf_epp- event processing point
eppapi event processing point API
rmv_mrapi- monitoring request API

> > > > >

> > >
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U rmv_ml- monitor libray
A rmv_ml_mt- model templates
A rmv_ml_pst property specification templates

U rmv_aa auditing agent

A audit- generic audit manager

A auditapi- auditing API
rmv_la- logging agent

A rmv_Inapi- logging and notification API
rmv_na- notification agent
cme_sim- simulation of the context system
exec_sim simulation of service/monitor execution
miscellaneous and utility modules
A command generic command interpreter
command_rmv definiton of commands specific to rmv tool
erl - EventResponse Language epp
jsonresp JSON responses for Web APIs
param- global parameters
procs- stored command procedures
sessions dynamic session information
test- self test framework
ui - simple console 1/O utilities

c:

c-ccC:

I I I T I D > >

Currently the entire RMV, including its modules anthisodules, will run as a single process with multiple
threads. However, external tools, such as NURV and graphViz are executed as separate processes.

The following subsections describe the key source code modules and submodules.

4.4.5.1Runtime Monitoring & Verifi cation (RMV) Module

This is the toplevel module of the Runtime Monitoring & Verification compondhtontains all of the
RMV modules including one that makes the various RMV functions available as a server with Web
interfaces.

In the assumptiotrased runtime verification (ABRV) monitoring paradigm the model of the system is
treated as aassumptioron thebehaviourthe system being monitored. It can serve as predictive future
behaviourof the system being monitored but it is acknowledged that the dsbaliourof the system

may differ from that predicted by the model. This divergence between the model andldmédniption
could happen in several ways: the code or the mod
semantic differences such as from a misunderstanding of the semantics of the constructs of the
implementation language and the modek#ffmation language, from a difference in the level of abstraction

of the expressions, from incorrect translation of the model to the code (or vice versa depending on the actual
sequence of steps of devel opmentsagpmgtammiadlanguagei on)
compiler or in the specification language interpreter, or unaccounted for dependencies or influences from
outside of the service.

4.4.5.2Monitor Creation (RMV -MC) Module

This module works with Service Creation and Service Discovery &ecneonitors for servicelf.performs
the following functions:

A receives requests from SmartCLIDE service creation to construct a monitor for a service

A retrieves from service creation and other SmartCLIDE sources information about the service and
packaged as a service specification from which a monitor can be synthesized

A calls upon MC submodules to generate and compile the information needed to use the ABRV
method of monitor synthesis embodied in the NuRYV tool

A invokes NuRV to synthesize a monitor, orpdeding on an option, to determine that a monitor
can be synthesized
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store information about the constructed monitor in the monitoring library

notify the requester of the identifier of the generated monitor

provide a function whereby the deployment serei@e use the monitor identifier to retrieve the
portions of the monitor that must run with the monitored service

> > I

4.4.5.2.1 Create Model (RMV-MC-CM) Module

This module takes a service specification as input and returns a model of the service. The format of the
created structure is defined by the monitor library module. The substance of the model is a transition system
expressed in the SMV language. Information about the service to be monitored is to be obtained from other
SmartCLIDE components and placed into a sergpecification structure by the RMWC-ISS module.

The method of the module uses the service information to drive the application of a grammar for a fragment
of the SMV language as a generator for sentences corresponding to the service specification.

4.4.5.2.2 Create Property Specification (RMAMC-CPS) Module

This module takes a service specification as input and returns a list of properties of the service to be
monitored. The format of the created properties is defined by the monitor library module. The sutbstance

a property is an expression in linear temporal logic (LTL). The monitor library containslirsuyp of

LTL patterns that can be used to express common properties or prfopgmgnts andomposed to create
encoded properties of the service returbgdhis module. The properties, gleaned from information about

the service, may relate to correctness, constraints, exception conditions, timing, or anything consistent with
the available observables and the collection method.

4.4.5.2.3 Import Service Specification(RMV -MC-ISS) Module

This module is responsible for importing information about a service and building a service specification
in the form utilized by the other modules of Monitor Creation. The information may arrive as parameters
of an external requestg., by service creation, to the monitor creation API, or by this module directly
consulting other SmartCLIDE components for information about the service or other general information
common to all created services. The information to be collected mssffiment to construct the model

and the properties of the service to be monitored. In sasesnot all of the information may be used.

Necessary information includes the variables, or a subset thereof, that define the state of the service,
definitionof functions or operations that alter the values of the state variables, identification of the execution
model, and the conditions and/or timing of the steps for synchronization of variable value capture. The
nature and format of the information availabiem other SmartCLIDE components is a product of their
respective design efforts and is being reviewed as part of this design effort. Negotiations between the design
efforts will be undertaken as needed to obtain sufficient information for monitor signffies information
gathered will be put into a definegrvice specificatiostructure for consumption by the RMMC-CM

and RM\AMC-CPS modules.

4.4.5.2.4 NuRYV Interface (RMV -MC-NUI) Module

This module provides an interface to the NuRV runtime verification todls AR provided to create an
instance of NURV and to establish a communication session with it. The NuRYV Interface is able to direct
NuRYV to import the model and properties for a service to be monitored and to generate online or offline
monitors for that ervice.When a monitored service is run tmenitoringframework establishes a session

with NuRV and with the monitor sensor deployed with the service to step the monitor using heartbeat
messages that communicate to the monitor the value of state predicate

4.4.5.3Monitoring Framework (RMV -MF) Module

This module, the tofevel module of monitoring framework, works with Monitor Creation and the Monitor
Library modules to collect events from monitored services, to respond to patterns of such events with
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associated with actions as defineddwent resporesspackagesxpressed in the EveResponse Language
(ERL), and to process requests from clients within SmartCLIDE to receive monitoring results. The
Monitoring Framework performs the following functions:

>\

accept events from each active monitor and processrding to the steps defined for that
monitor

store and interpret event response packages to execute defined responses for matched event
patterns

forward requests for logging or notification generated by event responses

accept requests from client prooesdo receive information related to ongoing monitoring
activities

process the loading/unloading and activation/deactivation of event response packages according
to the ongoing monitoring activities

>\

> >

>\

4.4.5.3.1 RMV Control (RMV -MF-CTL) Module

Overall coordination, asecessary, of the executiohthefunctions of the Monitoring Framework listed
above is provided by this module. The module may simply comprise code in thevebfRMV-MF
module.

4.4.5.3.2 Event Processing Point (RMVMF-EPP) Module

The EPP providegrogrammed responses to event patterns. The event patterns and responses are encoded
in the EvemResponse Language (ERL). The response is implemented as a sequence of primitive action
commands that are independently and modularly definable. The EPPhlit®AdP| can be instructed to

load EventResponse Packages (ERP) coded in ERL, and to activate/deactivate loaded ERPs. A distinct
APl is provided for reporting events to the EPP which are then matched against event patterns in an ERP.

4.4.5.4Monitor Library (RMV -ML) Module

The Monitor Library provides storage and access to various information needed within the RMV
subsystem. In particular, templates for creation of the service model in SMV, templates for the creation of
property specifications in LTL, and compibain rules are used by the logic of the RNMAC-CM and
RMV-MC-CPS modules to create the model and properties of a service.

4.4.5.4.1 SMV Model Templates (RMV-ML -MT) Module

This is a library of patterns for the construction of a model of the service to be monitqrassed in

SMV. The patterns are a fragment of SMV expressed as attributed grammar rules in the Definite Clause
Translation Grammar (DCTG) logic programming formalism. The grammar rules are used as a generator,
rather than as a recognizer, thatisguidddr ough t he grammar 6s semanti c a
an SMV model using the available service specification information.

4.4.5.4.2 Property Specification Templates (RMMAML -PST) Module

This is a library of parameterized Linear Temporal Logic (LTL) pasternt ak en f r om Dwyer 06s
[77] that is usable by the property composition mechanisms in Create Property Specification module, and
ultimately exported in the LTL syax defined by NuSMV.

4.4.5.5Audit Agent (RMV -AA) Module

The Audit Agent encompasses an APl module and an audit function module. The audit APl provides
interfaces to administer the auditing functions. The audit functions include:

changing the set of auditableesxs
selecting the set of events to be audited
managing the audit log storage
managing audit alarms

T I >
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4.4.5.6Logging Agent (RMV-LA) Module

The Logging Agent is responsible for creating a persistent storage log of events that are chosen to be so
logged. It carcreate a single integrated log or several distinct logs. Logging is used by the Audit Agent for
persistent audit log storage, by the Event Processing Point for logging event responses, and it may be used
by any other SmartCLIDE subsystem for centralizeygiog.

4.4.5.7Notification Agent (RMV -NA) Module

The Notification Agent is able to communicate to other SmartCLIDE components either through
synchronous direct pokitb-point connections or asynchronously through the MoM. Notification Agent
actions are performeaatcording to configuration information maintained within the module by notification
administration functions.

4.5 Security

4.5.1 Vulnerability Assessment

Software security is a critical consideration for software development companies who want to provide safe
and aependable software to their cliefit8]. Modern software applications are typically acdadsghrough

the internet and handle sensitive data. As a result, they are continually vulnerable to harmful assaults.
Exploiting a single vulnerability can have f@&aching repercussions for both the end user (e.g., information
leakage) and the organizatithat owns the affected software (e.g., financial losses and reputation damages)
[79]. As a result, the software industry has shifted its focus towards creating proactive approaches that may
give developers with suggestive information about the security quality of their program by detecting
susceptible hotspstin the source code.

The Vulnerability Prediction (VP) mechanism is one such system that enables the prediction and mitigation
of software vulnerabilities early in the development cycle. By assigning limited test resources to potentially
risky items, VPmodels (VPM) can be utilized to prioritize testing and inspection efforts. Several VPMs
have been developed throughout the years that use a variety of software elements as inputs, such as software
metrics, static analysis warnings, and a text mining agpr&aown as bag of words (BoWj8], [80].

Although these models have shown encouraging outcomes, there is still room for improvement. Static
analyss warnings contain a high number of false positives in addition to severe alarms. The BoW technique
appears to produce better results than static analysis alerts and the usage of software metrics; however it is
overly reliant on the software project ugedmodel training. As a result, current research has switched its
attention to more complex approaches for detecting patterns in source code that signal the presence of a
vulnerability. They concentrate on collecting information from a specific softvpalecation's raw source

code or from abstract representations of its source code, such as their Abstract Syntax Tree.

Using the raw text of the source code in the form of sequences of instructions, this work creates deep
learning (DL) models capable ofgaticting whether a software component is susceptible or not, employing
approaches from the fields of natural language processing (NLP) and text classification. We used
approaches from the NLP discipline for this aim. The source code is seen as texe ankhdhability
assessment work, like sentiment analysis, is regarded as a text classification problem. So, using NLP
techniques such as Bidirectional Encoder Representations from Transformers (BERata pre
processing and transformation to sequences, and training DL models (e.g., recurrent neural networks)
suitable foranalysingsequential data, we detect potentially vulnerable components using a binary classifier
trained prinarily on text token sequences from the source code. Furthermore, software measurements
acquired by static codmalysersin conjunction with text mining approaches, might be utilized to improve

the prediction performance of the models.

4.5.1.1Text Mining

The pocess of tokenizing a text, such as the source code, is known as text if@sgmplest text mining
approach is BoWs2]. In BoW, the code is divided into text tokens, each of which is accompanied by the
number of times it appears in the co8e,. each word corresponds to a feature, and the frequency of that
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feature in a component adds up to the value of that feature for that component. Aside from BoW, text
mining employs natural language processing techniques such as wéfg2etmined embeddg vectors
to extract semantic information from tokens.

4.5.1.2Datasets

As part of the current effort, we created two distinct VPMs, one for each of two commonly used
programming languages, C/C++ and Java. We used a vulnerability dataset generated fromotved Nati
Institute of Standards and Technolo§yf$T) datasources in the case of C/C++: the National Vulnerability
DatabaseNVD) andthe Software Assurance Reference Dataset (SARD) . This dataset contains 7651 class
files, 3438 of which are classified as segtible and the remaining 4213 as clean. In the instance of the
Java model, a dataset given ®YWASP isused to train and assess the model. We gathered source code
files written in both Java and C++ programming languages and used a varietpaiqessig approaches

to convert the datasets into a series of words (i.e.tokens). All comments, as well as the header/import
instructions that specify the usage of certain libraries in the class, were deleted from the dataset. The
numeric values were then changeith a unique identifier "numld$," while the text values and characters
were replaced with another unique identifier "stride$.” All blank lines are also deleted before the text is
converted into a list of code tokens (such as new, char, strlen, and isotlog)order they occur in the
source code.

Because ML models understand numerical values, these generated tokens are replaced by an integer
(integer encoding4) after data purification. These numbers are then converted into vectors known as
embedding vdors. These vectors are numerical representations of text tokens and have a specified size.
Embeddings are essential because they can better represent a token than basic integer values.

4.5.1.3Performance Metrics

Several performance metrics are available in iieeakure and are widely used to assess the prediction
performance of ML models. The number of True Positives (TP), True Negatives (TN), False Positives (FP),
and False Negatives (FN) produced by the models is generally used to compute these perfortmesice me

In the case of vulnerability assessment, we lay a specific focus, as in earlier studies, on the Recall (R) of
the produced models, because the greater the Recall of the model, the more real vulnerabilities it predicts.
Aside from the capacity of th@eated models to identify the great majority of potentially vulnerable files
present in a software product, the volume of the produced FPs (i.e., neutral files identified as vulnerable by
the models) is crucial to examine because it is known to impachddels' practicability. Due to the high
number of FPs, developers must check atmeral number of neutral files in order to discover a vulnerable

file. As a result, the number of FP is related to the amount of human effort required by developecs to de
files containing vulnerabilities. The lower the number of FPs, the better the accuracy of the model. As a
result, we must consider both recall and precision. This finding emphasizes the significance-stthe,f1

which represents the balance ofgis@on and recall. However, because it is more essential in VP to detect
susceptible (i.e., vulnerable) files at the price of creating FPs (but not too many), we-ssexkfas our
assessment metric to adjust our models and evaluate them on testietsdatas f2score is a weighted
average of precision and recall, with recall being more important than precision. It is equivalent to:

0

P ¢ zZ0i QOHYRGEOHA &
Cz0l QOO VOO &

7 https:/iwww.tensorflow.org/tutorials/text/word2vec
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4.5.1.4Results

A pretrained BERT[81] model is employed. It is, in fact, the prained BERT model for sequence
categorization. In terms of size, it is classified as a BERT base model. This implies that the model possesses
the following characteristsc

Table 41: Hyper-parameters of BERT base model

Number of layers

Hidden size

Total parameters

Two case studies are presented here, one for a C++ project and one for a Java project. The major objective
of these case studies is to assist the reader in understanding how the suggested solution works and what
advantages are expected. The project that was used for the C++ casesttuayl at GitHub, and its URL

is: https://github.com/akshitagit/CPBelow we provide screenshots from the request and the response
using POSTMAN:

Params @ Authorization Headers (8) Body @ Pre-request Script Tests @ Settings Cookies

Query Params

KEY VALUE DESCRIPTION soo  Bulk Edit
project_path https://github.com/akshitagit/CPP
Body Cookies Headers (5) Test Results fﬁj Status: 200 OK Time: 22.46 5 Size: 13.01KB Save Response
Pretty Raw Preview Visualize JSON  w = mQ
1 f
2 "message”: "The request was fulfilled. ",
3 “results”: [
4 {
5 "file path": "testRepo/akshitagit CPP\\AdHoc\\Bit Hacks.cpp",
6 “vulnerability_flag": 1,
7 “vulnerability_score™: @.9541598558
8 T
9 {
1@ "file_path": "testRepo/akshitagit CPP‘\\AdHoc\\FastIO.cpp"”,
1 "vulnerability_flag”: @,
12 "vulnerability score”: 8.601812805
13 T
14 {
15 "file_path": "testRepo/akshitagit_CPP\\AdHoc\\Gray Code.cpp"”,
16 “vulnerability flag": 1,
17 “vulnerability_score™: 8.9271811247

18 b

Figure 52: The request and response of the Vulnerability Assessment service for the C++ Use Case

The same process is followed for the Java case study wheamalysedthe GitHub project with url
https://github.com/jsotiiterator/java:
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Params @ Authorization Headers (8) Body @ Pre-request Script Tests @ Settings Cookies
Query Params

KEY VALUE DESCRIPTION oo Bulk Edit
project_path https://github.com/json-iterator/java

Body Cookies Headers (5) Test Results @ sStaws: 200 0K Time: 31.00s Size: 16.98KB  Save Response v

Pretty Raw Preview Visualize JSON = m Q
1 q
2 “message”: "The request was fulfilled. “,
3 “results”: [
4 {

5 "file_path": “"testRepo/json-iterator_java\\android-demo\\src\\androidTest\\java\\com\\example\\myapplication\\ExampleInstrumentedTest.java",

“wulnerability flag": 1,

7 “wulnerability_score”: 8.99541521@7

8 L

9 {

10 “file_path": "testRepo/json-iterator_java\\android-demo\\src\\main\\java\'\com\\example\\myapplication\\DemoCodegenConfig.java",
11 “vulnerability flag": 1,

12 “vulnerability_score™: 8.9974604845

13 L

14 {

15 “file_path": "testRepo/json-iterator_java\\android-demo\\src\\main\\java\'\com'\example\\myapplication\\MainActivity.java",
16 “vulnerability_flag": 1,

17 “wulnerability_score™: @.9985143976

18 i

Figure 53: The request and response of the Vulnerability Assessment service of the Javae@Gase

The useful information extracted by this model is that a vulnerability flag and a vulnerability score is
assigned to each source code file (in case of C++) or class file (in case of Java) in the project. The
vulnerability flag indicates the poteritixistence of vulnerabilities in the file and it can be equal either to
zero (i.e. indicating that the file is not likely to be vulnerable) or to one (i.e. indicating that the file is likely
to be vulnerable). The vulnerability score is the likelihoodhwrhich the model assigns these flags to the
files. In other words, the score denotes how sure the model is about its predictions.

4.5.2 Security related Static Analysis

A software vulnerability is a defect in the design, development, or configuration of softvahin case of
exploitation it can violate a security polif83]. The vast majority of software vulnerabilities are produced
by a small number of common programming err[@4],[85]. These errors are made by developers
throughout the coding process, usually due to adéskcurity expertise or to the rapid production cycles.
It is, however, unrealistic to expect them to recollect hundreds of sepeldted issue patterns and bad
behaviors that they should avoid. As a result, effective tools are required to help tidrm@wducing
such security issues and, as a result, write more safd&%j(f36].

Static analysis has been demonstrated to be effective in discovering security issues early enough in the
software development process. Their primary differentiating characteristic is that they are applied
immediately to thesystem's source or compiled code (or a representation of the source code), without the
requiring its execution. Indeed, static analysis has been shown to be useful in detecting security flaws early
in the software development process. It is regarded assamtial approach for enhancing security during

the software development process as a whole. This belief is shared by several software security experts,
while well-established secure software development lifecycles (SDLCs), such as Microsofts SDL
OWASP's OpenSAAN, and Cigital's Touchpoint$ advocate for the use of static analysis as the primary
mechanism for adding security during the SDLC's coding (i.e., implementation) phase. Furthermore,
according to the BSIM[t initiative, ASA is a securityactivity frequently used by big technology
businesses such as Google, Microsoft, Adobe, and Intel. As a result, static analysis should be incorporated

18 https://www.microsoft.com/ens/securityengineering/sdl
19 https://www.opensamm.org/

20 http://www.swsec.com/resources/touchpoints/

2! https:/fwww.bsimm.com/
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into the software development process for securitycal software systems such as web apps, loT
software, etc.

Besidegheir capacity to discover possible security concerns (i.e., vulnerabilities) in a software product's
source code, static analysis techniques may be used as the foundation for obtaining more complex and
abstract information about the exed software's overall security. In reality, because staticawalgser

outputs are large lists of raw warnings (i.e. alerts), they do not providaceasgerstand insight to
software product stakeholders (e.g., developers, engineers, project regatgerAs a result, appropriate
knowledge extraction techniques should be utilized to extract seceldted information from these raw

data and provide it to the user in a more natural and readily comprehensible manner (e.g., through
aggregation, vigalization, etc.). To that aim, static analysis tool findings have recently begun to be utilized
as the foundation for the development of models and methodologies capable of aggregating the raw
warnings produced by the tools in order to give quantitagpeasentations of critical security features of
software programs. The lolevel alerts generated by static ceamlysersas well as the higlevel metrics

derived from their smart aggregation, are intended to facilitate the development of more waie soft

To that end, the SmartCLIDE project aims to provide solutions for monitoring and enhancing the security
of software applications (taskr workflow-level) based on static analysis, correctly configured to detect
security problems. In particular, wve®nducted a review of the literature to identify the best static code
analysersfor detecting security problems. Then, we created the Secalitied Static Analysis
Subcomponent (SSAS), a static analysis framework/platform that combines popular datinalgsers

that are appropriately configured to identify security vulnerabilities. The framework (i.e., subcomponent)
is extremely configurable, enabling the user to specify which sorts of security vulnerabilities (e.g., Buffer
Overflow, Crosssite Scriping, Denial of Service, etc.) it should look for while evaluating a given software.
The platform is also highly extensible, allowing for the incorporation of new stati@oadieserso address
different demands, domains, and programming languages. Aside the static analysis itself, an
aggregator module is used for advanced aggregation of the static analysis timdifgysadditional high

level insights (e.g., at the workflow level) and more abstract information with regard to the security level
of the examined program. Statéthe-art models and aggregation approaches were used and extended for
the design of the aggregator modtadit in the framework of the SmartCLIDE project. The quantitative
aggregated expressions are anticipated to givéuhatgights to nortechnical stakeholders such as project
managers, facilitating decision making across the whole software development process. A REST API is
provided to access the SSAS subcomponent. It is illustrated in two case studies, which feabsanhdr
opensource applications.

4.5.2.1Security Analysis Platform/Framework

One critical step in our study was to conduct a survey of current statiacalysershat might be used to

check and validate the security level of software products. Therevamlsgtatic analysis tools available,

each of which covers a single language or a group of languages. Research has been performed on the right
tools to incorporate into the model, which must address a wide variety of security concerns while also being
extendable and relevant to other programming languages in the future. The first focus of SmartCLIDE is
on evaluating software products built in the Java and Python programming langusgésols that will

be chosen for integration into the framework shdagdable to detect errors in the source code, offer a
comprehensive analysis of the code and the error, propose an indicated solution to the problem, and detect
a wide variety of security risks.

To comply with the project'®pensourcephilosophy, we optedo employ opersource technologies.
Furthermore, this would provide the community with free access to our ideas, improving their usefulness.
The tools described above were deliberately picked since each one covers a different field, and combining
them wold result in greater overall coverage of security concerng? Gffers a number of metrics for

Java code, measurements that are directly applicable to code characteristics and may be incorporated in
security models. Furthermore, CK generates thorougfiilesuvthat list all of the errors discovered by the

tool as well as their location (file/class, line of code, directofyg. chose to allow users to calculate

22 https://github.com/mauricioaniche/ck.
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software metrics using our security analysis methodology, because there are several stuttisatbad
tight link between software metrics and software vulnerabili@@} [88], [89], [90].

PMD? is a static codanalysetthat identifies infractions to specified rules based on best pradfibvé.

defines a collection of rab from which one may construct appropriate rulesets addressing security
problems. PMD comprises exception handling rules, abused functionality rules, null pointer rules, and other
rules that are combined together to build a ruleset for particular sitsgtitull Pointer ruleset, Exception
Handling ruleset, etc.). Furthermore, PMD offers a thorough csv file (NullPointer.csv,
ExceptionHandling.csv) addressing the concerns and rules of each ruleset inside the source code for each
individual ruleset. We havesed PMD as the foundation of security models in the liter{@die

SonarQub# is a platform that currently supports 27 programming languagesnies with a range of
security profiles by default, as well as the ability to construct profiles that address particular security
concerns that the user may choose to include in a septoftle. By providing an API, SonarQube exposes

the proper endpoints to retrieve the analysis scores in JSON form, after completing the analysis.
Additionally, by visiting the SonarQube site, a detailed analysis of the pamjalstsedvith all the metris

and issues raised is presented in Sonar GUI, giving the user the ability to examine everything in detail.
Pylint and Bandit are two statanalysersdesigned particularly for Python. Both improve Sonarqube's
security coverage and round out the entireisgccoverage for Python applications.

Following the selection of the most appropriate static emadysersthe service that matches to our security
analysis framework/platform is builthe framework's functionality is accessible via a RESTful API. In
detail, the user can access the service using an HTTP request. This request should include the url of the
project to be examined (e.g., GitHub, GitLab, Bitbucket, etc.), the language of the projecnalysed
(currently Python or Java), and a JSONuding the desired configuration of the selected tools as well as

of the aggregator. The entire architecture is suited to scalability. Specifically, our service is built on platform
logic, which means that the user will be able to access it via HTTP tegiiedgll be easy to include in a

variety of projects because its functionalities are exposedRESTfulAPI, and it will be easy to extend

and support more programming languages and tools included, because it is built in MVC logic, which
means thathtere is a different subegment for each tool.

When the analysis is finished, the service returns a JSON file containing the values of each property picked
by each independent tool, as well as the property scores, characteristic scores, and ovesalhdeguri
Furthermore, by invoking a different URL, the user has the opportunity to save locally a full CSV report
from all the tools used, detailing errors in the source code, their specific location, and, in some cases,
suggestions for how to addresstsigsues. The security analysis platform is highly customizable.

Aside from specifying the tools and security concerns the framework should look for, the user may
customize the aggregator via the submitted reqléste specifically, the user may choose tsecurity

model's properties and characteristics, as well as the thresholds for assessing the properties and the weights
for computing the scores of the characteristics and the overall security score of the system. This is
significant because it enabléise user to build their own models for examining the security level of
software, since it is well recognized in the literature that no one model is enough for evaluating all types of
softwarg85]. It should be mentioned, however, that predefined security models have been developed based
on our security expertise as default security profiles to be used by users either Bing¢ses software

projects or as a blueprint on how to construct their own models.

4.5.2.2Results

The suggested security analysis framework/platform is presented in this section through two case studies
on reatworld opensource software applications. In padiiar, two examples are presented, one for Java
and one for Python programming language. The primary objective of these case studies is to assist the
reader in understanding how the suggested solution works and what advantages are anticipated. As
previoudy stated, the functionality of our model is provided via a REST APIl. We will illustrate how to

2 https://pmd.github.io/.
24 https:/fwww.sonarqube.org/.
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correctly call our services using POSTMAN, what sort of request our endpoint allows, the response to the
request, and the functionality behind the calls.

A screenshot of the POSTMAN request for evaluating a Java project using the default Java model is shown
below. This is a tutorial for anyone interested in learning about the structure of a request and using our
platform.

Java Evaluation v

posT v hiipiocahnostaosoicadelginub m

Params ®  Authorization  Headers (8)  Body ®  Pre-request Script  Tests  Settings Cookles
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE CONTENT TYPE eeo  BulK Edit
url https://github. pring-bx ter
properties {"CK"{"lcom™[0, 0:125, 0.7], "cbo™:[0.01, 0.207, 0.5]}, "PMD™{"A applicationfjson
sonarqube {"'metricKeys"{"complexity":[0, 1147, 9.067, “code_smells":[0, 0. applicationfjson
language Maven

Figure 54: The request that needs to be submitted for analysing a Java project using the SSAS
service

When the analysis is finished, the service delivers a JSON file containing the findings of the analysis. The
SSAS response for the softre repository utilized in the current scenario is shown below.

"Property Scores": i
"Logging": 1.0,
"NullPointer": ©.4980782

"MisusedFunctionality"

67,
660453021134,
"insecure-conf": 1.0,

‘auth”: 1.0

"lcom™:

5645606669905,

"'weak-cryptography”: 1.8

"ExceptionHandling”:
"dos™: 0.40087955228
‘wmc" 1 0.19
"sql-injection”
"Assignment": 1.8,

"cbo™: ©.334186655341201,
1.0,
"vulnerabilities": 1.0

699604483945572,

"ResourceHandling'

.
"Characteristic Scores":
"Availability": @
"Confidentiality"
"Integrity™: ©.75229

.
"Security index": {
"Security Index™: ©.7857605778863135

1

Figure 55: The response (i.e., evaluation report) of the SSAS service for the Java use case

The first section of the JSON contains the normalized values of tfileutgs chosen from each tool.

Foll owing that, the AProperty Sacolates propery scoresiasn pr
well as the thresholds for each property. Foll owi
were compued by multiplying the weight by the property score for each characteristic. Finally, the overall
ASecurity I ndexo of the project under consi der a
determined by the characteristic scores.

The similar methods used for Python project analysis. The only parameter that changes are the properties,
which include the appropriate tools for Python analysis as well as the project's url and the language, which
should be defined as Pythahscreenshot of the POSTMARquest is shown below. This is a tutorial for
anyone interested in learning about the structure of a request and using our platform.
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POST ~  http:j/localhost:8080/code/github m
Params Authorization Headers (8) Body ®  Pre-request Script  Tests  Settings Cookies
none @ form-data X-www-form-urlencoded raw binary GraphQL
KEY VALUE CONTENT TYPE oo Bulk Edit
url https:/fgithub.com/argykets/Sentiment-Analysis-in-Greek-Tweets
sonargube {"metrickeys":{"complexity™[0, 1147, 9.067], "code_smells™[0, 0. applicationfjson
language Python

Figure 56. The request submitted for analysing a Python project using the SSAS service

il
"Sonarqube": {
"complexity": ©.19428232268275794,
"insecure-conf": 0.8,
‘auth": 0.0,
"'ncloc”: 101089.a,
'weak-cryptography": 0.0,
"vulnerabilities": 9.0,
'dos": 0.8,
'sql-injection™: 0.0
b
"Property Scores": {

‘complexity": O. 957232405,

"insecure-conf": 1.8
‘auth": 1.8,
‘weak-cryptography": 1.0,

(=3,

"vulnerabilities": 1.

18
1.0,

"dos":

"sql-injection™: 1.8
i,
"Characteristic Scores": {

"Availability": .9 54164786163,

"Confidentiality 01454164786162

"Integrity”: 8.9601454164786162

i,
"Security index": {

"Security Index": 0.9601454164786161
H

Figure 57: The response of the SSAS service using Python project

For the time being, the idle Python security model supports SonarQube characteristics. In thaprture,
sourcetools such as Bandit and Pylint will be introduced to improve Python's security. Again, as indicated

in the response, the first portion of the JSON contains the normalized values of the SonarQube attributes.
Foll owing that, t h e rofiides thepudlity fugctioR®alcalatesl property scoresias n - p
well as the thresholds for each property. Foll owi
were computed by multiplying the weight by the property score for each charactenigtity, the overall
iSecurity I ndexdo of the project under consi der a
determined by the characteristic scores.
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Vizual Paradigm Online Free Ediion <<component>> E
Software Security Assurance

—~ ‘ <<component>> 5]‘ e

o— vy +—
<<compohent>> \ T e ‘ Quantitative Security Assessment ‘ . o \_
Software Security Assurance Ul QSA API QSA API T SonarQube AP| SonarQube AP|

v

<<component>> g

O—n—— 00— Vulnerability Prediciton

VP API VP API

! f

<<component>> 1] <<component>> 4]

Service Creation, Composition & ge-Oriented- Middelware
Testing (MOM)

V:Ja Paradigm Online Free Edition

Figure 58: Software Security Assurance Module

Figure 59: Quantitative Security Assessment Subcomponent

‘ Quantitative Security Assessment

Functionality Responsible for assessing security level of software applicg
based on Security Assessment Model

Relevant Use Casef1.3) -

Functional Requirements D47, D48, D49

Figure 60: 2Vulnerability Prediction Subcomponent

Name ‘ Vulnerability Prediction

Functionality Is responsible for predicting security issues (i.e., vulnerabilitie

Relevant Use Cases (D1.3) | -

Functional Requirements D50, D51

4.5.3 Interface Specification
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Table 42 Software Security Assurance Component Interfaces

Description Type
Provided Required
1 | Securityrelated | The SSA, which is a subcomponent of |
Static Analysisl software Security module, provides a w
(SSA) API service which is exposed via API. Ea

request has mandatory parameters which

9 repository: Either a URL referring tq
pr oj eepdsitory (e.g., GitHub
GitLab, Bitbucket, etc.) or a zippe
file containing the project from th
local directory.

T properties: a JSON file containing
the metrics alongside with th
thresholds of each metric for ti
model extraction. It also contains t|
characteristics with the weights f
the model extraction.

I sonarqgube: a JSON file containing
the selected SonarQube metr *
alongside with the thresholds of eg
metric for the model extraction.

1 language:A value indicating the cor
language in which the alysed
software project has bee
i mpl ement ed (e.
selected software project is written
Java programming language).

SSA Web service returns a JSON f
containing the security assessment ref
which includes thesecurity indexand the
security scoresof the modelattributes(e.g.,
properties, characteristics, etc.), and

detailed lowlevel static analysis resul|

(optional).
2 | Vulnerability The VA, which is a subcomponent of t|
Assessment  (VA] Software Security component, provides/eb
API service, which is exposed via API. Eg

request has mandatory parameters which |

1 project: Either a URL referring tc
projectos repos
GitLab, Bitbucket etc.) or a zippe(
file containing the project from th *
local directory.

1 language A value indicating the cor
language in which the analysi
software project has bee
i mpl emented (e.
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Description Type

Provided Required

selected software project is written

Java programmig language).
VA Web service returns a JSON fi
containing the vulnerability prediction repo
This report actually contains the names of
application files that are identified
vulnerable by the model, along with relevi
information (e.g., eachifl eds pr |
containing vulne

rabilities, a flag indicating whether they &
vulnerable or not, etc.).

3 | SonarQube API SonarQube provides a web API to expose€
functionalities to other applications al
services. SonarQube platform provides a
of tools to analyze source code and return
results in a JSON format through HTTP ca
We use SonarQube platform to enharmur
security model with properties provided

the platform as well as language extension

9 api/issueskall accepts as a parame
the wvulnerability (buffeoverflow, *
csrf, etc.) and returns an extens
JSON report of the vulnerabilit
selected regamg the user's project.

I api/measures/ accepts a Strini
parameter with comma separal
metrics (e.g., code_smells, bug
ncloc) and returns results of tl
parameters requested.

4 | Publish API Security Componentsequires the Publish
APl exposed by the SmartCLIDE Messa(
OrientedMiddleware (MOM) to senc -
message to the Service Creation, Composi
and Testing Component.

5 | Consume API Security Components requires the Const
API exposed by the SmartCLIDMessage
OrientedMiddleware (MOM) to receive o
messages from Service Creation, Composi
and Testing Component, Service Discove
and RMV component.

4.6 Intercommunication

Message Oriented Middleware (MOM) component is responsible for theater-component
communication with the SmartCLIDE platform. The MOM is designed and implemented as a message
brokerwhich is a piece of software that enables applications, services, and systems to communicate with
one another to exchange informaf@?] [93]. This communication is achieved by translating messages
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between formal messaging protocols, allowing independent services written in different languages or
implemented in various platforms to interagth each other.

Smart CLI DE6s MOM component of fers standardized
components of the SmartCLIDE platform. Thus, developers using the SmartCLIDE platform can focus on
the on the core logic of the applicatioMOM can validate, routestore, anddeliver messages to the
appropriate destinations, allowing senders to issue messages without knowing where the receivers are and
whether they are active or not, thus facilitating the decoupling of services and processesysii#ms.

There are sever al message brokerds available, wit
following section briefly introduce key technologies usedlier design and implementation of the MOM
component, followed by presentationafr actual design approach.

4.6.1 Background Information

4.6.1.1Message brokers

A message broker often relies on a message queue, a component that orders and stores messages until the
receiving applications can process them, in order to guarantee meletizgey and reliable message

storage. Messages within a message queue are stored in the same order as they were transmitted and
remained in the queue until receipt is confirmed.

A message broker offers two basic message distribution patterns:

A Point-to-point messaging In this pattern, there is a oh@one relationship between the sender
and the receiver of the message. Each message is sent and consumed only once. This pattern is
usually used when some action needs to be performed only once. When roattgleners are
used, each consumer typically receives a portion of the message stream to allow for concurrent
processing.

A Publish/subscribe messagingrhis is a broadcasiyle distribution method, often referred to as
Apub/ subo wher e pgooatopx.drrties madeintle pnockicesisakgown as a
publisher and the consumer is known asubscriber One or many publishers can publish on
the same topic, and a message from one or many publishers can be received by many subscribers.
Subscribersshscribe to topics, and all subscribers on the topic receive all messages published
to that topic.

4.6.1.2 Apache Kafka

Apache Kafk® is an opersource streamrocessing software platform aiming to provide a unified, -high
throughput low-latencyframework for handling regime data feeds. It has been developed by the Apache
Software Foundation and is written in Java and Scala. Kafka does not implement the notion of a queue.
Instead, Kafka stores collections of records in categories called tBpiceach topic, Kafka maintains a
partitioned log of messages. Each partition is an ordered, immutable sequence of records, where messages
are continually appended. Kafka is distributed; therefore, topic partitions are replicated across various
nodes.

Praducers, client applications that publish messages to Kafka, create the data within the topics and
consumers, client applications that subscribe to topics, read from those topics. In Kafka, messages are just
simple byte arrays; the developers can utilizgrthin order to store any object in any format that they wish

(e.g., JSON, plain text etc.). Developers can also opt to attach a key to a message, guaranteeing that all
messages with that specific key will get to the same partition. During consumptioa tapit, a group

with multiple consumers can also be configured. Each of the consumers in a specific group will access
messages from a particular subset of partitions within the topics they subscribe to. This will ensure that

25 https://kafka.apache.org/
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every message is delivereddne consumer in the group, and all of the messages that carry the same key
are sent to the same consumer.

Figure61 shows the architecture of Apache Kafka:

Producer

Kafka Cluster

Consumer

c SHSHImEr

Figure 61: Apache Kafka Architecture

Apache Kafka supports use cases such as metrics, activity tracking, log aggregationprsicessing,
commit logs and event sourcing. The following messaging scenarios are esgededyfor Kafka:

A Streams with complex routing, throughput of
partitioned ordering

A Applications requiring a stream history, del |
can see a Oreplay6 of the event stream

A Event surcing,modellingchanges to a system as a sequence of events

A Stream processing data in midtage pipelines. The pipelines generate graphs cfinealdata

flows.

Kafka is a distributed system consisting of servers and clients that communicate gligparformance

TCP network protocol. It can be deployed on baetal hardware, virtual machines and containers in on
premises as well as cloud environments. Moreover, the Kafka community has built optimized client
libraries for many programming languagesch as Python, PHP, Node.js, .NET and more. However, since
Kafka is written in Java, the native Java client library delivers the best possible performance.

4.6.1.3RabbitMQ

RabbitM@® is one of the most widely used opsource message brokgegl]. It was originally based on

the Advanced Message Queuing Protocol (AMQP), but later has been modified to support othengnessagi
protocols as well, like Message Queuing Telemetry Transport (MQTT) and Streaming Text Oriented
Messaging Protocol (STOMP). It is implemented in Erlang OTP, a technology tailored for building reliable,
fault tolerant, stable, and highly scalable systeayzgble of handling very large numbers of concurrent
operationg95] [96].

RabbitMQ is a generglurpose message broker that has been designed to be used for a variety of messaging
scenarios and provides client libraries for several programming languages slaslaaPython, PHP and

26 https://www.rabbitmg.com/
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.NET. It uses a smart broker/dumb consumer model focused on delivering messages to consumers
constantly and supports several variations of-gulfy, point to point and requagiplaying messaging
techniques. Moreover, it offers batkinchronous and asynchronous modes of communication.

A really strong asset of RabbitMQ is the power routing capabilities it provides. The routing logic in
RabbitMQ is implemented in different (®alled) exchange types. An exchange is responsible fongouti

the messages to different queues. Messages are not published directly to a queue; instead, the producer
sends messages to an exchange which forwards the message to the appropriate queue(s) with the help of
bindings and routing keys. A binding is a kiafllink between a queue and an exchange. There are four
exchange types:

A Direct exchangesroute messages according to the routing key that the message carries. The
routing key is a string of words, separated by periods, that has some relevance to the. messag

A Fanout exchangesoute messages to all available queues. In this broadcasting type of exchange,
the routing key is ignored.

A Topic exchangesoute messages to one or more queues according to a complete or partial match
with the routing key.

A Header exchamesroute messages based on the message headers, which can contain more
attributes than a routing key.

Figure62 presents a typical message flow in RabbitMQ:

PRODUCER R} (i)

. N

BROKER

EXCHANCE -
@ o

Binding Binding (é)

=I=E

s RabbitMQ
.

CONSUMER @ (é)

Figure 62: RabbitMQ message flow

As it can be seen, the producer publishes a message to an exchange. The exchange receives the message
and routes it taking into account different message attributes, such as the routing key. In ordegder a q

to receive a message from an exchange, bindings have to be created between the queue and the exchange.
In the specific case depicted in figure n. there are two bindings to two different queues from the exchange.
The exchange routes the message inbogheues depending on message attributes. Consequently, the
message is received by the queue and it remains in the queue until a consumer retrieves it. Lastly, the
consumer receives and handles the message.

RabbitMQ offers several plugins that can be adaeelxtend use cases and integration scenarios. These
plugins extend the core broker functionality in various ways such as, system state monitoring, support for
more protocols, node federation and more. A very useful plugin is the RabbitMQ Management/ploli

is included in theRabbitMQdistribution and can be enabled by the RabbitMQ server administrators in
order to provide a GUI for managing and monitoring RabbitMQ. The Management plugin offers a user
friendly interface that allows the system admuaigirs to handle and monitor the RabbitMQ server from a

web browser. The plugin periodically collects and aggregates data about many aspects of the system and

Version 1.0 112
Confidentiality. Public



&D

SmartCLIDE

>

D3.1 Early SmartCLIDE Cloud IDE Design

the management Ul is implemented as a single page application which relies on the RabbitMQRHTTP A
Some of the core features of the plugin are:

resource usage of queue

P22

Declaring, listing and deleting exchanges, queues, bindings, users and user permissions
Monitoring queue length, message rates (globally and per queue, exchange or channel) and

Managing users (provided administrative permissions of the current user).

Managing policies and runtime parameters (provided sufficient permissions of the current user).
Forcing to close client connections and purge queues
Sending and receiving messageseful in development environments and for troubleshooting).

Additionally, the Ul application supports recent versions of Google Chrome, Safari, Firefox, and Microsoft
Edge browserdrigure63, Figure 64, andFigure65 below show some tabs of the Management Ul menu.
Figure64 presents charts for queued messages and neesgag, whilé-igure64 andFigure65 show the
declared exchanges and queuepeaesvely.
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Figure 64: Declared message exchanges
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Figure 65: Declared queues

4.6.1.4Spring, Spring Boot and Spring AMQP

Spring”’ is a popular, opesource framework that provides comprehensive infrastructure support for
developing Java applications. Spring is based on dependency injection and Inversion ofCtwtréey
principles that enable developers to create modularcgipins consisting of loosely coupled components.

It also offers buikin support for typical application requirements, such as validation, data binding,
exception handling, resource, and event management etc. and integrates with various Java EE
technologes® like RMI (Remote Method Invocatiotf)and Java Web ServiégsIn general, Spring
Framework provides all the tools and features developers need in order to create, in a loosely coupled way,
crossplatform Java EE applications capable of running ynemvironmeng?,

Spring Boot® is an extension of the Spring framework, which eliminates the boilerplate configurations
required for setting up a Spring application. Although Spring is a capable and comprehensive framework,
a significant amount of time and knowledge is still necesigaoyder to configure, set up and deploy a
Spring application. Spring Boot mitigates the effort required from a developer's perspective and simplifies
the development of web applications and microservices with Java Spring Framework, by providing the
following capabilities:

A Auto-configuration of Spring and%party libraries whenever possible

A Creation of standlone Spring applications by embedding directly web servers, such as Tomcat,
Jetty or Undertow (no need to deploy WAR files)

A Opi ni onat epdndehdes ta sinmpkfy the budlceand application configuration

A Provision of productiomeady features such as metrics, health checks, and externalized
configuration

A No requirement for XML configuration

Spring AMQP*is the Spring implementation of AM@Fasd messaging solutions and applies the spring
core dependency injection to the AM@Bsed messaging application programming. Spring AMQP
consists of two modules, spriangp and springabbit. The 'springamqgp’ module is the base abstraction
forthe AMQPRP ot ocol i mpl ementation and repr eserabbit t he

27 https://spring.io/

28 https://www.educative.io/edpresso/whiginversionof-control

2% https://www.oracle.com/java/technologies/jasmglance.html

30 https://www.ibm.com/docs/en/sglvatechnology/7 ?topic=ufavaremotemethodinvocation2
31 https://docs.oracle.com/javaegifibrial/doc/gijvh.html

32 https:/fwww.ibm.com/cloud/learn/javspringboot

33 https://spring.io/projects/spriAigoot

34 https://spring.io/projects/sprirgmqp
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module is the RabbitMQ implementation which provides bralgercific implementations for the
abstractions offered by spriragngp. These two modules combined provigeuees such as:

A Connection management of the RabbitMQ broker

A Automatic declaration of queues, exchanges and bindings

A RabbitTemplate, a class for sending and receiving messages easily
A Listener container for asynchronous processing of inbound messages

The Sping AMQP project can be easily integrated into a Spring boot application by simply adding the
springbootstarteramgpd e pendency t o pdmixml asashoph iiFiguaetc. Spring Boot

Starter®® [16] are dependency descriptors that contain a lot of predefined dependencies under a single
name, decreasing the total number of dependencies to be added and the configuration time for developers.

<dependency>
groupldrorg.springframework.boot</groupld>
<artifactid>spring-boot-starter-amgp</artifactld>

</dependency>

Figure 66: Integration of Spring AMQP into Spring boot application

Another advantage of using Spring AMQP along with Spring Boot is that several configurations of the
RabbitMQ server, such as host name and port number, can be easiijpdrfiorough the use of a simple
properties file, as describedkigure67.

Figure 67: Configuration of the RabbitMQ server

There are two ways to receive a message from the broker in Spring AMQP. The simplest option is to poll
for one message at a time with a polling method call. The more complicated yet more common approach is
to register a listener that receives messagefeorand, asynchronously.

In the polling consumer scenario, tAengpTemplafé, [17] the core interface for sending and receiving
messages in Spring AMQP, can be used for polled message receptigmdpiBemplateakes care of the
message receive and reglijases and includes several convenient methods for synchronously receiving,
processing and replying to messages. Therefore, in most cases, developers should provide only an
implementation of a callback function to perform some business logic for theageeassage and build

a reply object or message, if neeti¢ig].

In the asynchronous consumer scenario, the easiest way to receive a message asynchronously is by using
the annotated listener endpoint infrastructure which exposes a method of a managasl &daabbit
listener endpointFigure68 shows an example of tl@RabbitListeneannotation

35 https://github.com/springrojects/sprineboot/tree/main/sprindpootproject/springbootstarters
36 hitps://docs.spring.io/spriramgp/docsturrent/reference/html/#amegpmplate
37 https://docs.spring.io/sprirgmagp/docs/current/reference/html/#pollicgnsumer
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public clazs MyService |

(Queuss =

public wvold processOvder{String data) {

Figure 68: An example ofthe @RabbitListeneannotation

In the above example, every time a message is available on the queuemagpuedietheprocessOrder

method is invoked accordingly (in this case, with the payload of the message). The annotated endpoint
infrastructure creates faach annotated method a message listener container behind the scenes, which is
constantly listening for new messages arriving to the quétigi(8).

4.6.1.5RabbitMQ vs Apache Kafka

A lot of discussion has been made over the years about which is the best rbassagleetween Apache

Kafka and RabbitMQ. The truth is that deciding whether to use Kafka or RabbitMQ was nevi@3gasy

and the decision is highly dependent on the individual use case scenario. Furtherntoreothvit
technologies improving day by day, the margins of advantage of the one tool over the other have become
narrower.

In the context of SmartCLIDE, the main reason we opted in favor of RabbitMQ is that Kafka is not just a
message broker. It is a streamlatform which excels in storing and analyzing streaming data and is very
useful for systems that need to gain insight into the data. However, this kind of functionality is excessive
for the needs of the SmartCLIDE project where the main role of the M@hponent is to serve just as a

means of communication between the different applications. RabbitMQ has been used extensively in the
industry as the middleman between microservices and can scale more than enough, if necessary, to cover
the needs of the SmE&LIDE project.

Additionally, there are some more reasf@8 for choosing RabbitMQ instead of Kafka, which are briefly
described below:

A RabbitMQ has a more flexible routing mechanism and supports four different routing options,
while Kafka has only one very simple routing approach

A RabbitMQ can support message priority by using queues called priority queues, which can
deliver messages based on the priority that was set on the message. This can be very helpful in
cases where some importamessages must be delivered faster than other messages of less
significance that have been placed earlier in the queue. Kafka on the other hand does not provide
such kind of functionality

A The architecture of Kafka is quite complicated, and a developatdshe familiar with concepts
such as message offsets, partitions, and consumer g@uke contrary, the way RabbitMQ
works is simpler andtraighterforward

A RabbitMQ has a builin, userfriendly graphical interface for monitoring the RabbitMQ server
via a web browser. For Kafka, there are also monitoring tools, both commercial and open source,
but none of them comprises a builtfeature of the Kafka platform and their integration requires
extra amount of time and effort

38 https://docs.spring.io/spriramap/docs/current/reference/html/#asywonsumer
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4.6.2 Design Approach

Forthe

in order to run the RabbitMQ server inside a Docker container. This is the easiest way to have a RabbitMQ
instance up and ruimg and enhances portability. For making RabbitMQ available to the other
SmartCLIDE components, we have set up a RESTful API with the help of Spring Boot, thus offering HTTP

implementation of the MOM component, we have used the official RabbitMQ Docker[@ahge

access to the message broker. The APl is briefly described in 4.6.3 and pravadies&lity for publishing

messages to queues and consuming messages from queues as well. At first, we implemented some test
and tried to send/receive test messages to/from these queues using the REST API to verify that the

queues
defined

Although a component can use the REST API to send a message to a queue instantly, the consumption of
a message from a queue cannot take place immediately just by using the HTTP protocol, since the server
(message broker) is not alie initiate a communication to the client (consumer). Instead, the message

broker can send the message to the consumer only after receiving an HTTP GET request first. This means

interfaces/endpts work as expected.

that a component should periodically send requests to the broker to chbekeifare any incoming

messages in the corresponding queues, which is not very efficient from a performance perspective. To avoid

this issue, we have investigated WebSoca§ atechnology that establishasidirectional, fulduplex

commu
socket

nications channektween a client anaserver which operates over HTTP through a single TCP
connectianThis means thaboth parties can start sending data at any,tisoethe servecan

independently send data to the client without the client having to request it

Apart from the REST API and the WebSockets, there is also another way for the SmartCLIDE components

to access the message broker. Since all the components will be lodhtedame cluster and they will be

able to
utilized

communicate internally via the cluster network, the RabbitMQ Alligded API[99] can be
directly by the different componen®abbitMQ uses the AMQP protocol by defauldasffers

numerous AMQFbased clients supporting the most popular programming languzags component can
integrate thecorresponding client library iits application code and communicate with the broker directly
to connect to the appropriate queues anttieve the desired messageslithough this type of

commu

of the REST API can be still very useful in case there is ho RabbitMQ client library available for the

nication is faster compared to the HIG&ed communication offered by the REST API, the use

programming languages used for developing a compaméhtor some reason the message broker should
be accessed from the outside wodihce theRabbitMQ AMQRbased APkan be utilized directlpnly
inside theSmartCLIDEcluster

Once wsfinalized the design and proceed wittitial implementationyve focused on thspecification of
the publishing and subscribe quessoutlined irrable43. To increasehe readability, we have introduced
the following abbreviations:

A

A

For the componentsService Discovery (SD)Service Composition (SCyecurity (S) Runtime
Monitoring & Verification (RMV), Runtime Monitoring & Simulations (RMS), Deep Learning
Engine (DLE), Context Handling (CH), Smart Assistant (SA), Deployment (DPL)

For theroles: Producer (P) and Consumer (C).

Table43 MOM publish/subscribe messaging ques

D(AIR) SC(UoM) S(CERTH) RMV(TOG) RMS(WT) DLEAIR) CH(ATB) SAAIR) DPL(WT)
D (AIR) Direct: 'H Direct: 1 Direct: fj Direct: fj Direct: 'H Direct: fj Direct: fy Direct: fy
MoM: fi MoM: fi MoM: fj MoM: fj MoM: fj MoM: fj MoM: fj MoM: fj
P:H P:f P:A P:A P:A P:A P:f P:f
C:H c:A c:A c:A CH c:A c:A c:A
SQ(UoM) Direct: fj Direct: fj Direct: 'H Direct: fj Direct: fj Direct: iy Direct: Ay Direct: Ay
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D(AIR) SC(UoM) S(CERTH) RMV(TOG) RMS(WT) DLEAIR) CH(ATB) SA(AIR) DPL(WT)

MoM: H MoM: H MoM: fy MoM: fy MoM: H MoM: fy MoM: H MoM: fy

P:H P:H P:A P:A P:H P:f P:H P:f

C:H C:H c:A c:h CH c:A C:H (o]
SCERTH) | Direct: fj Direct: fj Direct: 'H Direct: fj Direct: fj Direct: fj Direct: fj Direct: fj

MoM: H MoM: H MoM: H MoM: fy MoM: fy MoM: fy MoM: fy MoM: fy

P:A P:H P:A P:A P:A P:A P:f P:f

CH CH CH c:A c:A c:A c:A c:A
RMV Direct: i Direct: fj Direct: 1§ Direct: ‘H Direct: fj Direct: 'H Direct: fj Direct: 'H
(TOG)

MoM: R MoM: MoM: 'H MoM: H MoM: MoM: H MoM: MoM: H

P:f P:f P.'H P:H P:f P:H P:f P:H

cA ch ch cA cA cA cA cA
RMS(WT) | Direct: fj Direct: 1y Direct: 1 Direct: H Direct: fj Direct: fj Direct: fj Direct: fj

MoM: R MoM: H MoM: R MoM: H MoM: R MoM: H MoM: MoM: H

P:f P:A P:A P:A P:A P:H P:f P

(o] C:H (o] C:H (o] C:H (o] C:H
DLE(AIR) Direct: 'H Direct: fj Direct: 1§ Direct: i Direct: i Direct: iy Direct: 'H Direct: A

MoM: R MoM: MoM: f MoM: MoM: MoM: H MoM: MoM:

P:f P:A P:A P:A P:A P:A P:H P:f

CrH ch ch cA cA CH cA cA
CH(ATB) Direct: i Direct: fj Direct: 1§ Direct: ‘H Direct: fj Direct: i Direct: A Direct: A

MoM: MoM: MoM: f MoM: H MoM: A MoM: H MoM: MoM:

P:f P:A P:A P:f P:f P:H P:A P:A

cih (o3 (o3 CH ci ci ch ch
SA(AIR) Direct: fj Direct: H Direct: 1 Direct: fj Direct: fj Direct: H Direct: fj Direct: 'H

MoM: fj MoM: H MoM: 8 MoM: fj MoM: fj MoM: H MoM: fj MoM: H

P:f P:H p:s P:A P:A P:A P:A P:1

c:h C:H C: c:A c:A CH c:A CH
DPL(WT) Direct: 'H Direct: 'H Direct: 1§ Direct: 'H Direct: i Direct: iy Direct: iy Direct: A

MoM: R MoM: MoM: f MoM: H MoM: H MoM: A MoM: H MoM:

P:f P:f P:f P:A P:A P:A P:A P:f

(o3 c:A c:h CH CH c:A CH c:A

MOM component diagram is presented-igure69. As shown inFigure69 below, theMOM component

resides in the center of the system architecture and comprises thiemguinents, namely the Message
Checker, the Message Transformer and the Message RoutekleBsage Checker is the first point of
interaction when communidag with the MOM component and verifies the validity of the
incoming/outcoming messages while the actual routing of the messages is implemented by the Message
Router subcomponent. The Message Transformer modifies each message accordingly so that it can be
parsed at both ends (publisher and consumer).
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SD; S; DLE; SA

Publish APl endpoints: SD; §; DLE; SA Iﬁ

<<component>>
Service Creation, Compositin and

C APl endpoint: RMV, RMS, CH 'ﬁ,

L e &
Deployment (DPL}

Testing (SC}

Publish API
endpoints: SC

Consume API
endpaints: SC, DLE

<<component=>
Service Discovery {(SD)

Context Handling

. g

<<component>> g]
Message Oriented Middleware {MOM}
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Figure 69: MOM Component Diagram
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Table 44: MOM Message Checker Subcomponent

Name ‘ Subcomponent 1

Functionali . . .
vy MoM will be able to check if the exchanged messages, either 4

senderd6s or at the receiveros

Relevant Use Cases (D1.3)

Functional Requirements

Table 45 MOM Message Transformer Subcomponent

Name ‘ Subcomponent 1

Functionality MoM will transform the data/messages fromthe nder 6 s n 8
to the receiverds native for ma

Relevant Use Cases (D1.3)

Functional Requirements

Table 46: MOM Message Router Subcomponent

Name ‘ Subcomponent 1

Functionality MoM should support several message routing policies and messagd
delivery guarantee®.g., atmostonce,and exactlyonce).

Relevant Use Cases (D1.3)

Functional Requirements

4.6.3 Interface Specification

The Message Broker is accessible via a REST AfRd.base URL is:
http:// 160.40.53.128080/broker/apivl

MOM component hag provided interfaces which are describedliable4?7.
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Table 47. MOM Component Interfaces

Description

This API shall be used by a component that wants to send a me
to another component. In order to send a message to the qu
the receiver, the producer of the message would make
following HTTP call:

http://160.40.53.126:8080/broker/api/vl/publisher/{publisherN
e}l{consumerName}

For example, ifComponent Awants to send a message
Component Bthe following endpoint should be used:

http://160.40.53.126:8080/broker/api/vl/publisher/component;
omponentB

In case the name of the consumer is not specified in the re
path, the message will be broadcastealt the components th;i
can get messages from the specific producer. For exampl
HTTP call:

http://160.40.53.126:8080/broker/api/v1l/publisher/component,

would broadcast anessage to all the components that have |
defined as consumers f@omponent A.

2 Consume
API

This API provides access to the queue a component is listeni
All the other components, that want to communicate with
specific component, will send their messages to that queue. |
the receiving component can get these messages by access
following endpoint:

http://160.40.53.128080/broker/api/vl/consumer/{componentl
me}

For example, iComponent Avants to get the incoming messa
from its queue, the following endpoint should be used:

http://160.40.53.126:8080/broker/api/vl/consumer/componen

Publishing messages example

According tothe MoM Specification Tablehe Service Creation component can send messages to the
Service Discovery, Security, Deep Learning and Smart Assistant components. The following HTTP call
can be usedy the Service Creation component to broadcast a message to all the aforementioned

comporents:

POST

http://160.40.53.126:808bBfokerapi'vl/publishefserviceCreation
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Body request data format example:

"serviceld": " ff098b1be218410da0ata486fdda3bch
"serviceNameé: " Test Service ']

"description”: " An example test service

"owner": "7ac10294159e41538da2ec5e5d2f2e58

}

Consuming messages example

The Service Discovery component can perform the following HTTP call in order to retrieve an incoming
message from its queue:

GET http:// 160.40.53.1268080/ broker/ api/ consumer/service Discovery

Responsdody data formagxample

{
"serviceld"; " ff098b1be218410da0ata486fdda3bce

"serviceNamé: " Test Service'l

"description": " An example test service

"date": "2021-06-08 12:42:18,

"owner": "7ac10294159e41538da2ec5e5d2f2e58

}

4.7 User Access Management

User Access Management (UAM), also known as identity and access management (IAM), is the act of
defining and managing the roles and access privileges of individual network entities (users and devices) to
a variety ofcloud and orpremises applications. Users include customers, partners and employees, while
devices include computers, smartphones, routers, servers, controllers and sensors. The core objective of an
IAM solution is to assign one digital identity to eacHiuidual or a device. Once that digital identity has

been established, the IAM solution maintains, modifies, and monitors access levels and privileges through
each userb6s or devicebs access |life cycle.

I n todayo6s compl ex C 0 mp u tseareeunderi incoeasete negulatory ahdT de
organizational pressure to protect access to corporate resources. As a result, they can no longer rely on
manual and errgprone processes to assign and track user privildgds. automates these tasks
andprovides asamless way to manage user identities and access all in one place. The core responsibilities

of an IAM system are:

A Verification and authentication of users based on their roles and contextual information such as
geography, time of day, or (trusted) netwsork

A Capturing and recording of user login events
A Managing and provision of visibility of the
A Managing the assignment and removal of users
A Allowing system administrators to manage and restrict user acugésaanitor changes in user
privileges
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The adoption of an Identity Management system provides a wide range of benefits to organizations, such
as:

Secure access: access privileges are granted according to the selected policy, and all individuals
and serviceare properly authenticated, authorized and audited

Reduced risk: companies have greater control of user access, which reduces the risk of internal
and external data breaches

Ease of use: the use of an IAM framework can make it easier to enforce potmies a
userauthentication, validation and privileges

Reduced IT costs: businesses can operate more efficiently by decreasing the effort, time and
money that would be required to manually manage access to their networks

Meeting compliance: an effective IABystem facilitates businesses to confirm compliance with
critical privacy regulations such as HIPAA, the Sarbabekey Act and GDPR

> > > > >

4.7.1 Keycloak

Keycloak [100] is an identity and access management solutiaim) [101] [102] for web apps and
RESTful web services. I't has been de Salcospfizvale by Re
producers, and comprises all the important features an l1AMi@o needs to providel03]. The goal of

Keycloak is to facilitate application developers to secure the apps and services they have deployed in their
organization by providing out of the box easil\ideable security features that developers normally have

to implement on their own in order to meet individual requirements of their organization. In that context,
Keycloak offers central management of admins, users, user rights, system access prosessed,rpkes

and passwords.

Figure70below provides &igh-level description of how Keycloak work&04]:

USER KEYCLOAK APPLICATION

User enters URL of an application

Redirects to keycloak

Login Page

User gives credentials

: Validates user

If valid, redirects to application

Invalid credentials

Figure 70: Keycloak Sequence Diagram

Browser applications redirect a us authéntcatibrrserves er f
where they enter their credentials. This redirection is important because users are completely isolated from
applications and applications never see a usero0s

user credentialsa decides whether or not the user will be granted access to the requested protected URL(S)
of the application.

The key benefits offered by Keycloak are the follow[ib@5] [106]:

A Multiple Protocols Support: Keycloak supports three different authentication protocols, namely
OpenID Connect, OAuth 2.0 and SAML 2.0

A Authorization & AuthenticationKeycloak supports system logon with one account or one single
virtual identity

A Identity Brokering: Keycloak can serve as a proxy between the users of an application and
external identity providers.
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SSO: Keycloak provides full support for Single Sign ard Single SigrOut

Scalability: Keycloak is capable of managing a nearly limitless number of accounts, adaptable
to different needs

Social Identity Providers: Keycloak allows the use of Social Identity Providers, providing built

in support for Google, Facebk, Twitter, Stack Overflow and more

Performance: Keycloak is powerful, futypeoof and suitable for enterprise applications

Active Community: there is an active community that provides continuous and customer
oriented development and keeps Keycloakaidate with regular releases

Open Source: Keycloak is completely open source and free in contrast with most of the tools that
offer similar features such as Okta and AuthO

> > > D>

Additionally, Keycloak provides the Admin Console, an extensive and friendly io¢erfénich is
accessible via a web browser, for administrators and developers to configure and manage Kéyfloak
[108]. There are three main entities in Keycloak:

1. realm: A realm secures and manages security metadata for a set of users, applications, and
registered auth clients. Realms are fully isolated from one another and each realm has its own
configuration and its own set of applications and users.

2. client: Clients are entities that can request authentication of a user within a realm. Every application
that interacts with Keycloak is considered to be a client.

3. role: Roles identify a type arategory of user. Keycloak often assigns access and permissions to
specific roles rather than individual users for a-fimained access control

In order to use the admin console, a system administrator will need to create an initial admin account first.
This account will allow the admin to log into theastemr e al més admi ni stration col
start creating realms as well as users and applications for these Figlms?1 below depicts an overview

of the master realm, whileigure72 andFigure73 show how to create a new realm from the master realm.

Master

* Naime

Display name

HTML Display name
Frambend URL

Enabled § m

User-Managed OFF
Acoeid i

Endpaings i OpeniD Endp

m Cancel

Figure 71: Keycloak Master Realm
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Add realm

Import Select file i

demp

Enabled

Figure 72: Creating a new realm (1/2)

Demo W
Genera Login Keys Ernail Themes Cache Tokens Client Registration
Realm Settings * Name demo
Display name dema

HTML Display name

Frontend URL ©

Enabled © m

User-Managed OFF
ACoess
Endpoints & OpenlD Endpoint Configuration

SAML 2.0 |dentity Provider Metadata

Figure 73: Creating a new realm (2/2)

As soon as the realm has been created, users can be added within that realm asigova7#h The
admin can also define appropriate roles and assign them to the created users as it can Bigseefbin

Add user

Add user

1]

Created At
Username * Johndoe

Email

First Name

Last Name

User Enabled © m

Email Verified & OFF

Required User
Actions @

m Cancel
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Figure 74: New user

a0 A0 -

Figure 75: Role Assignment

Figure 76 presents how a sample application (client) that needs to be secured with Keycloak can be
configured withina realm.

Serendipity-pwa ®

Figure 76: Client application configuration

Apart from the Admin Web Console, Keycloak also offers the Admin REST API which is capable of
performing all the operating tasks that are necessary to manageybak system. In fact, the web
console uses this REST API under the hfidif], therefore all the functionality and features of the web
console are provided by the Keycloak Admin REST API as well. More informabiout this REST API

can be found in https://www.keycloak.org/deqs/14.0/restpi/index.html.
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4.7.2 Keyclock and Eclipse Che

Eclipse Che utilizes by default the multiuser mode which uses Keycloak to authenticate users. Therefore,
Eclipse Che can take advargagf all the capabilities Keycloak may offer in creating, importing, managing,
deleting and authenticating users. By default, an Eclipse Che installation includes the deployment of a
dedicated Keycloak instance. However, Che is capable of using an eXeyaddak instance as well,

which can be very useful in cases where there is an existing Keycloak instance with-@dfaaely users,

for example, a comparnyide Keycloak server used by several applications. In that case, a realm containing
the users inteded to connect to Che should be defined in the external Keycloak server, as shgurein

77. In that realm, an OpenlD Connect client needs to be defined that Cbeentio authenticate the users.

The Client Protocol must be set to opeo@hnect and the Access Type must be public, as it can be seen in
Figure78. Furthermore, th&JRIs that contain the base URL of the Che server must be defined.

Realm-for-users

Keys £l Therme Ladhe Tokens Client Reglistrathor Security Defense

* Name realm-for-users
Display name

HTML Display

namse

Frontend URL &

Enabled & m

User-Managed OFF

ACCELS O

Endpoints & CpeniD Endpoint Configuration

Figure 77: Configuring Eclipse Che to work with an existing Keycloak servef1/2)
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Public-client &

Roles Client Scopes @ Mappers o Scope @ Revocation Ses5lons @
) Clients
i Clients Client ID & public-client
MName &

Description €

Enabled @ m

Consent Required @ OFF
Legin Theme & w
Client Protocol © Openid-Connedt ¥
Access Type O public J W

Standard Flow m

Enabled ©

Implicit Flew Enabled OFF

Direct Access Grants m

Enabled &

Root URL &
* Valid Redirect URIs hittpuiche-edlipse-che.apps-orc. testing ™ —
https:fiche-eclipse-che.apps-gre testing™® —
+

Base URL ©

Admin URL ©
Web Origins @ httpfiche-eclipse-che.apps-crc.testing =
https:iche-eclipse-che apps-ore.testing -

Figure 78: Configuring Eclipse Che to work with an exsting Keycloak server (2/2)

4.8 Deployment [WT]

4.8.1 Design Approach

Deployment and deployment monitoring service. This is a very first approach where we will
onlyconsiderGi t Lab + fAiSmart CLI DE I nterpreter +

Version 1.0 128
Confidentiality. Public

Jenk



&D

SmartCLIDE D3.1 Early SmartCLIDE Cloud IDE Design
— Y )
— ~ [ . ¥ Cl/CDenginel ‘ . . Container
TN o ™ Orchestration
S - Syntax —_— / \ / \
e ssesment P / \
. dssesment r‘ C1/CD engine 2 ‘ [ \ [ \
4',‘ (itLab [ contained \ \ / u | ¥ ]
Triggers \ / \ /
- £g ¥ i \ dock@r \ kubernetes /
Respasitory I I ™ "I N S AN S/
] P - Cunt — =
— S / ™ . e L Cloud
T / foamlfle 14 tanslationor - Docker files creation Deployment
Ll vl . N \ L ] L Ul L
\ conig.ym ] L adjustment ,{ 0/cD enginen
~— 7 \
- A
SmartCLIDECI/CD ‘ aws ‘

interpreter

Figure 79: Set of ApplicationsDiagram. Workflow

4.8.2 Third -party services

The deployment and deployment monitoring microservice makes use of the following elements to perform
the deployment and monitoring tasks, from the gitlapipeline fle until the deployment is monitored as
it runs on the kubernetes cluster, be it on any cloud infrastructure.

4.8.2.1Kairos interpreter

The Kairos interpreter is a microservice developed by kairos whose main function is, from a
gitlab-ci file, to obtain a jenkinpipeline file.

4.8.2.2Jenkins

Jenkins was chosen as the CD/CI engine since it is the main target of the Kairos interpreter as a CD/CI
engine. In addition, since it is open source software, it can be deployed on the developer's machine in the
development and taésy tasks of the deployment microservice. As more and more organizations are using
Docker to unify their build and test environments for their applications, Jenkins allows us to interact with
Docker through default Docker support in its pipelines. On therdand, Jenkins pipelines allow images

to be built from the Dockerfile found in the main folder of the software project.

4.8.2.3Docker registry

Docker Registry is an application that manages storing and delivering Docker container images. Registries
centralizecontainer images and reduce build times for developers. Docker images guarantee the same
runtime environment through virtualization, but building an image can involve a significant time
investmentDocker registry will be used as a central repositoryn@des once they are built. It will be

from this service from where th€ubernetedeployment will obtain the image of the containers to be
deployed in the cluster.

4.8.2.4Kubernetes cluster

Because Kubernetes is apensourceproject, you can use it to run comerized applications in any
environment without having to change your operational tools. A large community of volunteers maintains
and improves Kubernetes software. In addition, many other vendoigpandourceprojects create and
maintain Kubernetesompatible software that you can use to enhance and extend your application
infrastructureThe scope of the service also includes the use case of obtaining information about the status
of the service while it is running in Kubernetes. Some of this datbe&AM memory in use, network
information or CPU usagéd.is assumed that a Kubernetes cluster is running on any of the clouds, such as
AWS, Azure or Google Cloud Platform.
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4.8.3 Workflow

4.8.3.1Gitlab CI/CD pipeline to Jenkins job

For the earlyprototyping, it is assumed that the build stage and the push stage are done using docker, so
the resulting jenkins pipeline should also be of these characteristics. It is also assumed that the software
project to be deployed contains in its root direceBockerfile to build the docker image that will later be

built with jenkins

4.8.3.2Using Jenkins to publish docker images to a docker registry server

With the Jenkins pipeline obtained from the previous step, a jenkins job is launched that builds the docker
container. If the job is successful, the resulting image is uploaded to the docker registry server. This way
the built image will be available to be consumed by the kubernetes cluster.

4.8.3.3Deploying applications on kubernetes from docker images

Once the jenkinsop has successfully completed and the image has been uploaded to the docker image
registry, the next step is to deploy the built image(s) to the Jenkins cluster.

4.8.3.4Kubernetes monitoring service

The scope of the deployment service also includes the usef@dsaining information about the status of
the service while it is running in Kubernetes. Some of this data can be RAM memory in use, network
information or CPU usage.

srrrmand L re 1*tertace

-

NA0w Manaje

Figure 2: Deployment Component Diagram

4.8.4 Docker-based deployment

Services can bdeployed as isolated instances usingellknowntechnologysuch as dockers. Dockers

isan opersource project that automates the deployment of software applications inside containers
by providinganadditionallayer of abstraction and automation of {@8el virtualization on

Linux. Opposite to the Virtual Machine paradigm, containerized applications do execute over the host
operating system, just using a docker layer between.
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Figure 3: Docker based Deployment Architecture
4.8.4.1Communication with Cloud Providers

Application integration on AWS is a set of services that enable communication between decoupled
components in microservices, distributed systems, and serverless appli@icmgpling applications at
any scale can reduce the impact of change&ing updates easier and new deployments and new
features released faster

4.9 SmartCLIDE CI/CD

4.9.1 Design Approach

The proposed basis fohe SmartCLIDE CI/CDinfrastructureis the builtin CI/CD capability provided
natively by the chosen version control systé&sitLab. For the Continuous Integration (Cl) component of
this, there are several areas to consider:

A What elements of the system are subject to ClI
A How Cl integrates with the development strategy

When considered at the level of individual services, @lrexjuirement for those services which are defined
within the SmartCLIDE source code repositdrg,, services which ardevelopedrom scratch, modified

from a template or generated as source code with SmartCLIDE tooling. Cl on GitLab is generally
configured by means of a configuration filgmely thegitlab-ci.ymlfile, at the root of the corresponding
source repository. Within ihconfiguration file, the various stages of the build pipadiredefined. A build
pipeline might typically involve the following stages:

Build T compile the code in the repository

Unit testi run unit tests

Packagé package the service into a deployabhit
Integration test run integration tests

Deployi deploy to an environment

o I o > D

Note that the stages of the build pipeline are flexible and may be defined according to the needs of the
project and the technology used. For instance, pipeline stagesdoviee written in Java would invoke
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Maver?® for compilation and unit testing, whereas a service written in Ruwmuld require invocation of
the Raké! build tool. In the case of SmartCLIDE, the emdult of a successful build is a Docker image
definition, ready to be used in the BPMligfined workflows.

For Continuous Delivery (CD) at the workflow definition level, the flexibility afforded by the Gi€Cab
functionality, with builtin support for Docker and Kubernetes deployments and the ability to run arbitrary
scripts, may serve as the basis for deployment of the composed service, as described in Section 2.4 of this
document.

Visual Paradigm Oniine Free Edition <<component>> g]

Docker Registry <<component>> |

Service Deployment

@)

Docker Registry AP\\

<<component>> 4]
Version Control Repository

<<component>> g]
Cl Server &
Testing and QA

gl
Workflow Repo Workflow Repo B>

O

GitLab REST API
<<component>> g]
Service Creation,
Composition and Testing

CfG\t Interface

<<component>> gl
Git Ul

i

&l
Service Repo

Service Repo Service Repo

Visual Paradigm Online Free Edition

Figure 80: CI Server & Testing and QA Component Diagram

Table 48: Cl Server & Testing

Name ‘ Cl Server & testing Component

Functionali . . .
v Perform automated builtest,and packaging of services from source code

Relevant Use Cases (D1.3 . . .
( ) Provide basis for Services Deployment component

Functional Requirements

P69, P70, P72
39 https://maven.apache.org/
40 https://www.rubylang.org/en/
4 https://github.caon/ruby/rake
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4.9.2 Interface Specification

Table 49: Cl Server & Testing and QA Component Interface Specification

N[o] Interface Description Type

(API)

Provided Required

GitLabbs REST API p t5
. capabilities for controlling GitLab. Fu

1 | GitLtabREST | jocymentation  can be  found

AP https://docs.qgitlab@m/ee/api/api_resources.htr

The standard Git interface, over ssh or h
connection, accessible with git client or git libre
built into SmartCLIDE components. T}
configuration file, .gitlakci.yml, is included in
the directory root of a project to provig
configuration of the CI/CD pipeline.

2 Git interface
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5 SmartCLIDE Testing Approach

5.1 Test levels

Testing and verification in SmartCLIDE will be conducted in multiple levels namely unit testing,
integration testing, APiesting, performance testing, usability testing and system testing.

In the unit testing levdlL10], the individual components of the application are tested. The aim is to ensure
that each component works as expected. Unit testing requires a detailed knowledge of the source code and
are executed during the development (coding phase) of an applibgittbe developers. Unit tests isolate

a section of code and verify its correctness. This section of code is called unit and can be an individual
method, function, procedure, object or module. Unit tests are in general quite caetprtateand errors

found at this level can be fixed quickly. Moreover, unit testing results in more readable and less complex
source code and simplifies the integration of a unit into an application.

Integration testingl111] is a type of testing meant to check interconnection and interoperability between

the different software componen&nsuring that the integrated units operate well together. Integration tests
normally andogically follow unit tests and focus on exposing defects at the time of interaction between
the different software modules when they are integrated and data/information flow among them. Integration
testing can be very useful especially when requirentam$e changed or enhanced at the time of module
development. In such cases, these new requirements may not be tested appropriately at the unit testing level
and create problems in the communication between the system components. Integration testerdan prev
such flaws and verify that the different modules work properly as a unit. In the context of SmartCLIDE,
integration testing will play a vital role in the software development process since there are many different
components that need to communicatthwach other.

Application Programming Interface (API) testifigl2] is part of the integration testing and is performed

in the business layer where all the business logic processing is carriéhcutSmartCLIDE component

will have its own API to interact and communicate with the other components. This APl will define what
requests can be made, which data formats can be used, what kind of responses are expected etc. for each
component. API testqwill ensure that all the APIs meet the required expectations regarding functionality,
performance, reliability and security. An API that is not tested properly may cause problems not only to the
primary application that exposes that API but also to @pplications it integrates with.

Smoke test§l13] will run right after a new software build is deployed to assure that the core features of
the system are still working @perly. Smoke tests run quickly, are relatively easy to perform and help
identifying flaws in early stages. Furthermore, smoke tests can save test effort and time by detecting early
defects in a software product that would make the use of further ancerpmnesive tests a waste of time

and resources.

Performance tesfd14] will be conducted to check how the system behaves under different workloads.
This testing method is mostly used te@idify performance issues and bottlenecks and determines the
system performance in terms of speed, stability, reliability and scalability. Performance testing can be either
guantitative or qualitative and can be divided into differenitgpbs such as Laktesting and Stress testing.

Load testing is carried out to check how an application behaves under anticipated user loads and is usually
performed with the helpf automated testing tools that simulate +walld usage. It intends to detect errors

that can occur under different load variations and provides an estimation of the maximum capacity of the
system before performance is affected, thus providing valuable insight into performance bottlenecks which
can improve the scalability of the system. Stresting is a software testing technique that verifies the
stability and reliability of the system. It emphasizes on robustness and checks thebsysteimurunder
abnormal conditionse.g., by applying loads beyond the actual load limit or taking as@ye of the
resources, to identify the breaking point. Stress testing ensures that the system can operate in an appropriate
way in abnormal conditions and recover quickly after a failure.

Usability testing[115] refers to evaluating a product or service by testing it with representative users. It
usually involves observing users as they attempt to complete typical tasks and mainly focuses on the
effectiveness, efficiency, accasaand user friendliness of the system. Through usability testing, the design
and development teams can evaluate how satisfied the participants are with the system and identify changes
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required to improve user performance and satisfaction. Usabilityarestéten conducted repeatedly, from
early development wuntil a productds release.

The testing of the overall SmartCLIDE platform in the acceptance testing level will be performed after the
completion of the overall system integration, according to thaeekkficceptance level test cases.

5.2 Testing tools and frameworks

In order totechnically design and implement the several test csessSmartCLIDE development teams
utilized a set of tools and framework3ne popular testing tool used by the developmemhgeiaJunit

[116]. Junit is one of the most populamit-testing frameworks in the Java ecosyst#ris open source and
helps Java developets write and run repeatable tesibnit offers several functionalities for writing and
executing highguality unittests like annotations to identify test methods, assertions for testing expected
results and test runners for running tesdtdnit is supported bypopular IDEsand build tools and it is
elegantly simpleenabling developers to write codes faster. Anotésting tool that is often utilized in
conjunction with Junit is the Mave®urefire Plugif117] which isused during the test phase of the build
lifecycle to execute the unit tests of an applicatibhis plugingeneratesestreports in two different file
formats plain text files(*.txt) and XML files (*.xml).

An additional tool that was utilized by ti&martCLIDEdevelopment teams RIUnit [118]. It is a Prolog
unit-test frameworkinitially developed for SWAProlog. Tests are written in pure Proland can be
embedded inside a normal sounsedule oibe placed in a separatestéile that loads the files to be tested

5.3 Testing Documentation Template

In the context of the SmartCLIDE verification and testing strategy, a common format has been defined for
reporting the several test cases of the SmartCLIDE components. This foantitiésl SmartCLIDE Test
Case Template and the figure below presents a test case example reported with this template.

SmartCLIDE Test Case Template

Test Case ID: TC_1 Test Designed By: Theodoros Ioakeimidis
Test Priority (Low/Medium/High): High Test Designed Date: 15/07/2021

Module Name: Webapp login screen Test Executed By: Theodoros loakeimidis
Test Title: Verify login with valid usemame and password Test Execution Date: 17/07/2021

Description: Test the Login functionality of the Web Application Test Case (Pass/Fail/Not Executed): Pass

[Prerequisites: User has access to a web browser

Step | Test Steps Test Data Expected Result Actual Result Status (Pass/Fail) | Notes
Navigate to the webapp Site should open As expectad Pass
1 [attper//wmmw testApp.com Username= SmartCLIDE_user
2 |Provide valid username Pasgword: 123436 Usemname can be entersd | As expected Pase
. . Pazzword can be entered Ag expected Pasz
3 |Provide valid password
User is logged in As expectad Pass
4 |Click on Login button £

Post-conditions:

Figure 81: Example test case reported using the SmartCLIDE Test Case Template
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As shown in the figure 1 abovilie SmartCLIDE Test Case Template includes the following fields:

Test Case ID: The ID of the test

Test Priority: The priority of the test

Module Name: The name of the module that is being tested

Test Title: The title of the test

Description: A short textdalescription of the test

Test Designed By: The name of the tester/developer who created the test

Test Designed Date: The date the test was created

Test Executed By: The name of the tester/developer who executed the test

Test execution Date: The dates test was executed

Test Case: The test result

Prerequisites: The software/hardware prerequisites for the correct execution of the test
Step #: The serial number of the step

Test Step: A short textual description of the test step

Test Data: The data reiged for the correct execution of the test

Expected Result: The expected result from the execution of the test step

Actual Result: The actual result obtained from the execution of the test step
Status: The test step status

Notes: Any additional notes reglimng the execution of test steps

Postconditions: The changes to the system after the completion of the Test Case

T v I I T B B B I I By D D D D Ty By B
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6 Conclusions

This document presented early SmartCLIDE frontend and backend design apptmactdopted early
design approach followed thermceptualization and architecture destgiicomesonducted in WP1 and
documented in D1.2, D1.3, D1.4, and D1.5. The work was organized into two parallel bréiares:
interface design, and (ii) elaboration of backend and frontend components.

An endto-end demonstration use case waesented toexplain how the various SmartCLIDE
functionalities can be accesstdm the envisioned SmartCLIDE IDBesides,the overall Ul design
approachand key implementation decisions are discus$hib deliverable formalizes the early design of
SmartCLIDE components, focusing on specification of the core frontendRuetjme Monitoring and
Simulation Consolend Smart Assistajit and backend components (i.6ser Access & Management
Discoveryof Services and Resour¢&ervice Creation, Composition and TestiDjscovery of Services
and ResourcesRuntime Monitoring and Verification Security MOM, Deployment and CI/CD
component All component diagrams are specified using UML 2.5 Compobégram notation and
clearly indicate provided and required APIs.

The next update of this document is planned for the M30. Hence, each technical partner will be responsible
for anadditionalin moredetail description of the componentsle expecthat theproposed specification
approach will provide efficient support for the ongoing development and integration effort. Howigaer,
refinements might be necessary to properly document and formalized interface spedfi@aton
elaboratedAPI documentatin template)Finally, in the next version of this deliverapiee will focus on
thedetailed specificatioand the System Deployment vieypdate
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7 Annex A: Wireframes of the IDE

The first page that the user sees when they enter the IDE is their honjépauge 82). It consists of a
dashboard that presents a summary of information regarding the state of activities related with services,
deployments, or other usezlated processes monitored by the IBHditionally, the context bar provides

direct access to the main pages of the workflows, services, or deployments. This page can be accessed by
clicking the logo on the upp4deft corner of the page.

@00
Logo, Sattings User
Workflows
My Workflows
Shared With Me
Public Workflows
Services 05/01/2020 09:45 05/01/2020 09:45 05/01/2020 09:45
My Sarvices
Shared With Me
Workflow1 20/10/2019 09:30 10/02/2020 11:15 10/02/2020 11:15
Public Services
Deployments
Workflow2 15/09/2019 10:27 i 27/06/2020 21:45 2T/06/2020 21:45
My Deployments
Shared With Me
My Deployments
Name

Deployment3 Service C 3.02 Not Configured | 05/01/2020 0945

Deploymentd Workflow 1 2.02 Stopped 03/01/2020 19:37

Deployment2 Service G 305 Running 201172019 10:00

Deplayrments Service A 2.02 Feady 19/10/2019 23:18

Figure 82: The main page of he SmartCLIDE platform

The dashboard consists of a customisable area wi
work. The plus button on the uppeéght corner redirects the developer to the configuratiore pagire83

where a new card can be added to the dashboard. Dragging a card and dropping it in ttreedowens

right corner removes it from the dashboard.

@00

Logo, Settings @ User

Appearance _—
Help —

Logs
Statistics
Settings

Figure 83: Settings Page
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The page header contains two icons, on the upgerg ht cor ner : (i) NnSettings:
settings icon is clicked, the user is presented IDE settiglgted options, in the context b&iqure83):
A Appearance: Allows the user to configure Smar
el ement s col our and shape.

Help: Contains the documentation of the IDEla FAQ section.
Logs: Shows the logs associated to the running of the tools in the SmartCLIDE ecosystem.
Statistics: Providesesource usage statistics of the SmartCLIDE IDE.

> >

When adding a card, the user is prompted to insert its catégfamkflows, Services, Deployments and
Sources), which defines the set of columns that can be viewed. Thus, the user must order the columns
according to their priority because, if the card is set to a small size, not all columns will be displayed.

@00

Logo Settings User

Workflows

My Workflows.
Shared With Me
Public Workflows

Insert Widget Information

Type

Services -
My Services

Shared With Me
Public Services

Information Display Priority

Deployments

My Deployments
Shared With Me

o

«o

o

Cancel

Figure 84: The content configuratiopage of the dashboard

On the other hand, clicking the avatar icon makes the context bar display the -aietaiadoptions

A Profile: page where thillowing profile settings can be changdtigure85):
A Username: the name by which the user is known within the SmartCLIDE IDE
A Email: the email address of the user
A Password: the password used to log into the IDE

@00

Logo Settings

UserA @

Profile

Team

Sources
Web
Registry
Repository

Credentials

Username

UserA

Email

usera@email.com

Password
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Figure 85: The user profile page

Within the SmartCLIDE IDE, a team is a group of users that have access to the same projects,
although with different permission levels. To become part of a team, the username inserted by the

team owner must exist. In the page representéture86, the user can manage its team members
and access the following tearlated information:

A Username: the name by which the user is known within the SmartQDBE

A Access Granted: when was the user granted access to the team and by who

A Role: the role of the user within the team

A Expiration: when will the user stop being part of the team

@00

Settings UserA @

Profile
Team

Sources

Web
Registry
Repositary

Credentials

Team

Username Expiration Actions

)
]

UserA 5 months ago by User B Maintainer

]

UserB 2 years ago Owner

UserC 1 year ago by User B Developer

a, o |
N | N
C

]

) ) ()

Figure86: The eamconfiguration page

A Sources:Contains an overview of the sources whigre IDElooks for services to be used and allows
their management, which includes searching for, adding, ediéimpving and checking their status
According toFigure 87, this page displays the following information:

I D D> >

Name: name of the source

URL: web address of the source

Description: short description of thewsce

Services: number of services contained within the source

Ontology: indicates whether an ontology is available in the source

State: indicates whether the IDE has finished indexing the services from the source
Created At: when the source was addedtauSCLIDE

This functionality supports the following use cafER]:

A
A

UC-0004 Discover Resources and Services

UC-0028Indexation and Classification of services and resources from an external repository
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@C0O

Logo. Settings UserA @

Profile p— a I8
Team Description Services  Ontology State Created At
Bank Of America fraud —
Sources WebSrc1 KOOHKIHIOOOOOEO00KK | e OF Amerieafrau 53 ® Processing | 05/01/202009:45 | ¢ T[]
Web callection
Registry *
Repository WebSro2 XHOOOOKHOCOOO0OHK | XHOO0BHAXOOCONIH XX @) Processed | 10/02/202011:15 | &[]
Credentials o
WebSrc3 XEOOBNKHOCOOKIOONHK | KHOOOHKUXOCOXKIOH XX ©® Processed | 27/06/202021:45 | (& ]
() () () () () () =] 74 (]

Figure87: Sources for services

1 Credentials: Allows the user to manage their credentialsaftressing development support tools like
GitLab and Jenkirf which includes adding, editingnd removingredentialsFigure88 shows the
page that allows the user to manage such credentials and provides the following information:

A Platform: the platform where the credets are to be used

A Username: the username to log in the platform

A Password: the password to log in the platform

A Added: date when the credentials were registered in the SmartCLIDE IDE

This functionality supporttheuse cases belof&19]:

UC-0001 Creation of a service from a template

UC-0002 Create services with data abstraction levels

UC-0003 Create and deploy a service from the IDE

UC-0006 A norexpert user creates a new service with assistance
UC-0010 Deploy aervice from the CLI within SmartCLIDE
UC-0011 Create a system using loade programming

UC-0012 Creating a complex scenario from templates

UC-0015 Accessing Git repositories

UC-0016 Change something on SmartCLIDE itself

I v v I I I B D D

42 https://jenkins.io
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@00

Logo. Settings UserA @

Profile Credentials
Team Platform Username Actions
Sources . -
GitLab UsernameA ssesessssseseeseeee 5 months ago f J
Web
Registry *
Repository GitLab UsernameB 8000000000000 00000 2 years ago & L
Credentials o
Jenkins UsenameC | seesscssssessescess 1 year ago S U
) ) ) ) g U

Figure88: User credentials management page

A.1 Search for, add,edit, or remove workflows [Workflow Functionality]

Figure89 shows the main page for workflows. Through the context bar, the user can choose to display one
out of three groups of workflows: (i) AMkfWwWowkDIl o
Thesegroups allow the developer to filter the workflows being shown in the table (i.e., only workflows
developed by the logged in user, workflows that were shared with the user or public workflows developed
within the SmartCLIDE platform). Theesults can also be filtered by any keyword (name or description)

or value (update date) that the user inserts into the search bar. In addition, the sorting order of the results
may be swapped by clicking the titles of the columns.

This page is the startim@pint for creating, editing, or removing workflows, by clicking the plus, pencil or
bin symbols, respectively.

00
Logo, Settings User

Workflows My Workflows = ©
My Workflows Name Service Dependencies Updated At Actions
Shared With Me
Public Workflows Workflow3 KOO NHOHCORHHOONHKONK | J00COOCA000COOCAONCEON00NNIN | 05/01/202008:45 | & [
Services
My Services Workflow1 2O000OACCOOCOOOCOOCOOOOOOOCOCOOCOOCOCOONC | XXOCOCOOOOOOOCOCAOOOCOCOCOOOOXXX | 20/10/2019 09:30 y D
Shared With Me
Public Services .

Workflow2 OO OO HOCOCOOKKKKX OGO | XXOCOCEOOOOOCKOCOCOCOOOOCOKKXXX XX | 15/09/2019 10:27 y U
Deployments
My Deployments ) ) ) “) Vv D
Shared With Me

Figure89: Themain pageof the workflows
This functionality supports the use cases bdlbi®]:
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A UC-0007Decompose complex systems into smaller pieces
A UC-0011Create a system using lesode programming

A UC-0012Creating a complex scenario from templates

A UC-0014Visualizing services and data flows

A.2 Collect or changethe details of a workflow[Workflow Functionality]

When the user decides to either create or edit a workflow, the pagd-fgone 90 shows up (blank, if
creating, or filled in, if editing a workflow).

@00

Logo, Settings User

Workflows Insert Workflow Information
My Workflows
Shared With Me
Public Workflows

Name

Services

My Services
Shared With Me
Public Services

Description

Deployments
My Deployments Git Repository’s Owner
Shared With Me

Licence

Template

Figure90: Workflow configuration page

Here, the user inserts the information of the workflow and chooses a diagram template to start designing
from. The repository where the workflow wil!/l be
In case the user wants to abort the workfyeation, the navigation bar can be used to go to another page.
This functionality supports the use cases bdlbi®]:

UC-0007Decompose complex systems into smaller pieces
UC-0011Create a system using lesede programming
UC-0012Creating a complex scenario from templates
UC-0014Visualizing services and data flows

I > >
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A.3 Draw or edit workflows [Workflow Functionality]

In order to design a workflow, a diagram editor is required. In the beginning, the beludimmorkflow
must be speci fi dgathFiguredl). Fohtas plirgdse camiagramieditar will be extended

to provide the righpanel propet i es 6 wi ndow, which shows differen
el ement in focus (AWorkflowdo if nothing is select
@00
Logo Settings User

Quick Access @ [Project Name] (Workflow)

Commit

New Branch

Issue Tracker (GitLab)

Testing

New Test o [err——

et ==

Check Security Analysis

Deployment B

S::’SE;DEIZ‘\;";::NS %

Cost Calculator

Project

Edit Project Settings

Close Project

Figure91: An instance of thdiagrameditor

Af ter that , the elements are dragged onto the

AFunctional ityo t ab scompleteddrmured2 amdbFiywd 98).aThraughoutthest be
process, the Smart Assistant aids the developer by suggesting nodes as the workflow is being designed.

@00
Logo Settings User
[Project Name] (Workflow)
o S E—
Determine
= O—)[ Assign Task 1 ]—)[ Handle Task 1 ]—)[ Eiigibility ] Previous Node l:l
[~
=] Node Status
Context Bar © O xMe
[ Exteral Serviea
O In-house Serv
Nade Prafere
O Enatled
Calculations Notify Applicant 0

Figure92: Task Properties within thdiagrameditor
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